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Abstract 

IP address lookup is an important design issue for the 
high performance Internet routers. The most important 
function of routers is to determine the output port of an in- 
coming IP packet according to its destination address. In 
this papel; we propose a scalable and simple forwarding 
table structure for fast hardware-based IP address lookup 
which reduces memory requirements and memory access 
times. Proposed scheme requires maJcimum two memory ac- 
cess times in the worst case tojnish an IP address lookup. 
And it consumes about 0.6 N I.1MBytes memory for large 
routing tables with 16,000 N 43,000 routing prejixes when 
any compression method is not used. 

1. Introduction 

The Internet becomes the de facto standard of public 
packet switched networks because the number of its users 
and hosts connected to it has been increasing exponentially. 
From the view point of users, they can receive more en- 
hanced services such as VOD(Video On Demand), etc. over 
the Internet. On the other hand, these services become a 
burden to the Internet infrastructure because it should sup- 
port good environmen$ in which these services are well 
operated. The enhancement of service quality and the in- 
crement of hosts and users mean that the amount of traffic 
passing the Internet increases. 

The service quality of the Internet can be improved to a 
certain degree only by increasing packet transmission rate 
and reducing transmission delay which are the simplest ap- 
proaches improving QoS(Qua1ity of Service) over the In- 
ternet. To increase packet transmission rate, it is necessary 
to spccd up physical transmission medium, Additionally, 
routcrs’ packet processing rate should be increased largely. 

‘This work was supported by the Korea Science and Engineering Foun- 
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Speeding up transmission mediums can be achieved by sub- 
stituting them from copper wires to optical fibers and this 
process works on progress rapidly especially in the Inter- 
net backbones. However, the performance improvement of 
routers has been lagging behind. Consequently, routers be- 
come the bottleneck points of high speed communications 
and are recognized as important elements that affect the 
overall performance of the Internet. 

A router consists of four major components, which arc 
I) a router processor, 2 )  input and output intefaces, 3) 
switching fabrics, and 4)  forwarding engines. A forward- 
ing engine, the most important elements among them, de- 
termines the packet’s output port by referencing the for- 
warding table which is inside the router and maps between 
the packet’s destination address and an output port. This 
process is called an IP address lookup. An introduction of 
a CIDR(Class1ess Inter Domain Routing) [ 131 makes this 
lookup procedure be performed as a longest prefix match- 
ing which has more computational overhead than an exact 
match operation. 

To perform the longest prefix matching operation faster, 
researches on IP address lookup have been proceeding into 
largely two directions. The first one is software schemes 
based on trie data structure which are used as lookup meth- 
ods in early routers [2,5, 11,3, 15, 141. However, software- 
based lookup schemes are not appropriate for current high 
performance routers. The second one is hardware-based 
schemes [4, 7, 10, 91 and researches in this paper is an ex- 
tension of this direction. 

For fast hardware-based IP address lookups, 1) the num- 
ber of memory access should be as small as possible, 2) 
the size of memory required to store a forwarding table 
should be as small a? possible, and 3) it should be easy 
to update a forwarding table. Among three objectives of 
the IP address lookup procedure, we focused on a rnem- 
ory access frequency and a forwarding table size. Proposed 
scheme in this paper requires maximum two memory ac- 
cess times in the worst case, and consumes less memory 
than that of any other hardware-based schemes require. It 
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consumes about 0.6 N 1.lMBytes memory for large rout- 
ing tables with 16,000 r- 43,000 routing prefixes when any 
compression methods is not used. It can be possible to load 
a forwarding table on a fast and expensive on-chip memory 
such as SRAM when is ils small. It is well known that an ac- 
cess speed of on-chip memory is 6 times faster than that of 
DRAM. So, a lookup performance can be increased with a 
small forwarding table s;tructure. Moreover, since proposed 
scheme reduces the number of forwarding table entries very 
much, it scales well for routers which have large routing ta- 
bles. 

This paper is organized as follows. In Section 2, we 
examine representative hardware-based IP address lookup 
schemes. In Section 3, we propose two enhanced hardware- 
based IP address lookup schemes in detail. The perfor- 
mance analysis of the proposed schemes is represented in 
Section 4. Finally we conclude this paper in Section 5. 

2. Related Works 

To process an IP address lookup in hardware, it is desir- 
able to expand arbitrary length prefixes into predetermined 
length. For example, consider a set of routing prefixes 
P = {0,10,11}. P c m  be expanded to the 2 bits prefix 
set P' = {00,01,10, ll}, and expanded prefixes 00 and 01 
have the same output port information as the original pre- 
fix 0. Using this technique makes us to construct a 2-bit 
indexed forwarding table. And this technique is called a 
controlled preJix expansion' [ 141. Although the amount of 
memory consumption somewhat grows in the case of prefix 
expansion, performance gains compensate for this cost. 

The simplest and intuitive IP address lookup method is 
to construct a forwarding table which contains output port 
information for all IP addresses. This forwarding table can 
be constructed if all prefixes within a routing table are ex- 
panded into 32 bits length. Then an output port can be ob- 
tained with only one memory access - index a forwarding 
table with a destination IP address within an incoming IP 
packet - so this method is called a direct-lookup mechanism. 
If we define the table containing all output port information 
as an NHA(Next Hop Array), the number of entries within 
an "A reaches 4G(=232) entries as represented in Figure 
1. This is too large to be realized so it is impractical to 
implement a direct-lookup mechanism. 

To reduce the size of a forwarding table, an indirect- 
lookup mechanism can be used as represented in Figure 2. 
In this scheme, an IP address is divided into two parts. Up- 
per 16 bits of an IP address is called a segment and lower 

'The word "controlled" means that if expanding prefixes overlap with 
existing prefixes then output !port information of those prefixes adopt ex- 
isting ones. 

Figure 1. Direct Lookup Mechanism 

16 bits is called an offset. Lookup itself is executed with 
two levels(with a segment and an offset) . A segment ta- 
ble consists of 64K(=216) entries and stores either output 
port information for prefixes shorter than or equal to 16 bits 
length or pointers to the related " A s  for prefixes longer 
than 16 bits length. Prefix entries shorter than 16 bits length 
are expanded into 16 bits length. In the same manner, each 
"A contains 64K entries. And each entry stores output 
port information for a prefix longer than 16 bits length. This 
method requires maximum 2 times of memory accesses to 
finish an IP address lookup and consumes 33 Mbytes mem- 
ory to construct a forwarding table. If a forwarding table 
is constructed with three levels(l6,8 and 8 bits length), the 
amount of memory required is reduced to 9 Mbytes. How- 
ever, three times of memory accesses are needed to com- 
plete an IP address lookup at maximum [lo]. 

m w  w m  
Figure 2. Indirect Lookup Mechanism 

Although an indirect lookup mechanism reduces the 
amount of memory required to construct a forwarding ta- 
ble, 33 Mbytes memory usage is still too large to implement 
lookup scheme with a low cost. To further reduce the size 
of a forwarding table, researches on hardware-based lookup 
schemes focused on " A s .  The next two subsections de- 
scribe these approaches. To explain the following schemes 
more concretly, consider an example of a set with three pre- 
fixes as represented in Table 1. The first column represents 
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routing prefixes within a segment 53.250. The second col- 
umn is binary notation of each prefix after 16 bits, and the 
third column represents length of each prefix. In a real rout- 
ing table, a route entry consists of three major information, 
{routingprefix, prefix length, output port}. In this paper, we 
modify each route entry as Table 1 to explain the following 
hardware-based scheme easily. 

[ Routing Prefixes 11 Binary Notation I Prefix Length 
53.250.62 11 0011111* I 23 

Table 1. Prefix Set within a Segment 

I 
I 

II 01000001 
53.250.64 I 53.250.65 

Routing Prefixes 

53.250.62 
53.250.64 
53.250.65 

Binary Notation Prefix Length 
001111 1* 23 
01000000 24 
01000001 24 

2.1. Huang's Scheme 

The size of " A ' s  for indirect lookup mechanism is 
fixed as 64K entries. If all output port within a router is 
identified by 8 bits, then the size of an "A is 64Kbytes '. 
However, this size can be further reduced according to the 
maximum prefix length within a segment [7]. If the maxi- 
mum length(Z,,,) of prefixes within a segment is less than 
or equal to 32 bits(l6 5 I,,, 5 32), then the number of en- 
tries within an "A is not need to be 64K but be 2'ma2-16 
by expanding prefixes into Z,,,. In Table 1, 53.250 seg- 
ment has 3 prefixes and its maximum prefix length is 24 
bits long. In Huang's scheme, the number of "A entries 
for this segment is 256(=2'-0*-~~ = 224-16 = 28). When 
we define as ki = I,,, - 16, (0 5 ki 5 16). And we define 
the number of segments which have prefixes longer than 16 
bits length as j ( 0  5 i 5 j - 1). Figure 3 shows two level 
forwarding table structure for this case. 

2.2. Wang's Scheme 

If there are common bits for all prefixes within a seg- 
ment in part longer than 16 bits, it is possible to reduce 
more entries for an "A than that of Huang's [lo]. Since 
Huang's scheme does not consider common bits, the num- 
ber of entries is 2'maz-16. If we define common bit length 
as ci, (0 5 ci 5 IS), the number of entries for an "A re- 
duces to 21m-=-16-ci in Wang's scheme. Common bit val- 
ues are stored on segment table. Hence, the size of segment 
table entries is 2 bytes larger than that of Huang's or indirect 
lookup's at maximum. In [ 101 however, authors constrain 
the length of common bits as 4 bits. By doing so, they keep 
the size of segment table from increasing too large. Con- 
sider Table 1, again. In this segment, all three prefixes have 

than 256. 
'Generally, the number of physical ports of the Internet routers is less 

Figure 3. Huang's Forwarding Table Structure 

one common bit(l7-th bit position with value 0). Thus the 
number of "A entries for this segment reduces from 256 
to 128(28-1). Figure 4 shows the forwarding table structure 
of Wang's. 

Figure 4. Wang's Forwarding Table Structure 

3. Our Approaches 

In this section, we describe two our forwarding table 
structures and an "A construction algorithm in detail. 

3.1. Basic Scheme 

In Wang's scheme, it can be possible to reduce "A en- 
tries only when there are common bits for all prefixes within 
a segment. However, it can also be possible to reduce more 
"A entries even if there are no common bits provided we 
can distinguish all prefixes within the segment. Consider 
Table 1, again. First, all prefixes within this segment should 
be expanded to 24 bits length(to the ZmRz).  This expansion 
generates 4 expanded prefix entries, 001 1 1 1 10,001 11 1 1 1, 
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01000000,01000001. Next, we examine all expanded pre- 
fixes from 24-th to 17-th bit position until 4 prefixes are 
distinguished with examined bits. In this case, all expanded 
prefixes can be distinguishedusing the last 2 bits(23-th, and 
24-th bits). Then 17-22-th bit values can be skipped and 
finally generated "A ' s  entry number becomes 4. We de- 
fine 17-22-th bits values as a skip bit in this paper. Of 
course, this skip bit should be stored somewhere for cor- 
rect lookups. In our proposed scheme, we store skip bits at 
" A s .  Figure 5 shows the forwarding table structure of our 
basic scheme. Bit values from (17 + skip bit) to I,,, are 
used as a pointer to th'e "A, 23-th N 24-th bits, in this 
case. 

Sklpped output 
Bnvaiue p d  Se~msnl Table 

Figure 5. Basic IForwarding Table Structure 

3.2. Advanced Scheme 

In our basic scheme, an "A entry has a pair of skip 
bit and output port information. We define NHA Width as a 
pair of skip bit and ouiiput port information. If NHA Width 
becomes 2, that is to say, an "A entry has two pairsof skip 
bit and output port infcnmation, the number of "A entries 
can further be reduced. Of course, the size of an "A enuy 
will be doubled in comparison with when NHA Width is 
1 .  Consider a segment represented in Table 1, again. If 
NHA Width becomes 2, we can distinguish all entries in this 
segment using the last one bit and skip bit length becomes 7 .  
Figure 6 shows a forwarding table structure of this case. If 
a maximum length of if skip bit is 8 bits and all output ports 
can be identified by 8 lbits(physical1y 256 output ports exist 
in a router), the size of an "A entry becomes 4 bytes when 
NHA Width is 2. Generally, one memory accce can fetch 
4 bytes or more, so our advanced scheme will not result in 
additional memory accesses. In this paper, we restrict a skip 
bit length at maximum 8 bits. 

33. The Best Fit of "A Width 

NHA Width can be more than 2. As NHA Width grows, 
an "A entry size will also increase by 2 bytes. Figure 7 
shows the total amount of skip bits when NHA Width is 1, 
2 ,3 ,4  and 5 for real routing table [6]. As we can see in this 

!U250 

Segment Table 

rnlllll OlOmDO 

rn11111 0 1 0 ~ 0  

Figure 6. Advanced Forwarding Table Struc- 
ture 

figure, an increase ratio of skip bits is the largest when NHA 
Width is between 1 and 2. Again, NHA Width can be 3 or 
more. In this case, the size of an "A entry increases by 
a factor of 2 bytes although the number of "A entries re- 
duces somewhat more. Accordingly, we can say that there 
are no much gains from large NHA Width. In our simula- 
tion for performance analysis, we set NHA Width as2 from 
which we get the best performance. 

. . . . . . . . . . , . . . . . , . . . . . . . . . . . 20cc:  

.a:,, 

. l 6 D O J  

1 ,.e:: 

. .,a 4 

- 1(1000 

*..? 

SJ"0 

400, 

.... .... 

Figure 7. Total Amount of Skip Bit for Various 
NHA Width 

3.4. "A construction Algorithm 

The formal algorighm for constructing our "A of a 
segment is given below. Let I,,, be the maximum prefix 
length of a segment. skip-bit represents maximum possible 
skip bit length of the segment. And pi[z..y] represents the 
bit pattern of prefix pi from the z t h  bit to the yth bit. Ta- 
ble 2 shows the formal "A construction algorithm. The 
core part of our "A construction algorithm is to catego- 
rize prefixes within a segment according to the bit values 
from'l,,,-th to 17-th as shown in Figure 8. If the number 
of entries within each category is larger than predetermined 
NHA Width, one bit is added for the next examination. This 
operation can be showed that a shaded box, in Figure 8, ex- 
panded left by one bit. And this process continues until the 
number of entries within each category is less than prede- 
termined NHA Width. 
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Table 2. NHA Construction Algorithm 

NHA-Construction Algorithm 
Input : The set of routing prefixes within a segment. 
Output : The corresponding NHA of this segment. 

Step 1: Expand all prefixes to the max. prefix length lmax.  
Step2: Let P = { p o , p ~ ,  . .. , p m - l }  be the set of all expanded prefixes. 
Step 3: Set s k i p b i t  = lmax - 16 
Step 4: for (i=O;i< l,,, - 16;itc) 

s k i p b i t  - -; 
extract pk[ lmax - i..Zmax], (0 5 k 5 m - 1) 
categories p k s  accroding to the bit values 
if the number of calculated entries within each category > NHA Width 

s k i p b i t  - -; 
continue; I/ goto Step 4 

s k i p b i t  found!! 
break; 

Step 5: Construct NHA with size of 2lmnm entries. 
Step 6: Assign appropriate output port information to each entry 

else 

SteD 7: StOD 

Figure 8. Core Part of a NHA Construction 
Algorithm 

3.5. Lookup Process 

IP address lookup procedure(LP) using proposed scheme 
is very simple and requires one or two times of memory ac- 
cesses. First, an LP extracts upper 16 bits of a given IP 
address and access segment table by this value(lSt mem- 
ory access). If an output port information is found in the 
segment, and its "A pointer is NULL, then an LP returns 
the output port information and finishes. If an output port 
information is found but its "A pointer is not NULL, an 
LP stores the output port information at temporal register A, 
and stores bit value of the given IP address from bit position 
from 17 to (17+skip bit length) at another temporal register 
B. In caqe an output port information is not found and its 
"A pointer is not NULL, register A should have NULL 
value. 

To access a correct "A location, an LP extracts an in- 

dex to the "A from the given IP address from bit posi- 
tion (17+skip bit length+l) to Zmaz ,  and accesses the "A 
using this extracted value(2,dmemory access). Thereafter, 
compare two "Skipped Bit Value" field of the "A and bit 
value stored at B. If there is a match, then correspoding out- 
put port information is returned and an LP finishes, other- 
wise this process repeated NHA Width times. If there is no 
"Skipped Bit Value" matches with bit value stored at B, an 
LP returns output port information stored at register A. If 
the register A has NULL value, then default route will be 
returned. 

4. Performance Evaluation 

We measure memory requirements of proposed forward- 
ing table structure using real routing tables. We consider the 
size of a segment table, the size of an "A entry and the 
number of "A entries. Many kinds of compression tech- 
niques used in other schemes such as CBM(Compressed Bit 
Map) [4], etc. should not be accepted for a fair compari- 
son. Huang's, Wang's and proposed scheme are compared 
in terms of the memory usages. These are the representative 
forwarding table for hardward-based IP address lookups. 
We use the logs of publicly available routing tables as a 
baqis for comparison. These routing tables are offered by 
IPMA project and provide a daily snap shot of the routing 
tables used by some major Network Access Points(NAPs) 
[6]. We select a snap shot of 18, April 2001. 

Figure 9 shows the number of total entries within all seg- 
ments for above three schemes. As we can see in this figure, 
the total number of entries itself reduces very much in our 
proposed scheme. This is the most important characteris- 
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tics of the proposed scheme. Only by increasing the number 
of prefixes that an "A entry can store by l(that is, NHA 
Width = Z), the total number of "A entries reduces to a 
quarter or less. Since proposed scheme reduces the number 
of "A entries very much, it scales well for routers which 
have large routing tables. 

Huang's 
(KBytes) 

I MaeEast ) I  19634 912 

Figure 9. Total Number of NHA Entries for Var- 
ious Routing Tablles 

Wang's Proposed Scheme 
(KEytes) (KBytes) 

809 665 

Table 3 shows total memory requirements for above 
three schemes. Although the total number of entries for 
proposed scheme is a quarter or less than the others, the 
memory usage does not reduce to a quarter or less. This 
is because the size of our "A entry is 4 bytes(2 skip bits 
and 2 output port info.rmation). Nevertheless, total mem- 
ory requirements amount is maximum 200KBytes less than 
that of Wang's scheme which says memory requirements 
reduces by 20% in our proposed scheme. 

30812 
PacBell 43 172 

Paix 16516 991 

Table 3. The Comparison of Total Memory Re- 
quirements 

1095 893 
1223 1055 
830 661 

5. Conclusion 

The most important bottleneck point of the Internet 
routers is the slow, software-based IP address lookup proce- 
dure which is not appropriate for current high performance 
routers. Most of the multi-giga bit Internet routers have 
been adopting hardware-based lookup procedure to speed 
it up. In this paper, we propose a scalable, simple, intu- 
itive, and easily impl'ementable forwarding table structure 
for hardware-based I€' address lookups. Our forwarding ta- 
ble structure requires about 20% less memory space than 

that of any other schemes which have been proposed previ- 
ously. Also, it needs maximum two memory access times to 
complete a lookup procedure in the worst ca$e. Moreover, 
proposed scheme scales well for routers which have large 
routing tables since it reduces the number of "A entries 
very much. 
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