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Abstract

The growing popularity of electronic data interchange (EDI) in business operations has led to 2 growing recognition of the need to
implement proper control procedures. The requirements for control systems vary according to organizational context. A research mode!
proposes that the organization, technological, and task characteristics as well as parmer attributes affect formal, informal, and automated
concrols, each of which can be categorized as internal and external controls. Data were gathered from 110 companies that had adopted EDI.

[S sophistication and task routineness were

significantly associated with the use of formal and automated - bath internal and external -

conrrols. Decentralization and parter trust affected the use of internal and external informal controls. The results of this study could help

EDI managers or auditors decide the necessary mode of controls for a cemain organizational context. In addition, this study would be of

interest to EDI practitioners in designing control systems.
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I. Introduction

Electronic Data [nterchange (EDI[) refers to the direct
wansmission of daw through computers at different sites which
would othenvise be sent in printed form. ED{ controls need to be
designed and maintained to ensure completeness, integrity,
accuracy, and timeliness of information while mesting its
objectives of service improvement, cost reduction, and
improvement of productivity (Chan et al.,, 1993). It is possible to
derive competitive advantage from EDI only if incegrity and
accuracy are ensured in the EDI! procedures. Savings in
admunisirative and operating costs can be wiped out by deliberate
or erroneous loss of data during data communication.
Organizational costs (e.g., a loss of credit or image as well as
market share with its competitive advantage) from data loss or
invalid data from accidental acts can be reduced when using
appropriate controls (Weber 1988).

The first step in the design of EDI controls is the preliminary
review of the organization and management practices to obtain the
information necessary for management to make decisions on the
necessary controls. The implementation of contols requires
resources. The introduction of IS controls need to proceed in view
of an organization's requirements for security and integrity. [t is
inefficient to implement expensive controls in subsystems if the
sensitivity and vulnerability of the systems themselves are not high.
Since available resources are iimited, it is not possible for EDI
managers to develop all of the necessary controls. Guidance in
control design must be provided so that the cost of implementation
is fower than the reduction in expected losses of (S resources or

risks. The necessity of various controls may be different according

to organizational contingencies.

This study addresses two issues: (1) How can EDI controls be
classified? (2) What are the major organizational factors affecting
EDI controls? The literature on organization theory as well as IS
and EDI controls are reviewed and a research model for EDI
conrrol is proposed. The model is tested empirically for Korean
companies adopting EDI. A summary of the findings and a list of
recommendations for EDI practitioners and researchers are
presented. The research model is outlined in Figure |.

[nsert Figure | here

1. EDI Controls

EDI[ conrols represent part of the overall organizational control
system. The objectives of EDI controls are to ensure that an
organization achieves its goals through the implementation of EDL.
These controls relate to the management processes to safeguard
assets, maintain data integrity, and accomplish organizationat goals
effectively, while consuming resources efficiently.

There are many ways to classify controls. This study uses three
dimensions of ED! conwols; formal, informal, and automated
controls (see Lee et al. (1998)). Formal control is defined as
“written management-initiated” control, while informal conmol is
based on shared beliefs and values developed by members of an
organization (Jaworski et al., 1993). Organizations use formal
mechanisms such as rules, regulations, 2nd the hierarchy of
authority to direct behavior and assess performance (Daft and
Steers, 1986). Formal controls such as standards. operational

-375 -



procedures, process changes, and formal contracts including legal
issues with trading partners (e.g.. auto makers and providers of
auto parts) and Value Added Network (VAN) are the basic
elements of EDI systems. Formal controls are supposed to be
initiated by management rather than lower level employees and are
based on written procedures. (nformal controls include the use of
values, traditions, employee commitment and social beliefs.
[nformal controls are initiated by organization members using the
members’ values, judgments and communications. Automated
controls are defined as controls using at least some portion of a
computerized system. Automated controls are measured with
autormnated control procedures and methods.

EDI controls may be categorized into intermal and external
controls. [ntermal controls deal with intemal components of EDI
systems such as the application system interface while external
coatrols are invoived with external EDI systems such as a VAN or
trading partner. [ntemnal controls for EDI systems are established to
monitor the internal application systems, like a production system
or 2 sales system, linked (0 an extermal network. [n an integrated
EDI system, minor failures or a short downtime of one system may
adversely affect other systems. [nternal and external controls are
interretated with each ather as internal applications are integrated
with external systems of VAN providers and trading partmers. A
cross-vulnerability exists with systems of VAN service providers
or rading parmers as a major control deficiency in one EDI system
can materially compromise the integrity of the other dependent
ED! system due to commonalties in security architectures that
cross VAN service providers and mading partners (Marcelia and
Chan, 1993).

The aforementioned control dimensions can be used to
generate a framework of control modes. Intemal and external
conmrols can be classified according to two important control
dimensions: formality and automation. Table indicates six
potential control modes along with their descriptions.

Insert Table | here

III. Organizational Contexts

As EDI becomes increasingly important as a viable alternative
way of processing transactions, attention needs to be paid to
environmental contexts that affect the successful use of EDI. The
organizational context describes the situational
circumstances of an EDI system that affects EDI controls and
implementation. Most past EDI studies have used the theories of
innovation to identify the factors that influence the adoption and
implementation of innovation (e.g., Grover (1993), lacovou et al.

(1995), Ramamurthy and Premkumar (1995)). [S conrrols interact

general

with contextual factors for the successful implementation of [S.
The decision on the determination of organization contextual

variables is based on the following. First, the iactors influencing

EDI implementation as weil as EDI controis are seiected. Since this

is an =arlv study on EDI zontrols and the :heorencal studies on (S

controls are rare, the organizational contexts that affect the
implementation of ED{ are firstly examined and the ones that affect
conmols are sefected. EDI controls that are related to the
organizational contexts are necessary to facilitate ED|
implementation success. Second, various categories of variables,
industrial, organization (including [S), and rtask characteristics
(these variables are called “organizational contexts™ in this study)
are included in this exploratory study if they could potentially
influence EDI controls and implementation.

Based on a review of the literature on organizational control as
well as organizational innovation-implementation and EDI
adoption literature, this paper proposes organization characreristics
(size, professionalism, decentralization),
characteristics (IS sophistication, role of {S), task characteristics
(interdependence and routineness) and partner attributes (trust) as

influential factors in establishing ED( controls.

technological

(1) size

As organizations increase in size, the problems of social
controls, coordination, and communication become more intricate
(Jaworski, 1988; Yap and Souder, 1993). Large organizations face
an cxponentially increasing number of information channels,
which makes informal controls less effective (Blau and Scor,
1972, Bums and Statker, 1966; Merchant, 1981, 1984). As
organizations increase in size, it is necessary to institute a more
formal planning process to ensure the development of an integrated
vision for the IS function (Cash et al., 1988; Ward and Whitmore,
1990). In thar case, formal controls can provide a consistent set of
rules to control large and complex application systems integrated
with EDI. Thus, organizational size is positively correlated with
the use of formal conrrols.

The full implementation of automated controls requires
1988). Large
organizations are more likely to be able to afford the coss for

extensive expertise and expense (Lawrence,

automated controls and possess greater technical expertise than
smaller firms. Larger firms have more rading parmers with diverse
operating

environments  (protocols, line standards,

hardware) and higher wansaction volumes than smaller companies

speed,

(Chan et al., 1993). Automated contrals are cost-effective for large
organizations with high communication complexity due to high
transaction volumes and numerous rading parmers (Fullerton and
Evens, 1989). Thus, automated controls are more appropriate for
large companies.

Hypothesis [-1: The larger the organization, the greater the use of
internal and extemal formal controls.

Hypothesis [-2: The farger the organization, the greater the use of
internal and external automated contmols.

(2) prafessionalism

Specialists’ jobs require complex decision-making and high
reliance on colleagues for advice. Specialists are not accustomed to
standard operating procedures, formal rules and clear standards of

performance (Ouchi and Maguire, 1975). They prefer their vaiues
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and beliefs to formally established rules in coping with exceptions
in their work. The specialists in the {S department including ED{
discuss with their peers and rely on their knowledge and intuition
1o  address

unexpected [nformal

problems. controls by
professionals are enhanced by their knowledge and skills. As most
of them are engaged in jobs demanding creativity, the efficiency
and effectiveness of their work would dectine if their work were to
be unduly constrained. Greater technical knowledge of
professionals will help control ED{ system in informal way.

A survey by Lawrence (Lawrence, 1988) shows that automated
controls - such as integrated test facility - have not yet been fully
utilized due to che complexity of computerized systems and lack of
technical expertise. For example, concurrent audit techniques,
continuous and intermitent simulation (CIS) techniques, and
parallel simulation techniques o audit batch processing demand
high technical expertise and substantial system implemencation.
The know-how of [S professionals are strongly nesded 0 solve any
technical problems in installing these controls and effectively
integrate the controls with existing systems. The implementation of
automared conmols is facilitated if technical expertise and

knowledge regarding EDI and communication technology exist.

Hypothesis 2-1: The higher the degree of professionalism, the
greater the use of interal and external informal conrrols.
Hypothesis 2-2: The higher the degree of professionalism, the
greater the use of internal and external automated conrrols.

(3) decentralization

The diffusion of innovation is facilitated by organic strucrures
normally associated with decencralization which facilitates
initiation and testing of new ideas (Russel and Russel, 1992).
When EDI staff members have more authority, they are more likely
to act on their own judgment and explore novel approaches. When
exceptional incidents happen, they communicate with others to
draw on their knowledge and skills. Mechanistic and formal
organizational controls will not provide favorable conditions to
EDI staff members in decencralized organizations as they inhibit
free interaction among them w0 give innovative ideas. Informal
coatrols are nesded to facilitate the communication of ideas and
implementation of EDI in such decentralized organizations.

Hypothesis 3-1: The greacer the degree of decentmalization, the
greater the use of internal and external informal controls.

(4 IS sophistication

EDI relies on the existing (S infrastructure to integrate with
internal applications (Sullivan, [985). ED! can be implemented
more 2asily in the presence of highly computerized IS functions tor
ccounting, payment, inventory management, and production
controls. As (S becomes more sophisticated (for example, the size
of an EDP department becomes large or the demand for the (S
function becomes high), the use of iormal conwrois 2xpands. A
superior corporaze dara management is necessary 0 provide

integrated and :onsistent ZDI conrols ‘Chan 2t 2, 1993). The

higher the sophistication of EDI, the stronger is the tendency of
management for the proactive formal controls on  system
development and maintenance.

An advanced (S demands conrrols different from traditional
methods due to a smaller paper audit mail and decreased
segregation of duties. [t is more difficult to control distributed,
automated, high-tech systems with manual techniques. Unless
mistakes are detected, they will propagate swiftly into other
systems. [t is necessary to identify system errors before they affect
other systems. For this reason, advanced controls (such as
concurrent control techniques or simulation tools) are embedded in
the application system and recognize errors as che procassing s
being performed (Aggarwal and Rezaee, 1994; Ahituv and Cee,
1984; Hansen and Hill, 1989). Thus, automared controls are
effective for sophisticated [S which is linked with EDI.

Hypothesis 4-1: The higher the level of IS sophistication, the
greater the use of intemal and extermnal formal controls.

Hypothesis 4-2: The higher the levet of IS sophistication, the
greater the use of internal and external automated controls.

(3) role of [S

[f the present and future strategic importance of IS is high,
management will be more commirtted to (S planning and controls.
In this situation, the quality of the planning process for [S should
be higher (Premkumar and King, 1994). If (S has a strategic role in
the organization, management may recognize the importance of
planning and contols of EDI and invest more resources to
implement the strategic system and establish formal planning and
control systems due to 2 concemn regarding a possible loss of
competitiveness caused by a control failure. ’

Even small errors in the strategic [S may severely affect the
credit of a company and lower its competitiveness. Only after 2
company ensures completeness, accuracy, and data security in each
of its transactions, they can gain a competitive advantage from EDI
implementation. [n this environment, the security department will
be given greater authority to ensure the security of strategic [S
(Straub, 1988). The high position of the security and audit
departments makes it easier to get management support for
implementing automared controls. Further, the high expenses for
the installation of automated controls are justified for a strategic [S.
With the growth of the strategic importance of EDI, the (S function
will support the expenses required for automated concrols to
prevent and correct errors.

Hypathesis 3-1: The greater the role of IS, the greater the use of
internal and external formal conrrols.

Hypothesis 5-2: The greater the role of [S, the greater the use of
internal and external automated controls

(6) task interdependence
According to Perrow (1967) and Thompson (1967), task
interdependence is “the extent t0 which deparmments depend on one

another for the sxchange of resources and information to
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accomplish their work." [t is difficult to contol the interactions
Jetween interdependent departments in a predetermined way.
There is less reliance on standardization, rules, and procedures to
guide the work{low under this organizational structure (Daft and
Steers, 1986). The problems of controls are compounded when
different functional units are interdependent and
coordinated effort (Dalton, 1971; Otley, 1980).

The implementation of EDIU usually affects a number of

require

functional areas within an organization including accounting,

purchasing, transportation, and marketing simultaneously
(Emmeihainz, 1990). Mistakes must be detected as promptly as
possible before they affect the workilow of other departments. It is
difficult to contral the EDI process where the activities of one
department arfect other departments immediately. Detail guidelines
hardly exist to solve complex interaction berween, for instance,
production and ordering departments. Hence, the

vulnerability of these departments will lead to the development of

Cross-

informal controls. [n order to monitor efficiently interdependent
task processes, more informal controls are likely to be required.

Hypothesis 6-1: The higher the level of the task interdependence,
the greater the use of intemal and external informal controls.

(7) task routineness

Routine technologies are characterized by low variety, high
analyzability, standard procedures, and few exceptions (Perrow,
1967). A prime candidate for conversion to EDI is a company that
handles a large volume of standardized transactions (Marcella and
Chan, 1993). EDI is more effective for repetitive transactions than
for unstructured ones {(Emmelhainz, 1990). As tasks become mare
routine, the implementation of formal controls becomes effective
{Jaworski et al., 1993). As the routineness of EDI tasks increases,
{ormal EDI controls are appropriate because these tasks are
amenable to standard operating procedures, formal rules and ciear
standards of performance.

The nature of tasks influences management procedures.
Managers stress efficiency where activities can be measured
quantitatively and are well defined (Daft and Steers, 1986). This
leads to automation of work processes. For example, production
departments and assembly lines are examples of routine processes.
[n most cases, the processes linking these departments. are
autornated. Automated controls can promote both effectiveness and
etficiency in such an eavironment.

Hypothesis 7-1: The higher the level of the task routineness, the
greater the use of internal and external formal controls.

Hypothesis 7-2: The higher the level of the task routineness, the
greater the use of internal and external automated controls.

(8) parmer crust

Many important issues in the implementation of EDI are
retated to the coordination with trading partners and VAN service
oroviders to facilitate message communication. Trust orevents,

reduces or zliminates opportunism and requires less formal rules

and standards (Zaheer and Venkatraman, 1995). When the level of
trust between buyers and suppliers is high, the partners will be less
inclined to exert controls in the relationship (Andaleeb, 1995).
Trust may reduce the need for formal contracts which are costly to
write, monitor and enforce, as they rely on psychological contracts
(Bromiley and Cummings, 1991). The reliance on trust lowers the
cost of negotiation. The partners may establish cooperative [ORs
(Interorganizational Relations) without the use of formal contracts
and safeguards (Ring and Van de Ven, [994). As tust is further
affirmed, informal controls are more used, as they may
complement or substitute for formal contractual safeguards.

Hypothesis 8-1: The greater the level of partner rust, the greater
the use of internal and external informal controls.

IV. Research Methodology

4.1 Data Collection

Questions about controls can be answered reliably only by the
companies which have implemented EDI comprehensively. 2000
companies were selected from publicly available company
databases (through Chollian network service). Among these
companies, the companies which are likely to have implemented
EDI comprehensively were contacted to check their level of EDI
implementation.

Structured interviews were used as the main data
collection method. The interview provides the opportunity
to aid the respondents in their interpretation of the questions,
and allows flexibility in determining the sequence and
wording of the questions. One or two EDI managers
simultaneously participated in the interview. They were
believed to have sufficient knowledge about EDI
implementation.

The data used in validating the research mode!l were gathersd
as part of a larger investigation conceming ED( controls (see Lee
et al. (1998)). The survey instrument was verified st by
interviewing EDI practitioners from each firm. Ten interviews with
practitioners were conducted and a final review was made by four
IS professors. A total of 110 usable responses were received from
EDI staff or managers. The unit of analysis is individual EDI
adopting company. The number of large companies is greater than
that of small companies. Large firms are able to invest resources to
integrate and control EDI more easily than small firms, therefore,
EDI user firms are expected to be large.

4.2 Measures, Measurement Reliability, and Validity

Measures for the research variables are summarized in Table 2.
Measures of industry, organizational arributes, task characteristics.
and parmership artributes were adapted from previous literature. A
multiple 7-point Likert-type scale reoresented each variable 2xcept
size and two items among six for [S sophistication. Size was

measured by the total number of emplovess and annuai sales while
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the otal number of IS staff and the annual (S budget were included
as indicators of measuning IS sophistication. Measures for six
modes of EDI coatrols were constructed separately. Formal and
automated control measures were newly developed through a
synthesis of various sources (Chan et al,, 1993; ISACA, 1990:
Jamieson, 1994; Marcella and Chan, 1993). Informal control
measures were based on several former studies including Jaworski
etal. (1993).

Insert Table 2 here

Reliability and validity tests were performed for the collected
data (we eliminated the refated tables due to the limitation of
manuscript pages.)

A reliability analysis was conducted and the items (i.e., PROF2
for professionalism, TROUT?2 for task routineness) with “low-to-
total” correlations (the correlation between the item and the
vaniable) were deleted. One item each for professionalism, the role
of IS, and task routineness were eliminated to increase Cronbach's
alpha. All scales exceed 0.6 after deleting low-to-toral correlated
items, which shows moderate to high reliability.

Content validity is concerned with the representativeness of the
content of the measure for the universe of the property being
measured. In this study, the measures are based on previous work
and pretested by both practitioners and four IS professors to
enhance the content validity of the instrument.

Construct  validity was assessed using convergent and
discriminant validity. Convergent validity can be tested using
principal component factor analysis. All variables except [S
sophistication and the role of IS have one factor. [S sophistication
and the role of IS are divided into two factors. Although it is
technically desirable to treat them as separate factors, it may be
acceprable o aggregate them as a single consiruct if there exists
sufficient theoretical justification. This approach has been used
extensively in S research (Ives er al.,, 1983; Tait and Vessey,
1983). )

Discriminant validity testing can be accomplished by
comparing correlations among variables with Cronbach's alpha.
Gaski and Nevin (1983) have suggested that if the correlation
between one variable and another is lower than each variable's
coefTicient alpha, it indicates a good discrimination. No correlation
between variables was as high as the coefficient alpha of the
individual variable.

V. Data Analysis and Results

Table 3 presents a series of regression analyses with the six
modes of EDI controls as dependent variables and the
organizational contexts as independent variables. The effect of
each organizational context on EDI congols could be =xamined
while controlling for the etfects of the other independent variables
through multiple regression analysis. All the regression equations
tum out to have significant F ratios. [n other words, the collective

explanatory power of the dependent variables s statistically
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significant.

[nsert Table 3 here

IS sophistication and task routineness are significantly related
to the reliance on internal and external formal controls. The
establishment of formal controls can be strongly affected by the
recognition of risks by management. Internal organizational faciors
such as IS sophistication and task routineness indicate the
vulnerability of the system if appropriate controls do not exist.
When management recognizes the vuinerability of the system due
to sophisticated [S resources and a large volume of transactions (o
be processed at high speed, they perceive relative advantages of the
establishment of formal controls in user applications and external
networks. If tasks are highly repetitive and structured, formal
controfs such as standardized procedures can greatly contribute to
improvement of system utilization.

Size is significantly related (o the use of external formal
controls. Large firms tend to have formalized relationships with
trading partners due to the large number of trading partners and
ransactions. The extent of intemal formal controls are, however,
more related to the characteristics of (S and inner processes rather
than mere size of organization. Large organizations that have
simple EDI applications may not need many internal formal
conmols; however, extemal formal controls by VAN or trading
partmers may be more necessary for large organizations that have
trading parmers with diverse operating environments (in protocols,
line speed, standards, hardware) and higher transaction volumes
than small companies.

Decenmalization and parmer tust significantly affect the
reliance on intemal and external informal conwrols. EDI $eaff
members have a different extent of risk recognition, sense of
responsibility, experience, and interaction with their colleagues
according to the extent of the authority they are given and the trust
they have in relation with wading partners. This reliance on
informal  controls tends to increase as they further delegate
organizational authority to members. Management of EDI adopters
experience the ability of departments or trading partners to deliver
or even work “outside” the existing terms of formal procedures or
interorganizational agreements; their reliance on informal conrrols
deepens even more when organization is more decentralized.
[nformal understanding of acceptable behavior stems from 2
reliance on wust: informal controls compensate for the absence of
formal rules and contracts. ED( adopters depend mainly on the use
of informal controls and rely on mading partners to provide
communication controls when they highly trust them.

Size, [S sophistication, and task rourineness are significanty
related to the use of internal and external automated controis. The
implemencation of automated controis such as integrated test
facility and concurrent audic technique can only be successtul
when enough IS resources are provided. In addition, a large
volume of transactions is necessary 0 make the implementation of
automated controls in inner applications and VAN cosi-effactive.
Large organizations and organizations with sophisticated IS and
nighly routine processes can atford the high cost and expertise



required for the implementation of automated controls and this
subsequently makes the system more beneficial.

The role of IS fails to affect the use of internal and external
formal controls. Professionalism does not affect the use of internal
and external automated controls. Professionalism has a significant
effect only on internal informal controls. The technical expertise of
professionals is used to implement the intenal informal controls.
Professionalism fails to affect the use of external informal controls
and this indicates the extent of education ED! staff memoers have
received does not influence the establishment of external informal
conmrols; EDI staff members appear to tust the security and
integrity of external networks provided by trading parmers or VAN
and do not have much concern with external controls. As the
number of EDI documents and trading partners increases, EDI
adopters rely more on the expertise of communication controls by
VANs or “hub” companies rather than on controls developed by
themselves; the controls that are provided by VAN become cost-
effective with additional peripheral services. The knowledge and
expertise of EDI adoprers become less important in implementing
extemnal controls; companies allow VAN to provide sophisticated
external control systems (e.g., conversions berween different
trading partners’ environments, provision of varied protocol and
access methods).

The implementation of formal or automated controls is affected
more by technical characteristics such as [S sophistication and task
routineness rather than professionalism and role of [S. The
insignificanc effect of the role of IS and professionalism on EDI(
controls can be partially explained by the influence of external
factors on the implementation of EDI. The role of IS and
professionalism in organization may not influence the use of ED{
controls in a situation where much of the work processes for EDI
implementation becomes structured and formalized by the
influence of external trading partners and VAN service providers.
This is often the case in Korea. Korean companies have been using
EDI for less than 5 years and the state of their implementation is
under strong external influence from trading partners and VAN
service providers. Additionally, Korean companies have not
recognized the seriousness of exposure that is present when using
EDI. Since they have linle experience of computer abuse, they
have less concem that fraud, disruptions to production, and
inteational manipulation of operations in EDI systems may lead to
impaired customer service, inappropriate decision making, loss of
market shares and financial loss. Positive manageriai artitude
toward [S does not always lead to extensive efforts to control EDI.
Management tends to concentrate on improving short-term
effectiveness and efficiency; hence they are likely to invest more
resources on integrating and expanding EDI but less on conarrols o
enhance security and integrity. This may be due to the fact that the
effects of control are not realized swiftly.

The low explanatory power of task interdependence on controis
can be partially due o the fact thar companies use EDI controls
intensively for sach of the EDI tasks although not ail five EDI
tasks are interdependent with each other. Some companies may use

EDI for different groups of fasks: the tasks within 2 single group

may be highly interdependent even while intergroup activities are
only loosely linked. For instance, manufacturing companies used
EDI in trade procedures such as import / export authorization or
tanff procedures as well as in financial applications such as
electronic fund transfer or receiving invoices from suppliers. The
interdependence between trade and financial applications may be
low although the interdependence among ftrade procedures or
financial applications is high, respectively. In this situation, it is
difficult to examine the relation berwesn task interdependence
(which is the average interdependence among every pair of tasks)
and the use of informal controls.

VI. Conclusions and Implications

The purpose of this study is to study the impact of
organizational contexts on EDI conmols. This investigation
extended previous work in organizational control and innavation-
diffusion by applying the concepts {S conrrols, especially in the
context of EDL [S sophistication and task routineness are
significantly associated with the use of internal and external formal
contrals. Decenrralization and parmer trust affect the use of
internal and external informal controls. Size, IS sophistication, and
task routineness are significantly related to the use of internal and
external automated controls.

6.1 Implications for Practitioners

The results of the swdy provide some insights  on
organizational context that necessitate the effectiveness of specific
modes of EDI controls. For instance, organizational contexts such
sophisticated [S and routine task environment are important to
determine the level of internal and external formal controis while
decentralized organizational structure and high parmer trust

demands controls.

intemal and extemal informal Large
organizations and organizations with high professional expertise
require extemnal formal and internal informal controls, respectively.
Size, IS sophistication, and task routineness are related to volume,
complexity of transactions, and the speed of processing,
respectively; EDI adopters with these organizational contexts
demand automartion of controls for control effectiveness; the
benefits of automated EDI controls vary across such organizational
contexts as size, IS organizations, and task routineness. These
benefits are related to decreased occurrence of irregularities or
errors.

The tasks of designing control systems, as performed by EDI
auditors are difficult and unstructured, as there exists no normative
mode!l of ED{ controls. ED{ auditors often use past experience or
their professional knowledge to determine how EDI systems are
conrrolled in cermain organizational contexts. as ED! concrols
depend on organizational contexts. EDI[ auditors often use
analogies from their previous experience to design controls;
however, the effectiveness of this reasoning process is greacly
timited by the lack of normarive madels of EDI controis as we!l as

therr cognitive and situational limitations. £DI accitors must
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determine which controls are necessary from the viewpoint of cost-
benefit effectiveness. Many altermnative forms of conrols may exist,
and many organizational contexts affect the design of coarrols. [t is
difficult to establish if-then rules explaining the choice of controls
in some organizational contexts, as the benefits of controls are hard
to measure quantitatively. The results of the study can hetp
auditors analyze organizational contexts and recommend the
controls that are needed in a given situation; they then can
concentrate their limited [S resources to design and effectively
implement these controls. The quality of the processes of
determining and evaluating required conrrols in an organizational
context can be improved based on the empirically validared
relationship between organizational context and EDI controls in
this study. The implementation level of intemal and external
formal and automated conmrols can be adjusted in order to satisfy
the etficiency control objective.

The results of the study can atract management to invest
appropaate resources to specific EDI controls demanded in their
organizational context. Unless the new controls are validated,
organizations will be reluctant to install them. Some may think that
the controls will slow system response time and utilization, or that
the costs outweigh the benefits to system integrity. A major
obstacle to the control development arises from cultural factors.
Management is accustomed to traditional methods such as paper
audic trails. segregation of duties, and hand-written signatures
rather than technical controls, which are often embedded in the
EDI system. The changeover to new controls may require a new
regulatory system to be enforced. Management can overcome some
resistance from user departments or trading pantners and encourage
the implementation of ED{ controls more proactively than before
based on the results of this study.

6.2 Implication for Researchers and Limitations -

The results of the study also have significant implications for
researchers. In light of the tragmented and scant nature of the
literature that addresses factors for IS conwols, a specification of
the linkages between organizational contexts and EDI controls can
provide a useful framework for future research. The contingent
controls  framework may be generalized with appropriate
modification in research variables for other IS conmols (e.g.,
parmer relations may be excluded to explain controls in internal
[S). There may exist other variables that affect the use of EDI
controis: a more exhaustive model is needed to examine and
identify various organizational contexts that affect EDI controls
using a large base of data in future studies.

The dimensions of EDI controls can be further studied. Other
control dimensions may include the objectives of conmols. (t is
difficult to apply a single set of measures for EDI conwols to the
respondent organizatons, which have developed EDI systems that
have different purposes and requirements. For instance, accuracy
of tnformation is important in a [T (Just-In-Time) system whiie
confidentiaiity of information is critical in financiai 2pplications.

The controis for authorization (e.3., <ryprography, message
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authentication code, access control software) are different from the
controls for accuracy (e.g., edit check, syntactic check, error
logging). The former checks that all related software and data are
protected against unauthorized disclosure or change during
transmission or storage while the larter ensures accuracy and
completeness during input, process, and output stage of processing
transactions. Dimensions and measures of controls need to be
developed to reflect distinct control objectives.

Specifically, the environment in Korea may affect the causal
refation between organizational contexts and conrols. [t is
necessary (o analyze data collected from other countries in order to
control the effects of economic, political, and cultural situations.
Any attempt to generalize the findings to EDI systems in different
countries need to be pursued with care and caution. The EDI
system in Korea is rapidly growing and the results of this study
may reflect unique characteristics of Korean companies. For
example, the implementation of EDI in some industries in Korea
has been supported by a government agency that monopolizes the
provision of services associated with international trade. Their
implementation of EDI relies substantially on a VAN that is
managed by the govemment. Korean companies do not currently
prepare communication controls with trading partners and rely on
the VAN to provide these controls. [n addition, there is generally
less computer abuse and disputes between partners so it is difficult
1o justify the investment of controls in order to reduce computer
abuse. This is a reflection of Korean culture that does not place
much importance on formal contracts and agreements in
anticipation of possible disputes from errors and system failures.
The parters believe such problems will not arise in their own
nerwork. However, as EDI is rapidly spreading in Korea, system
failures or abuses will lead to an increased recognition of external
formal conrrols.
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Tables and Figures

(.)rii:nzanonal Contexts EDI Conmols
® professionalism ® intemal formal controls
® decentralization ® external formal controls
® S sophistication intemal informat conwols
[ ]
L
*

role ot [S external informal controls
task interdependence internal automated controls

task routineness 1@ _extemal automat, [ |

$ _Dpartner trust

Figure 1: Research Model

Table 1: ED{ Controls in this Study

Conool Classificauons modes of controls Description
formal controils internal formal conols procedures used © protect internal applicadons from errors and unauthonzed access and
0 ensure that ge ¢ ion is and secure
external formai congots procedures-used by VAN service providers or wading parmers to ensure secunty ind
integrity of icag
informal conrois intermal informat conarols risk gniton, sense of ponsibility, experi . and ¢ 100 among colleagues by
IS members and users :
external intormal concols risk igon, sense of responsibili d . and t among colleagues in

4 1
order to prepare {or threats and cross-vulnerabilites occwring from communicadng with
VAN service providers and rading partners
stomaced conarols mtemal zutomated congols dutomated routines used w0 detect and correct errors during input, process. and ougput of

daa and access control and authenticadon software used 1o protect ED! systems from
unauthorized access and computer abuse.
external auwomated conerols d concrol for system integrity and secunity hat are provided by VAN
service providers and trading parters for system integrity and security

Table 2: {tems for research variables

{Classificadon  [variaples items |dapied rom
jorganization isize roaal sales (SIZEL) rover (1993)
lcharacteristics [umber of employees (SIZE2) ge (1985)
professionalism [the proportion of professional saff members with the educational backg; ds in ication and (S (PROF{) ICorwin (1973)
the ber of prolessional seaff bers that have ived graduate course in communicadon and IS (PROF2) Daft and Becker (1973}
decencalizanon [::e deyree © which participanon of subordi, in company decisi king is encouraged (DECT) JAiken and Hage (1971)
¢ degree to0 which employees can make their own decisions (DEC?) Corwin (1975)

the extent of concenaanon of decision making authority (DEC3)
(S sophisticanan [rumber of EDP saff (SOP1) Cheney and Oickson
IS budyet (SOP2) 1982)

percentage of administrative applicadons (SOP3) ymond (1990)
planning and congol by steering commitee (SOP4)
user involvement in the development of [S (SOPS)

the percentge of the budget in g Is and gic planning (SOP6)
irole a¢' IS impact of shurdown of P center (ROLI) Premkumar and King|
E“ ibility of | work pr ing (ROL2) . (1994)
levelopment of systems for cost reductions and productivity improvement (ROL3)

[development of systems to provide new ways to compete (ROL4)
studying the impact of new [S technologies and areas of application {ROL3)

evelop of IS applications that are vial for long-term strategic objectives (ROLS)
sk fask extent © which performance depends on other asks (TINT for tive asks: ten sub-itemns) iGoodhue - and
" . e e [Thompson
ask ption of roud in pertorming sk (TROGT! for five Gsks: TROUT-1, TROUT-2, TROGT-3. TROLT-4X1995)
[TROUT-S) Haworski et al. (1993)
lease in processing tasks due © clear job definition and description (TROUT? for five tasks: TROGT2-1, TROUT2-2)
[TROUT2-1. TROUT24, TROUT2-5)
parmer ammbucesftrust Hegree of muaal oqust between trading parmers (TRS1) : iMohr and  Spekman|
feruse in the benefit of rading parmer’s decision (TRS2) 1994)
p ion of fair deal from parmer (TRS3) [Zaheer and|
. Venkatraman (1995)
iconaois fintemal formal Sysiem change conarol by authorizadon (IFC1) Chan et al. (1993)
conaals lincegricy check of the ge before p ing in the applicac (IFCY) ISACA (1990)
ransaction log for the possible errors and coll pse (TFC)) fami; (1994)
ppropei of system login procedures using password (TFCY) : Marcella  and  Chan|
integrity check atter generadng EDI messages (IFCS) £1993)
duthendcation of zading parmers arter receiving EDI messages (IFC5)
external formal pack up and recavery plan by VAN & trading parmers (EFC1 & EFC2)
c I retr ission after correcting emadc messages by VAN & mading partmers (EFC3 & EFC3Y)
dispute reconciliacion procedures by VAN & mading parmers (EFCS & EFC6))
access conaol on network by VAN & Tading partmers (EFC7 & EFCY)
L [maiibox access conaol by VAN (E5C9)
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Konaols

incernat informal

[Fecogniton of possible propagation of errors from one system t0 anather ([iC1)
recogninon of the importance of their responsibilicy (11C2)
abilicy 0 judge peer's errors in their asks by expenience ([[CJ)
pbilicy to cope with the errors cflectively by experience (1IC4)
interacton with seniors or peers 0 cope with problems in their tasks ([IC5)

Paworski et al. (1993)

)xtermal informal

of the effect of errors in VA

N & trading parmers (EIC! & EIC2)

jerror message acing and error reporting by VAN & aading parmers (EAC3 & EACH)
digiali signacures(message authenticadon code) provided by VAN & trading parmers (EACS & EACS)
[provision of various protocol functon by VAN (EACT)

[provision of various EDI documenc sandard by VAN (EACY)

lconols recognidon of imp e of interorgani P (EIC3 & EICY)
ing nonroutine probi between VAN & mading parmers by experience (EIC5 & EICS)

frecognition of importance of items in the agreement between VAN & trading parmers (EIC7 & EICS)

interaction between VAN & trading partners 10 process message errors (EIC9 & EIC10)
finermal  autornatediprogrammed integrity check before p ing in applicao (taCh) Chan et al, (1993)
conerols lpplying access conaol software on critical application and files (IAC2) ISACA (1990)

putomated daca integrity check before ion of EDI( {IACD)

Rutomated authendcation of rading parmers using message code (IAC4)
external d log for ED( messages by VAN & tading parmers (EACI & EAC2) Jamieson (1993)
kcanaols

Marcella  and  Chanj
1993)

Table 3: Multiple regression results
(2) dependent variables = formal controls

(‘-- p<01' e p<.05' . p<l )
dependents internal external
formal formal
independents controls conools
beta standard t value p value | beta standard t value p value
Error Error
CONSTANT 2.5985%** | 7655 3.394 .0005 1.1872* 8700 1.365 .0877
size 1338 1275 1.207 1152 2314° 1449 1.597 0567
IS sophistication .4708°~ .2399 1.963 0262 .5780°~ 2726 2.120 .0182
role of [S .0432 A133 381 3520 1392 .1288 1.236 1097
task routinness 4320+ 0914 4.727 .0000 3933%=" .1039 3.787 .0002
R’ 2494 2297
Adjusted RT 2203 1998
F 8.5571 =" T7.6776%="
Sig. F .0000 .0000
(b) dependent variables = informal controls
(*** p<.0l, ** p<.05, * p<.1)
dependents intemal external
informal intormal
independents controls controls
beta standard t value pvalue | beu standard ¢ value p value
Error . Error
CONSTANT 39 6396 2292 _§ .0122 2.5547""" 6651 3.841 .000t
protessionalism Ad212+ .0798 1.520 0659 .0400 .0803 497 3103
decentralization 28(2== 1043 2.691 0042 1645 1054 1.561 0620
task interdependence .0035 .0609 058 4769 -.0340 0614 -.554 .2905
parmer trust 3709~ .1208 3.071 0014 3773°=" 1218 3.098 0013
R? 2225 1383
Adjusted R- 1901 1024
F 6.8665°~+ 3.8529°=~
Sig. F 0001 .0060
(c) dependent variables = automated controls
(*** p<.01, ** p<.05, * p<.1 )
dependents internal external
automated automated
independents controis controls
seqa standard t value p value | beta standard t value P value
Ervor Error
CONSTANT 3.7469%" 6790 5.518 ¢ .0000 21125 | 6313 3.346 .0006
size 2647 1452 1.823 0306 2597 1350 1.924 0286
protessionalism 0360 0916 393 3976 0286 0851 336 3689
IS sophistication .8483v=~ 2942 2.384 .0024 .6710%*~ 2735 2453 .0080
task routineness 1745== 1016 1.718 0444 .3583%=" 0944 3.794 0002
R* .2108 2641
Adjusted R- 1799 2352
F 5.31135== 9.1493 %=
Sig. F 0001 .0000
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