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Abstract

We propose a quantum cryptography based on an algorithm for determining a function using
continuous-variable entangled states. The security of our cryptography is based on the Ekert
1991 protocol, which uses an entangled state. Eavesdropping destroys the entangled state.
Alice selects a secret function from the very large number of possible function types. Bob’s
aim is to determine the selected function (a key) without an eavesdropper learning it. In
order for both Alice and Bob to be able to select the same function classically, in the worst
case Bob requires a very large number of queries to Alice. In the quantum case however,
Bob requires just a single query. By measuring the single entangled state, which is sent
to him by Alice, Bob can obtain the function that Alice has selected. This quantum key
distribution method is faster than the very large number of classical queries that would be
required in the classical case.

Keywords Quantum cryptography and communication security - Quantum
communication - Quantum algorithms - Quantum computation - Formalism

1 Introduction

Continuous-variable quantum information is the area of quantum information science that
makes use of physical observables, such as the strength of an electromagnetic field, whose
numerical values belong to continuous intervals. In 1998, Braunstein studied error correc-
tion for continuous quantum variables [1] and quantum error correction for communication
with linear optics [2]. In 1999, Lloyd and Braunstein proposed quantum computation
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over continuous variables [3]. The same year, Ralph considered continuous-variable quan-
tum cryptography [4]. In 2000, Hillery discussed quantum cryptography with squeezed
states [5], while Reid described quantum cryptography with a predetermined key using
continuous-variable Einstein-Podolsky-Rosen correlations [6]. In 2001, secure quantum
key distribution using squeezed states was studied by Gottesman and Preskill [7]. A year
later, continuous-variable quantum cryptography using coherent states was first proposed by
Grosshans and Grangier [8]. Efficient classical simulation of continuous-variable quantum
information processes has been studied by Bartlett et al. [9].

More recently, there has been developement with regards to applying quantum algorithms
to quantum cryptography. In 2015, Nagata and Nakamura [10] discussed the use of the
Deutsch—Jozsa algorithm for quantum key distribution, and in 2017, the authors described
a method of secure quantum key distribution based on Deutsch’s algorithm using an entan-
gled state [11]. Subsequently, Nagata et al. [12] proposed an approach to high-speed secure
quantum cryptography based on the Deutsch—Jozsa algorithm. A generalization of it to a
d-level quantum system was explored by Nguyen and Kim [13, 14]. The relation between
quantum computers and secret key sharing based on the use of quantum principles was dis-
cussed by Diep and Giang [15]. Quantum cryptography by means of quantum computer
algorithms was proposed by Nagata et al. [16] in 2020.

In this short contribution, we propose a quantum cryptography based on an algorithm
for determining a function using continuous-variable entangled states. As the security of
our cryptography is based on Ekert’s 1991 protocol [17], we use an entangled state. An
eavesdropper will destroy the entangled state. Consider the very large number of possible
functions. Alice selects a secret function. Bob’s aim is to determine the selected function
(a key) without the eavesdropper learning it. Classically, in order to select the same func-
tion, Bob would require a very large number of queries to Alice in the worst-case scenario.
In the quantum case, Bob requires just a single query. By measuring the single entangled
state, which is sent to him by Alice, Bob can obtain the selected function. This protocol’s
performance is faster than the very large number of queries required in the case of classical

cryptography.

2 Quantum Cryptography Based on an Algorithm for Determining
a Function Using Continuous-variable Entangled States

Suppose f : [0,d] — [0,e], (1 <e <d),e,d € Nis afunction. We specify the condition
(e < d) in order to make the function /™) univalent, where w = ¢271/4_ There is a very
large number of functions of this form. Alice selects a function f(x) secretly. Bob’s aim
is then to determine the secret function f(x) without Eve’s interference. Classically, in the
worst case, Bob requires to query Alice a very large number of times in order to be able to
select the same function as Alice has. Example queries would be, e.g., “What is the value
of £(0.2)7”, “What is the value of f(1)?”, and so on. In the quantum case however, Bob
needs just a single query, which is faster than the classical scenario of having to query Alice
a very large number of times.

Alice can select one of the very large number of functions. Later we will introduce a
continuous parameter i € [0, ] for the functions f;.

Let us discuss our quantum cryptography using continuous-variable entangled states.
To that end, we introduce the transformation Uy defined by the mapping Ur|x)|j) =
[X)|(f(x) + j) mod d). We define a quantum state |¢4) in an infinite-dimensional space as
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d—j|; .
follows: |¢a) = [ ety 4 wTJJ”’ where w = ¢?7/4_ By the phase kick-back formation

[18] (See Appendix) we have the following formula: Uy|x)|¢y) = ol @ |x)|¢y). Notice
that (Uf)d|x)|j) = |x)|(df(x) + j) mod d) = |x)|j). Therefore, the mapping Uy is a
cyclic transformation. Here, we define the normalized input state ((yo|¥9) = 1) as follows:
Vo) = [oldne(n)|n)|gn). [ dnlam)P =1, a(n) # 0.

Now, let us introduce the continuous parameter i. Later, we will see that all the infor-
mation for f; is embedded in a single output entangled state. Therefore, knowing the single
output entangled state, Bob will be able to obtain all the information for f;. This is the key
of our quantum cryptography.

By applying Uy, (i € [0, 1), to |yo) Alice obtains the following output entangled
state: Uy, [Yo) = Y1) = foddnwﬂ<">a(n)|n>|¢,,) iff f;(n) € [0, e], Vn € [0, d].

So, by measuring the entangled state |11);, which he received from Alice, Bob will be
able to determine the secret function that Alice selected. Interestingly, our quantum cryp-
tography gives us the ability to transmit a perfect property of f; (x), namely, the f;(x) itself,
without Eve’s interference. This is faster than endlessly querying Alice, which would have
been the case classically.

Our cryptography is as follows:

Alice selects a function f;, i € [0, e ], at random.

Alice applies Uy, to |1/o), which results in an entangled state |1 );.

Alice sends the entangled state |1/1); to Bob.

Bob compares (by measurement) the state |1); with the input state and obtains all the
maps for the values of the function f;.

Bob determines what function Alice has selected.

Alice and Bob compare their respective functions (subset of the results).

If Eve has interfered, Alice and Bob determine that they each have a different function.
If Eve hasn’t interfered, Alice and Bob determine that they share the same function.

Alice and Bob carry out the protocol described above many times to share enough secret
keys (functions). Again, this protocol is faster than the very large querying executed in the
corresponding classical cryptography.

In what follows, we consider a concrete example.

2.1 Concrete Example

We present a concrete example to facilitate a full and natural understanding of our quan-
tum cryptography. Let us consider the case where Alice randomly selects a secret function
fo(x) = x and we assume that d = e. Bob wants to learn the secret function without Eve’s
interference. Classically, in the worst case, Bob would need to query Alice a very large
number of times. In the quantum case however, Bob requires just a single query.

Alice prepares the following input entangled state: |Yg) = /Od dna(n)|n)|¢,). Then, she
applies U, to |¥9) and obtains the following output entangled state: U, |¥o) = [¥1)o =
foddnwfo(”)a(n)|n)|¢n) iff fo(n) = n € [0, d]. Upon Bob’s inquiry as to what quantum
output state she has obtained, Alice sends the entangled state |1/1)o to Bob over a quantum
channel. Then Bob obtains simultaneously all the maps with the values fy(x) = x, Vx €
[0, d]. Based on that, Bob determines that Alice has selected fo(x) = x.

Alice and Bob execute the protocol described above a number of times to obtain enough
secret keys (functions) changing the secret function. After that, Alice and Bob compare
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their functions (subset of the results). If Eve’s interference is established, Alice and Bob
will determine that they have different functions. If Eve hasn’t interfered, Alice and Bob
will determine that they share the same function.

Again, this protocol is faster than the corresponding classical cryptography, which would
require, in the worst case, a very large number of queries. Likewise, Alice can select among
the very large number of combinations of maps. Hence, our argument is true for every
parameter i.

3 Conclusions

We have proposed a quantum cryptography based on an algorithm for determining a func-
tion using continuous-variable entangled states. The security of our cryptography is based
on the Ekert protocol of 1991 [17], that is, we use an entangled state. The presence of an
eavesdropper will destroy the entangled state. Alice selected a secret function from the very
large number of different functions. Bob’s aim was to determine the selected function (a
key) without an eavesdropper learning it. In order for Alice and Bob to select the same func-
tion classically, Bob would have to request a very large amount of information about the
function values from Alice in the worst case. In the quantum case however, Bob required
just a single query. By measuring the single entangled state, which was sent to him by
Alice, Bob was able to obtain the selected function. Our cryptography was faster than the
corresponding classical cryptography, which requires a very large number of queries.
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Appendix: The Phase Kick-Back Formation

We have the following formula by the phase kick-back formation [18]:
Uyslx)lga) = o O1x)|ga). M

In what follows, we discuss the rationale behind the above relation (1). Consider the action
of the Uy gate on the state |x)|¢s). Each summand in |¢y) is of the form oI j). We
observe that

Urao™|x)|j) = @77 1x)|(j + f(x)) mod d). 2

A variable k is introduced such that f(x) + j = k, from which it follows that d — j =
d + f(x) — k. Thus, (2) becomes

Uro®/x)1j) = of Dw?¥|x) |k mod d). 3)

If k < d we have that |k mod d) = |k) and thus the summands in |¢4) for which k < d are
transformed as follows:

Ura®™1x)1j) = o' Do |x) k). )
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On the other hand, as both f(x) and j are bounded from above by d, k is strictly less than
2d. Thus, when d < k < 2d, we have |k mod d) = |k — d). Let k — d = m. We have

w.f(x)wd7k|x>|k mod d) = a)f(x)wfm'me)
= @/ W pd—m |x)m). ©)

Hence, the summands in |¢4) for which k > d are transformed as follows:

Uro®™|x)1j) = of Do |x)|m). (©6)
Finally, regarding (4) and (6), we have
Uslo)lda) = o' @ x)|¢a). 7

Therefore, the relation (1) holds.
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