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Abstract

To our best knowledge, no identity-based proxy broad-

cast signcryption scheme is known despite of the broadcast

communication and the ability of delegation is widely used

in many hierarchical ubiquitous computing groups. In this

paper, we describe the first identity-based proxy broadcast

signcryption scheme(IBPBSC). The proposed scheme sup-

ports the dynamic broadcast signcryption while achieving

the security properties as well as providing the ability of

delegating the signcrypting capacity from an original sign-

crypter to a proxy signcrypter. It is also very efficient in

the aspect of communication because the size of ciphertexts

and private keys in the scheme is constant, regardless of the

size of receiver set. In addition, we analyze the proposed

scheme from efficiency and security points of view.

1. Introduction

As the ubiquitous computing rapidly advances, the de-

mand of the communication between a sender and a number

of receivers increases considerably. Indeed, many ubiqui-

tous computing application uses the broadcast communica-

tion rather than 1:1 communication that is significantly in-

efficient in the broadcast environment. Accordingly, it need

an efficient Broadcast Encryption(BE) for the secure trans-

action in the ubiquitous network. The concept of BE was

introduced by Fiat and Naor in [9]. In BE schemes, a broad-

caster encrypts messages and transmits them to a group of

privileged users who are listening to a broadcast channel.

After receiving the broadcast message, privileged users use

their private keys to decrypt transmissions. At encryption

time, the broadcaster can choose a set S of identities that

will be able to decrypt messages. A BE scheme is said to be

fully collusion resistant when they can by no means infer in-

formation about the broadcast message even if all users that

are not in S collude. Many BE systems have been proposed

[5, 1, 13]. Specially, in [13], they introduced the concept of

Dynamic Broadcast Encryption(DBE). A DBE scheme is a

BE in which the total number of users is not fixed in the

setup. Thus the DBE scheme is suitable for some applica-

tions, like DVD encryption. In 2007, Cécile proposed the

first Identity-Based Broadcast Encryption(IBBE) with con-

stant size ciphertexts and private keys in [11]. After that,

Selvi et al. proposed a multi-receiver Identity-Based Sign-

cryption scheme(m-IBSC) in [7] which efficiently com-

bines a IBBE scheme with a signcryption. Signcryption,

first proposed by Zheng[10], is a new cryptographic prim-

itive which simultaneously fulfill both the functions of sig-

nature and encryption in a single logical step. Hence it re-

duces the computational cost significantly compared to the

traditional signature-then-encryption approach.

In BE, we consider a scenario where an original sender

wants to delegate the signcrypting capacity to a proxy

sender and then the proxy sender can securely send a mes-

sage to a dynamically changing subset of the receivers in

such a way that non-members of this subset cannot learn

the message. For example, suppose a president of a com-

pany has the capacity to signcrypt the important messages

using the secret information and he needs to go on a busi-

ness trip. During the trip, somebody must send the sign-

crypted messages to a large number of employees but the

president doesn’t want to reveal the secret information to

anyone. To simply delegate the sign capacity, he can use

proxy signature schemes[2, 3, 4, 8]. A proxy signature

scheme enables a proxy signer to sign messages on be-

half of the original signer. Upon receiving a proxy signa-
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ture on some message, a verifier can validate its correct-

ness through the given verification procedure, and then is

convinced of the original signer’s agreement on the signed

message. Also there exist some identity-based proxy sign-

cryption schemes[6, 14, 15, 16] which efficiently combines

an identity-based proxy signature scheme with a signcryp-

tion. However, in this situation, the president needs a so-

lution which is efficient in all three features : signcryption,

delegation, and dynamic broadcast. Until now, there was

no practical scheme which can be adapted to this scenario.

Hence we propose a new scheme that achieves both confi-

dentiality and authenticity simultaneously in this setting. In

this paper, we describe the first identity-based proxy broad-

cast signcryption scheme(IBPBSC) and analyze the pro-

posed scheme from efficiency and security points of view.

The proposed scheme supports the dynamic broadcast as

well as the delegation of the signcrypting power. It is also

very efficient in the aspect of communication because the

size of ciphertexts and private keys of the scheme is con-

stant, regardless of the size of receiver set. The scheme is

very useful in many applications, particularly in the broad-

cast communication environments of the ubiquitous com-

puting where delegation of rights is quite common, such

as mobile agents for electronic commerce, grid computing,

global ubiquitous networks, and communication of hierar-

chical group like the military information environment.

The rest of this paper is organized as follows. Some def-

initions and preliminary works are given in Section 2. We

also give the framework and the security requirements of

identity-based proxy broadcast signcryption scheme in Sec-

tion 2. Section 3 describes our identity-based proxy broad-

cast signcryption scheme. Section 4 analyzes the scheme

and Section 5 presents our concluding remarks.

2. Preliminaries

Before describing the detail scheme, we briefly explain

some notations and definitions.

2.1. Bilinear Pairing

Let G1 be an additive cyclic group of prime order p and

G2 be a multiplicative cyclic group of the same order p.

A bilinear pairing is a map e : G1 × G1 → G2 with the

following properties.

1) Bilinearity. For all P,Q,R ∈ G1 and a, b ∈ Z
∗
p,

• e(P +Q,R) = e(P,R)e(Q,R)

• e(P,Q+R) = e(P,Q)e(P,R)

• e(aP, bQ) = e(P,Q)ab

2) Non-Degeneracy. There exist P,Q ∈ G1 such that

e(P,Q) 6= IG2
, where IG2

is the identity element of

G2

3) Computability. There exist an efficient algorithm to

compute e(P,Q) for all P,Q ∈ G1.

2.2. Framework of Identity-Based Proxy Broadcast
Signcryption(IBPBSC)

An Identity-Based Proxy Broadcast Signcryp-

tion(IBPBSC) scheme for sending a single message

to t users consists of the following five probabilistic

polynomial time algorithms.

1) Setup(k,N ) : Given a security parameter k and

the size of the maximal set of receivers N , the Private Key

Generator (PKG) generates the public parameters params

and master private key MSK of the system.

2) Extract(IDi, MSK) : Given an identity IDi, the PKG

computes the corresponding private key Si.

3) Generation of the proxy key(SA) : To delegate the

signcrypting capacity to a proxy signcrypter B, the original

signcrypter A makes the signed warrant mw and the proxy

key UA using the private key of A.

4) Proxy signcryption(m,mw, IDB , ID1, ..., IDt, SB , UA)

: To send a message m to receivers (ID1, ..., IDt), a proxy

signcrypter B with identity IDB runs this algorithm using

the proxy key UA and his private key SB to obtain the

signcryption σ of m.

5) Unsigncryption(σ,mw, IDA, IDB , IDi, Si) : When

a user with identity IDi and private key Si receives a

ciphertext σ, user IDi runs this algorithm to obtain either

the plaintext m or ⊥ according as whether σ is a valid

signcryption.

2.3. Security Requirements of Identity-Based Proxy
Broadcast Signcryption

Because proxy signcryption is an integration of proxy

signature and signcryption, we discuss a secure proxy

signcryption scheme should satisfy the security require-

ments for proxy signature and signcryption simultaneously.

Following the description from [6], an identity-based proxy

broadcast signcryption scheme should satisfy the following

five properties.

1) Verifiability: From the proxy signcryption, the re-

cipient can be convinced of the original sender’s agreement

on the signcrypted message.

2) Strong unforgeability: The original sender and other

third parties cannot create a valid proxy signcryption.

3) Strong identifiability: Anyone can determine the
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identity of the corresponding proxy signcrypter from the

proxy signcryption.

4) Prevention of misuse: The proxy signcrypter cannot use

the proxy private key for other purposes than generating a

valid proxy signcryption.

5) Confidentiality: Except the privileged recipients, any

one cannot extract the plaintext from the ciphertext.

6) Non-repudiation: The recipient can efficiently prove

to a third party that a message is indeed originated from a

specific proxy signcrypter on behalf of an original sender.

3. Our proposed scheme

In this section, we proposed an identity-based proxy

broadcast signcryption scheme. The scheme consists of the

following five algorithms.

[Setup] Let λ be a security parameter of the scheme

and N be the maximal size of the receiver set. G1, G2

are two groups of prime order p, where |p| = λ. P and

Q are generators of G1 and e is a bilinear map defined as

e : G1×G1 → G2. Let n0,n1, and n2 denote the number of

bits required to represent an identity, a message, and a war-

rant respectively. Four hash functions H1 : {0, 1}n0 → Z
∗
p,

H2 : {0, 1}n1 × G2 → Z
∗
p, H3 : {0, 1}n1+n2 × Z

∗
p → Z

∗
p,

H4 : G2 → {0, 1}n1+2|G1| are used. The PKG chooses

s ∈R Z
∗
p and computes R = sP and g = e(P,Q).

The public parameters are

params = 〈G1,G2, R,Q, sQ, s2Q, ..., sNQ, g, e(·, ·), H1,

H2, H3, H4〉.
The Master Secret Key is

MSK = 〈s, P 〉.

[Extract] The private key of identity ID is

SID = 1
H1(ID)+s

P .

[Generation of the proxy key] To delegate the signcrypt-

ing capacity to a proxy signcrypter B, the original sign-

crypter A does the following to make the signed warrant

mw. The warrant mw includes an explicit description of the

relative rights and information of the original signcrypter

and proxy signcrypter. Thus a verifier can use it as a part of

verification information. If the following process is finished

successfully, the proxy signcrypter gets a proxy key UA.

• A chooses rA uniformly and randomly from Z
∗
p.

• A computes the following.

1. α = grA

2. cA = H2(mw, αA)

3. UA = (cA + rA)SA

• Original signcrypter A sends 〈mw, cA, UA〉 to proxy

signcrypter B without secure channel.

• Proxy signcrypter B verifies the validity of the proxy

key.

1. Compute α′A = e(UA, QH1(IDA)+sQ) ·g−cA .

2. Accept UA if and only if cA = H2(mw, α
′
A).

This step is done only once between the original sign-

crypter and the proxy signcrypter. Thus the proxy sign-

crypter needs to compute one pairing only once. If it is

finished successfully, the proxy signcrypter can sign-

crypt any message which conforms to the warrant on

behalf of the original signcrypter.

[Proxy Signcryption] Suppose proxy signcrypter B wants

to send a message m to t receivers with identities

ID1, ..., IDt. B does the following.

• Choose rp1
and rp2

uniformly and randomly from Z
∗
p.

• Compute the following.

1. r = rp1 + cA · rp2 , αAP
= (αA)

rp2

2. K = gr · αAP

3. X = −rR

4. cP = H3(mw||m,K)

5. UP = (cP + rp1)SP

6. U ′A = rp2UA

7. c = m||UP ||U
′
A ⊕H4(K)

8. y = [
∏t

i=1(s+H1(IDi)]rQ

• The signcryption is σ = 〈c,X, y,mw, αAP
, L〉, where

L is the list of receivers who can unsigncrypt σ.

[Unsigncryption] A receiver with identity IDi uses his pri-

vate key Si to unsigncrypt σ = 〈c,X, y,mw, αAP
, L〉 as

follows.

• Compute the following.

1. t1 = 1
s
Q[

∏t

j=1,j 6=i(s+H1(IDj))−
∏t

j=1,j 6=i H1(IDj)]

2. t2 = 1∏
t
j=1,j 6=i H1(IDj)

3. K ′ = [e(Si, y) · e(X, t1)]
t2 · αAP

4. m||UP ||U
′
A = c⊕H4(K

′)

5. c′P = H3(mw||m,K ′)

• If

K ′ = e(UP , QH1(IDB)+sQ) ·e(U ′A, QH1(IDA)+

sQ) · g−c′P , return m. Otherwise, return ⊥.
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Table 1. Comparison of computation and communication cost with a transmission from a sender to

t receivers

[6] [15] proposed

proxy generation 3P + 2E + 4M 3P + 1E + 3M 1P + 2E + 3M
proxy signcryption 2tP + 2tE + 2tM 2tP + 2tE + tM 2E + (5 + t)M
unsigncryption 3P + 3E + 2M 8P + 2E + 9M 4P + 2E + (2t+ 5)M
communication n1t+ 2n2t+ 2t|G|+ t|Z∗p| n1t+ n2t+ 2t|G|+ t|Z∗p| n1 + n2 + 5|G|

P : pairing in G, E : exponentiation in G, M : multiplication in G, A : addition in G, t : the number of receivers

n0, n1, and n2 denote the number of bits required to represent an identity, a message, and a warrant respectively.

(a) computation for the proxy signcryption (unit : ms) (b) communication cost (unit : bits) (Note : The vertical axis

uses logarithmic scale.)

Figure 1. Comparison of computation and communication cost with t = 106

4. Analysis of proposed scheme

4.1. Correctness

It is easy to see that the unsigncryption algorithm of our

scheme is consistent. Indeed, if σ is a valid ciphertext to

IDi,

e(Si, y) = e(P,Q)r[
∏t

j=1,j 6=i(s+H1(IDj))]

e(X, t1) = e(P,Q)−r[
∏t

j=1,j 6=i(s+H1(IDj))−
∏t

j=1,j 6=i H1(IDj)]

β = e(Si, y) · e(X, t1)

= e(P,Q)
∏t

j=1,j 6=i H1(IDj)

= gr·
∏t

j=1,j 6=i H1(IDj)

Hence,

K = β
1∏t

j=1,j 6=i
H1(IDj) · αAP

= βt2 · αAP
.

4.2. Efficiency

Now we describe about the efficiency of the proposed

identity-based proxy broadcast signcryption scheme. Sup-

pose that the proxy signcrypter B wants to send a message

to t receivers using existing identity-based proxy signcryp-

tion scheme that is not broadcast scheme, then B needs t

ciphertexts corresponding to each of the receivers. How-

ever, if B uses the proposed scheme, then he needs just one

ciphertext to send the message to t receivers. Thus it is

obvious the proposed scheme is more efficient in terms of

computation and communication cost than existing identity-

based proxy signcryption schemes in the broadcast environ-

ment.

To show the strict efficiency comparison, it need to com-

pare the efficiency of our IBPBSC with other IBPBSC.

However, to our knowledge, there is no IBPBSC known un-

til now. Hence, we suppose that the proxy signcrypter B

sends the message to t receivers using the existing identity-

based proxy signcryption schemes [6, 15]. In Table 1, we

enumerate the various operations necessary for each and the

communication cost. For convenience of comparison, we

denote G1 = G2 by G. Since the schemes in [6, 15] are

1:1 communication scheme between a proxy signcrypter

and a receiver, it requires to execute t proxy signcryption

algorithm in the broadcast communication. Thus [6] and

[15] require 2tP + 2tE + 2tM and 2tP + 2tE + tM in

proxy signcryption algorithm to make t ciphertexts, respec-

tively. In the other word, all computation required for proxy
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signcryption is linear in the number of receivers. How-

ever, we require just 2E + (5 + t)M computations since

it needs just one ciphertext to broadcast a message to t re-

ceivers. Indeed, only the number of multiplication is linear

in t. But we note that the computation of pairing opera-

tions is the most time-consuming and multiplication oper-

ations need smaller computations than pairing and expo-

nentiation operations. Thus the proposed scheme is much

more efficient than [6, 15] because no pairing is needed

in proxy signcryption algorithm. Furthermore, in [6] and

[15], they use the additional ideal symmetric key encryp-

tion/decryption algorithms EK(·)/DK(·). Thus they need

extra computations for encryption and decryption while

we can encrypt and decrypt using just above computation.

Also, in terms of communication cost, [6] and [15] require

n1t+ 2n2t+ 2t|G|+ t|Z∗p| and n1t+ n2t+ 2t|G|+ t|Z∗p|
respectively to transmit the t ciphertexts to each t receivers

because the schemes are not broadcast ones. However

the proposed scheme requires much smaller communication

cost, n1 + n2 +5|G|, because it needs constant size cipher-

texts to broadcast.

Fig. 1 is the simulation result to verify the practical ef-

ficiency of the proposed scheme using the Pairing-Based

Cryptography Library(PBC)[12]. We set a prime p ≈ 2512,

|Z∗p| = 512, |G| = 160, |ID| = 160, and the number of re-

ceivers t = 106. We also get the following operation times

using the PBC library[12] on a 3.0 GHz Pentium D desk-

top machine : pairing in G = 2.0ms, exponentiation in G =

1.7ms, multiplication in G = 1.0ms. We used logarithmic

scale of measured data on the vertical axes of the figure (b)

in Fig. 1, because the cost of [6, 15] is so high that we could

not present the cost of the proposed scheme same figure.

Fig. 1 shows that the computation overhead and communi-

cation cost of the proposed scheme is significantly lower

than those in the other schemes. Especially, we can see

the tremendous difference in communication cost between

[6, 15] and the proposed scheme with figure (b) in Fig. 1.

The result is reasonable because the ciphertexts of the pro-

posed scheme is constant while those in the other schemes

grow linear in the size of the set of receivers. Therefore

we can conclude that the proposed scheme is very useful in

large scaled broadcast environment.

In addition, we note that the proxy signcrypter has to

send the set L of identities that are included in the ci-

phertext. This set is needed to unsigncrypt, as in previous

schemes, thus it is counted in the full header, but not in the

header. Therefore, as we said before, the ciphertexts of the

scheme is constant.

4.3. Security

We show that the proposed identity-based proxy

broadcast signcryption scheme satisfies all the security

requirements stated in Section 2.3.

1) Verifiability: From the proxy unsigncryption phase,

the receiver can be convinced that the proxy signcrypter

has the original signcrypter’s signature on the warrant mw.

Since the warrant mw also contains the identity information

and the limit of the delegated signcrypting capacity, the

receiver can verify the original signcrypter’s agreement on

the signcrypted message. Thus the scheme satisfies the

verifiability.

2) Strong unforgeability: The adversary who wants to

forge the proxy signcryption of the message m′ must

have the original signcrypter’s signature c′A and U ′A on a

modified warrant m′w. To compute U ′A = (c′A + r′A)SA,

the adversary has to obtain the original signcrypter’s

private key SA. However, the attacker cannot get the value

SA = 1
H1(IDA)+s

P because s, P are the Master Secret

Key. Thus the adversary doesn’t able to forge this signature.

On the other hand, the original signcrypter cannot create

a valid proxy signcryption since UP = (cP + rp1)SP

includes the private key SP of the proxy signcrypter.

Therefore the scheme satisfies the strong unforgeability. In

addition, since the proxy signcryption step of the proposed

scheme is based on [7], it is straightforward to show that our

scheme is existentially unforgeable under chosen message

attack under the l-Strong Diffie-Hellman Problem(l-SDHP)

assumption similar to [7].

3) Strong identifiability: The proposed scheme contains

the warrant mw in a valid proxy signcryption, and anyone

can determine the identity of the corresponding proxy

sender from the warrant mw. Thus the scheme satisfies the

strong-identifiability.

4) Prevention of misuse: In our scheme, using the war-

rant mw, we have determined the limit of the delegated

signcrypting capacity. Hence the proxy signcrypter cannot

signcrypt messages that have not been authorized by

the original signcrypter. Thus the scheme satisfies the

prevention of misuse.

5) Confidentiality: Except the privileged receiver, anyone

else cannot extract the plaintext m from the ciphertext

σ = 〈c,X, y,mw, αAP
, L〉. For getting the message, the at-

tacker has to decrypt the ciphertext σ directly. To do so, the

attacker has to know the K = [e(Si, y) · e(X, t1)]
t2 · αAP

.

However, the attacker doesn’t able to get the value

Si =
1

H1(IDi)+s
P because s, P are the Master Secret Key.

Thus the scheme satisfies the confidentiality. In addition,

since the proxy signcryption step of the proposed scheme is

based on [7], it is straightforward to show that our scheme is

semantically secure against chosen ciphertext attacks under

the General Decision Diffie-Hellman Exponent(GDDHE)

assumption similar to [7].

6) Non-repudiation: As the strong-identifiability, the

valid proxy signcryption contains the warrant mw, which
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must be used verification phase. Hence it cannot be

modified by the proxy signcrypter. Therefore once a proxy

signcrypter creates a valid proxy signcryption of an original

signcrypter, he doesn’t able to repudiate the signcryption

creation.

5. Conclusion

Lately, the broadcast communication and the ability of

delegation is widely used in many hierarchical ubiquitous

computing groups. Although there exist some identity-

based proxy signcryption schemes[14, 15, 6, 16], to our

best knowledge, no identity-based proxy broadcast sign-

cryption is known. Hence, we introduced the first identity-

based proxy broadcast signcryption scheme(IBPBSC). The

proposed scheme has desirable properties such as dynamic

broadcast, proxy signature, and signcryption, but with a bet-

ter efficiency in large scaled broadcast environment. In ad-

dition, we analyzed the proposed scheme from efficiency

and security points of view. For the future work, we plan to

involve the security proof of our scheme.
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