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To assess the availability of a nuclear power plant’s dynamic systems, it is necessary to consider the
impact of dynamic interactions, such as components, software, and operating processes. However, there
is currently no simple, easy-to-use tool for assessing the availability of these dynamic systems. The
existing method, such as Markov chains, derives an accurate solution but has difﬁculty in modeling the
system. When using conventional fault trees, the reliability of a system with dynamic characteristics
cannot be evaluated accurately because the fault trees consider reliability of a speciﬁc operating
conﬁguration of the system. The dynamic reliability graph with general gates (DRGGG) allows an intuitive modeling similar to the actual system conﬁguration, which can reduce the human errors that can
occur during modeling of the target system. However, because the current DRGGG is able to evaluate the
dynamic system in terms of only reliability without repair, a new evaluation method that can calculate
the availability of the dynamic system with repair is proposed through this study. The proposed method
extends the DRGGG by adding the repair condition to the dynamic gates. As a result of comparing the
proposed method with Markov chains regarding a simple veriﬁcation model, it is conﬁrmed that the
quantiﬁed value converges to the solution.
© 2018 Korean Nuclear Society, Published by Elsevier Korea LLC. This is an open access article under the
CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction
1.1. Background
Dynamic systems, such as digital control systems for nuclear
power plants, should be able to be assessed for their availability,
taking into account the operational status of the components,
hardware failure sequence, software failure sequence, and repair
sequence. The fault trees currently used in probabilistic risk
assessment cannot accurately assess the availability of systems
with dynamic failure/repair characteristics because they consider
the reliability of the system’s speciﬁc or static operation conﬁguration [1]. The availability of the dynamic system can be obtained
with the Markov chain. However, since the system to be analyzed
and the evaluation model using the Markov chain have different
shapes, it is easy to make mistakes in modeling. If the system
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becomes larger or its conﬁguration is complicated, accurate
modeling using the Markov chain becomes very difﬁcult [2].
Therefore, precise modeling using the Markov chain can take a long
time and is not easy to verify. In addition, in the case of a system
with its function lost due to a certain failure sequence of components, it is not possible to perform the unavailability calculation
that reﬂects the recovery characteristics when the order of repair is
changed according to the operating conditions or by the repair
policies of the nuclear power plant.
Reliability graph with general gates (RGGG) is a tool that enables
easy and intuitive modeling of the system through graphical
modeling functions and various logic gates to evaluate the reliability of the system in a short time period [3]. However, existing
RGGG has a limitation that it cannot be used for reliability analysis
of a dynamic system with characteristics such as failure sequence
dependency. In response to this, the dynamic reliability graph with
general gates (DRGGG), which reﬂects the dynamic failure mechanism, has been developed to provide a basis for analyzing the
reliability of dynamic systems. DRGGG is a method that includes
various dynamic gates to model and quantify a system dependent
on failure sequence through a discrete-time method [4,5].
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However, DRGGG is able to evaluate the dynamic system in terms of
only reliability, so there is a restriction where it is not possible for
DRGGG to calculate the availability considering the order of repair.
That is, the current DRGGG can evaluate the reliability of dynamic
systems that take into account the order and condition of failures,
but it is difﬁcult to evaluate the availability in consideration of the
possibility of repair of dynamic systems with redundancies.
1.2. Objectives
The objectives through this study are to extend existing DRGGG,
a tool for evaluating the reliability of dynamic systems, with a new
method for quantifying the availability of dynamic systems that is
intuitive and easy to model, and then to verify this new method
using a conventional tool. The structure of this study consists of the
review of existing dynamic modeling methods (Section 2), a new
method proposal for extended DRGGG (Section 3), the application
of the proposed method for veriﬁcation (Section 4), and the
conclusion (Section 5).
For the extension of the DRGGG, the availability calculation
function was embedded in the priority AND (PAND), SPARE, and
sequence (SEQ) gates by developing an improved algorithm for
creating a failure combination that adds the repair concept to
DRGGG. In terms of general applicability of the proposed method,
the application of the proposed method to the static gate, such as
AND/OR, veriﬁed that this new method yields the same reliability
evaluation result as the existing DRGGG does. In addition, some
modeling examples conﬁrmed that the proposed method quantiﬁes the availability of a simple dynamic system and its quantiﬁed
result converges to the solution using the Markov chain.
2. Review of existing dynamic modeling methods
The methods and tools that have been developed to evaluate the
reliability of dynamic systems include Markov chains, dynamic
fault trees (DFTs), dynamic Bayesian networks, dynamic Petri-Nets,
dynamic reliability block diagrams (RBDs), and the Monte Carlo
simulation and so on.
The Markov chain, a representative dynamic reliability assessment tool, is difﬁcult to model when the number of components
increases in the system. The number of total states to be modeled
increases exponentially when the number of components increases
[6].
The dynamic fault tree (DFT) has a concept that enlarges the
current conventional fault tree, and it should be linked to other
computation methods such as the Markov chain or the Monte Carlo
simulation to calculate the reliability of a system. Fig. 1 shows that
the dynamic fault tree includes a translator interface for linking

Fig. 1. Quantiﬁcation interfaces for dynamic fault tree.
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with these other quantiﬁcation programs [7e9].
The dynamic Bayesian network has sets of nodes classiﬁed by a
time axis. A tool, RADYBAN, allows the user to draw a dynamic fault
tree that is converted into the corresponding dynamic Bayesian
network. The reliability is quantiﬁed by means of dynamic Bayesian
network inference algorithms [10]. The accuracy of the model
unavoidably decreases due to the assumption of discrete-time
when the time interval is increased [4,5].
Generalized stochastic Petri-nets (GSPN) are a performance
analysis tool based on a graphical system representation, and a
conversion method of DFTs to the GSPN was proposed to evaluate
system reliability [11]. In the case of dynamic modeling using PetriNets, time information is assigned to each state in the model to
quantify. As a result, a problem with the increase of the number of
states cannot be avoided because the Markov chain is required as a
quantiﬁcation tool.
In the case of the dynamic reliability block diagram (DRBD), the
modeling process itself is simple for the dynamic system such as a
distributed digital system, but it should be used with the Monte
Carlo simulation or the Markov chain, which is a conventional
computation method for calculating ﬁnal reliability [12].
The Monte Carlo simulation (MCS) can be used to evaluate DFTs
without conversion to a Markov chain [13]. However, the MCS has a
disadvantage that an intensive calculation must be performed
because it is solved through iterative calculation without analytical
explanations. Therefore, when the number of nodes included in the
model is large, a time delay results from the computational load to
obtain values with a desired accuracy.
On the other hand, DRGGG, a reliability analysis tool for dynamic
systems, provides a value that is close to the solution of the system
reliability in a short period of time. Unlike conventional fault trees,
DRGGG can evaluate the reliability that considers the characteristics of dynamic systems. In addition, intuitive modeling is possible
with a conﬁguration similar to that of the system without the
modeling difﬁculty in the Markov chain. However, the current
DRGGG can evaluate the reliability of the dynamic system as well as
the reliability and availability of the static system that RGGG can
derive [4,14], while the algorithm for quantifying the availability of
the dynamic system has not yet been established.
Table 1 contains a summary that compares strengths and disadvantages of reliability quantiﬁcation methods or tools mentioned
above.
3. New method proposal for extended DRGGG
The reliability graph with general gates (RGGG) is an intuitive
reliability analysis method that can model a system using one-toone matching graph tools. Several logic gates such as OR, AND,
and k-out-of-n have been developed for typical static system reliability analysis. For quantiﬁcation, the RGGG is converted to an
equivalent Bayesian network that calculates the reliability of system [3]. However, RGGG has a constraint that it cannot evaluate the
reliability of dynamic systems that should focus on the conditions
and order of failure. For solving this limitation, dynamic reliability
graph with general gates (DRGGG) has been developed for
modeling dynamic mechanisms such as failure sequences and the
dependency between failure conditions. DRGGG calculates the
reliability of dynamic systems based on the discrete-time method
including dynamic gates such as PAND, SPARE, and SEQ in Fig. 2 [4].
Nevertheless, there is a restriction that does not consider repair.
DRGGG has been developed with reference to dynamic fault
trees (DFTs) equipped with PAND, SPARE, and SEQ gates as well as
one additional dynamic gate, a functional-dependency (FDEP) gate,
which has one trigger input and dependent basic events [4,15]. The
existing RGGG can illustrate the property of an FDEP gate by using
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Table 1
Strengths and disadvantages of reliability quantiﬁcation methods or tools.
Methods

Strengths

Disadvantages

Markov chains

 Exact solution
 Both reliability and availability are evaluated
for dynamic systems
 Familiarity with current fault trees

 Complex modeling
 Increase of the number of states

Digital fault trees (DFTs)

 Familiarity with current fault trees
(Extension of DFTs using Bayesian network)
Dynamic Petri-Nets
 Familiarity with current fault trees
(Extension of DFTs using Petri-Nets)
Dynamic reliability block diagrams
 Intuitive modeling
Monte Carlo simulation
 Exact solution is derived without Markov chain
Dynamic Reliability Graph with General Gates  Intuitive modeling
 Unavailability close to the solution
within short time
Dynamic Bayesian networks

 Needs interface with Markov chain or Monte Carlo simulation
 Not intuitive modeling
 Accuracy decreases due to the assumption of discrete-time
 Increase of the number of states by using Markov chain interface
 Needs interface with Markov chain or Monte Carlo simulation
 Time consumption for accuracy
 For dynamic systems, only their reliability is evaluated

characteristics of both dynamic systems and static systems. The
assumptions and rules to be considered for extending the function
of the DRGGG using the proposed method are as follows.

Fig. 2. The dynamic gates of a dynamic RGGG: (a) PAND; (b) SPARE; and (c) SEQ.

only OR gates considering the conditional relationship between nA
and other dependent nodes. As shown in Fig. 3, as soon as the signal
to nA is disconnected, none of the signals from nA can reach the
connected nodes n1, n2, and n3. This phenomenon is a property of
an FDEP gate of a dynamic fault tree. Thus, no additional dynamic
gate is necessary for existing DRGGG compared to the dynamic
gates of DFTs. However, DRGGG has an advantage that can be
extended more using general gates according to user’s analysis
targets [2,4].
3.1. Assumptions and rules for extended DRGGG
The combination of the failure probability in the existing
DRGGG was created assuming that a node cannot be repaired if it
fails at some point and could only be used to calculate the system
reliability by being input to the DRGGG. However, the concept of
availability needs to be applied to the digital system with redundancy because a component may fail in each time interval and may
be restored immediately or may be maintained in a failed state.
That is, it is necessary to create a failure combination considering
both the available case where a component failure is repaired after
the failure occurred in a certain time interval and the unavailable
case where the failure cannot be recovered.
The proposed method can calculate the availability considering
the repair of the dynamic system differently from the existing
DRGGG. In addition, the proposed method derives the reliability of
the dynamic system and the reliability and availability of the static
system as the existing DRGGG does. In conclusion, the proposed
method has general applicability to consider the failure or repair

Fig. 3. The RGGG expression of the property of an FDEP gate for DFTs.

 There is no failure when time equals zero.
 Node failure or repair occurs during a single time interval.
 System failures due to a combination of node failures and repair
occur within a single time division that is the sum of the time
intervals.
 The repair of a node occurs after its failure. That is, repair and
failure of the same node cannot occur within the same time
interval.
 Failure events and repair events shall be clearly distinguished
within the same time division. This is because the system failure
is determined by the order of failure and repair events.
 The unavailability is the sum of the probability values of the
combinations of the failure and repair over all time divisions
within the total analysis time.
 An exponential function is used as a probability density function
for node failure and repair.
 The failure condition in the ﬁnal stage cannot be repaired. If
repair is always possible after a failure, the system may not fail
forever, and the existence of such a system is not realistic.
The DRGGG determines the failure probability of the nodes and
performs the reliability calculation based on their failure relationships in the system. To determine this failure probability, the total
analysis time T is divided into n equal divisions. The time of this
division is set by t. The output of each node is named as I1 to Iinf. If
the output of each node is Ik, this means that the node fails in the
kth time interval [4]. Here, DRGGG adopts the characteristic of the
RGGG in which the failure probability of the node is determined
only by the failure probability of the arc and the node itself is a
perfect node without any failures. As shown in Fig. 4, a node and an
arc with failure probabilities Pnj and Paj respectively, can be
transformed to a perfect node and an arc with failure probability
Pnj  Paj [3].

Fig. 4. Transformation to reliability graph with perfect node: (a) original network.
(both node and arc failures); (b) transformed network (only arc failures) [3].
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If the arc connected from the node i to the node j in the system
fails in the kth time interval, the failure probability of the arc is
indicated as Pkij. Fij (t) represents the cumulative probability distribution of this arc failure [4]. The existing DRGGG was unable to
analyze the availability of the system because it only covered the
arc failure. Thus, a repair concept based on discrete-time method is
needed for the DRGGG extension. For this, when the arc connected
from node i to node j is repaired in the kth interval, the repair
probability of the arc is denoted by pkij. In addition, Gij (t) represents
the cumulative probability distribution of this arc repair.
kðt

Pijk ¼

dFij ðuÞ
du
du

(1)

dGij ðuÞ
du
du

(2)

ðk1Þt
kt
ð

Pijk ¼
ðk1Þt

3.2. Development and veriﬁcation of extended DRGGG
In order to calculate the availability of the dynamic system, an
unavailability calculation algorithm based on the failure probability
and the repair probability of nodes to be applied to the failure
combination is required. An algorithm for calculating the unavailability value of the system in each time division was developed for
dynamic gates of the extended DRGGG.
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Fig. 6. Markov model to verify availability of PAND for extended DRGGG.

200 h, and 300 h.
As a result of conﬁrming whether the output of the PAND gate
for the extended DRGGG converges to the solution while changing
the total analysis time over three times, the unavailability of the
PAND gate is calculated as 1.931E-04 for n ¼ 500 when the total
analysis time (T) is 200 h, which is shown in the middle of Fig. 7.
Fig. 7 indicates that this value (1.931E-04) has an error of 0.2%
compared to the solution (1.935E-04) from the Markov chain. In
conclusion, it can be seen that the unavailability of the PAND gate
evaluated by the proposed method converges to the solution.
Fig. 8 shows the conditional probability table of the PAND gate
for the extended DRGGG. This probability table contains the logic
for evaluating how the unavailability of the current gate is derived
from the conditional failure probability of the preceding gate. The
concept of the repair is added to the existing DRGGG probability
table [4].

3.2.1. PAND gate
The PAND gate has n1 and n2 as inputs, and the PAND fails when
the ﬁrst input node (n1) fails ﬁrst and then the second input node
fails. Fig. 5 illustrates the PAND algorithm for the extended DRGGG
that was developed to calculate the availability of a dynamic system
in which the system fails only when one node fails and the other
node subsequently fails.
The left side of Fig. 5 shows the algorithm that produces the
failure combinations that can occur in the fourth time division of
the PAND gate (n ¼ 4). In Fig. 5, x denotes the failure state of n1, y
denotes the failure state of n2, Pn1E denotes the probability that n1
fails in the nth time interval, and pn1e denotes the probability that n1
is repaired in the nth time interval.
A Markov chain was used to verify the unavailability of the PAND
gate considering these failure and repair sequences. In Fig. 6, State 1
is normal operation state, State 2 is n1 failure, State 3 is n2 failure
after n1 failure, State 4 is n2 failure, and State 5 is n1 failure after n2
failure. The failure rate (l1) of n1 and the failure rate (l2) of n2 were
0.0001 per hour and their repair rates (m1 and m2) were 0.0002 per
hour. The total analysis time (T) was analyzed three times, at 100 h,

3.2.2. SPARE gate
The SPARE gate outputs the unavailability due to failures of two
input nodes, n1 and n2. The failure rate of the standby node
changes depending on the state of the primary node. When
deﬁning the state of a node in hot standby condition, the node has
the same failure rate regardless of whether it is in standby or
operation. Hot standby redundancy involves statistically independent nodes because the failure rate of one node is unique and not
affected by the other node. For cold standby, a node does not fail
when it is in cold standby. Failure of a principal component forces a
standby component to start operating and to have a non-zero
failure rate. Thus, failure characteristics of one component are
affected by the other. For warm standby, a standby node fails but it
has a smaller failure rate than an operating primary node. Failure
characteristics of one node are affected by the other. In conclusion,
cold/warm standby induces dependent, basic events [16]. In Fig. 9, x
is the failure state of n1, y is the failure state of n2, Dn2F is the
probability that n2 in the dormant (standby) state input to SPARE
fails in nth time interval, and dn2f is the probability that the failed n2
in the dormant state is repaired in nth time interval.
A Markov chain was used to verify the unavailability of the
SPARE gate in consideration of these failures and repair sequences.
In Fig. 10, State 0 is normal operation state (n1 is operating and n2 is

Fig. 5. Availability calculation algorithm of PAND gate for DRGGG extension.

Fig. 7. Verifying availability of PAND for extended DRGGG using Markov chain.
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obtained by multiplying the failure rate value (l2) of n2 by the
dormant factor 0.5.
Fig. 11 shows that the output of the SPARE gate for the extended
DRGGG converges to the solution while changing the total analysis
time over 100 h, 200 h, and 300 h. When the total analysis time (T)
is 200 h, the unavailability of the SPARE gate is calculated as 2.906E04 for n ¼ 500. This value has an error of 0.2% compared to the
solution (2.912E-04) from the Markov chain. In conclusion, it can be
seen that the unavailability of the SPARE gate evaluated by the
proposed method converges to the solution.

Fig. 8. Probability table of PAND gate considering repair for extended DRGGG.

Fig. 9. Availability calculation algorithm of SPARE gate for DRGGG extension.

3.2.3. SEQ gate
The SEQ gate has n1, n2, and n3 nodes as inputs. The SEQ fails
when the failure occurs in the order of the input nodes from the
ﬁrst node to the third node. Considering the failure and repair
probabilities of the nodes, the method proposed has produced
failure combinations of SEQs that can occur within a time division.
Fig. 12 shows the algorithm to produce the failure combination of
SEQ that can occur in the ﬁfth time interval (n ¼ 5). In Fig. 12, x is
the failure state of n1, y is the failure state of n2, z is the failure state
of n3, Pn1G is the probability that n1 input to SEQ fails in nth time
interval, and pn1g is the probability that n1 is repaired in nth time
interval.
A Markov chain was used to verify the unavailability of the SEQ
gate considering these failures and repair sequences. In Fig. 13,
State 1 is a normal operation state, State 2 is n1 failure, State 3 is n2
failure after n1 failure, State 4 is n1 failure, n2 failure, and a
continuous n3 failure. The n1 failure rate (l1) is 0.0002 per hour
and the repair rate (m1) is 0.0001 per hour, the failure rate (l2) and
the repair rate (m2) of n2 are the same as those of n1, and the failure
rate (l3) of n3 is the same as that of n1.
Fig. 14 shows that the output of the SEQ gate for the extended
DRGGG converges to the solution while changing the total analysis
time. When the total analysis time (T) is 200 h, the unavailability of
the SEQ gate is calculated as 1.019E-05 for n ¼ 500. This value has
an error of 0.6% compared to the solution (1.025E-05) from the
Markov chain. In conclusion, it can be seen that the unavailability of
the SEQ gate evaluated by the proposed method converges to the
solution.
3.3. Veriﬁcation of general applicability

Fig. 10. Markov model to verify availability of SPARE for extended DRGGG.

dormant), State 1 is n1 failure during this normal operation, State 2
is n2 failure in the normal operation state of n1, and State 3 is failure
of both n1 and n2. The n1 failure rate (l1) is 0.0001 per hour and the
repair rate (m1) is 0.0002 per hour. It is supposed that the failure
rate (l2) and the repair rate (m2) of n2 are the same as those of n1 for
the transition from State 0 to State 1. However, for transition from
Sate 0 to State 2, the failure rate of n2 changes into the value (al2)

Fig. 11. Verifying availability of SPARE for extended DRGGG using Markov chain.

The proposed method can derive the availability of the static
system and the reliability of the dynamic system that the existing
DRGGG derives. As shown in Table 2, if there is no repair and no
dependency between the failures of the input nodes, the reliability
of the static system is calculated. If there is repair but no dependency between the repair and failures of the input nodes, the

Fig. 12. Availability calculation algorithm of SEQ gate for DRGGG extension.
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Fig. 13. Markov model to verify availability of SEQ for extended DRGGG.
Fig. 15. Verifying availability of AND using Markov chain.

Fig. 14. Verifying availability of SEQ for extended DRGGG using Markov chain.

Fig. 16. Verifying availability of OR using Markov chain.

availability of the static system is calculated. The dependency between nodes is considered, but if there is no repair, the reliability of
the dynamic system is calculated. In conclusion, the proposed
method has general applicability that quantiﬁes the availability of
dynamic systems including results that can be calculated by
existing methods.
The proposed method was applied to the AND/OR gates with n1
and n2 for the static system to evaluate whether the availability
calculation algorithm for the dynamic gate can be applied to the
static gate. As a result of the evaluation, the applicability of the
proposed method has been conﬁrmed as the output of the static
gate with a new algorithm that converges to the solution calculated
by the Markov chain. Fig. 15 shows that unavailability from the AND
gate with the proposed method is evaluated as 7.575E-04 for
n ¼ 500 when the total analysis time (T) is 200 h, the n1 failure rate
(l1) is 0.0001, the n2 failure rate (l2) is 0.0002, the n1 repair rate
(m1) is 0.0003, and the n2 repair rate is 0.0004. This value has an
error of 0.2% compared to the solution (7.589E-04) from the Markov
chain.
Fig. 16 demonstrates that the unavailability from the OR gate
with the proposed method is evaluated as 5.8239E-02 for n ¼ 500
when the total analysis time (T) is 200 h. This value has an error of
0.007% compared to the solution (5.8235E-02) from the Markov
chain.

time intervals (n) applied to the unavailability calculation of the
proposed dynamic gate. However, since the error for this unavailability of the individual dynamic gate is propagated with the error
contained in the other gates constituting the system, it is necessary
to conﬁrm the effect of the individual error on the unavailability of
the system. In order to evaluate this effect brieﬂy, it is assumed that
the system under analysis consists of the same kind of dynamic
gates with the same magnitude of error, and that the system is
designed as OR or AND logic between these dynamic gates.

3.4. Effect of unavailability error of dynamic gates
Figs. 7, 11 and 14 demonstrate that the difference with the solution, that is, the error, is reduced by increasing the number of

df ðxÞ
1 df ðxÞ
dx
¼
jf ðxÞj jf ðxÞj dx

(3)

df ðxÞ
1 dðNxÞ
dx
¼
dx ¼
jf ðxÞj jNxj dx
jxj

(4)

Equation (3) represents the equation for obtaining the relative
error for the system unavailability. Where f (x) is the unavailability
of the system, df (x) is the error for the system unavailability, x is
the unavailability of a single gate, and dx is the error for the single
gate unavailability. Equation (4) shows the result of the relative
error for the unavailability of the system in which N dynamic gates
are aligned to the OR logic. In this case, it is shown that the systemlevel relative error is equal to the relative error of one dynamic gate.
In conclusion, it can be seen that the error for the unavailability of
the system can be limited to the magnitude of the error for the
unavailability of the single dynamic gate constituting the system.
That is, if the relative error for the unavailability of one dynamic
gate is 0.5%, the relative error for the unavailability of the system in

Table 2
Evaluation coverage according to systems, analysis targets and conditions.
Systems & Targets Conditions

Failure
Repair
Dependency between failures
Dependency between failure and repair

Static System

Dynamic System

Reliability

Availability

Reliability

Availability

B
N/A
N/A
N/A

B
B
N/A
N/A

B
N/A
B
N/A

B
B
B
B
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4. Application of proposed method for veriﬁcation
In order to evaluate the accuracy of the system analysis using
the extended DRGGG, a simple dynamic system was selected
among the digital control systems for nuclear power plants and the
results from the extended DRGGG were veriﬁed with a model using
a Markov chain. Two types of plant control systems (PCS) with
different dynamic system design were reviewed for this veriﬁcation. The dynamic failure mechanisms identiﬁed in these systems
were modeled as PAND and SPARE. In the case of SEQ, it was not
included in the evaluation because the target system in the nuclear
power plants could not be found.

Fig. 17. Markov model of CM to verify PAND for extended DRGGG.

4.1. Application to PAND
which 10 dynamic gates are integrated with OR logic, is 0.5%.
Equation (5) shows the result of the relative unavailability error
of the system in which N dynamic gates are aligned to the AND
logic. In this case, the system-level relative error is N times the
relative error of a single gate. That is, when one dynamic gate has a
relative error, the relative error of the system with a redundancy
using the same type of dynamic gates is doubled. Therefore, it is
preferable to set the time intervals (n) ﬁnely in the unavailability
calculation for dynamic gates so that the unavailability error for a
single dynamic gate becomes smaller as the system redundancy
level becomes larger.

 
 
  dx
1 d xN


¼  N
dx ¼ N
 jxj
dx
jf ðxÞj
x

df ðxÞ

(5)

In other words, if the exact unavailability calculation is needed
as in the case of purchasing a system with the availability
requirement, the effect of an error of an individual gate on the
system level unavailability can be minimized by applying the ﬁne
time intervals (large n) to the dynamic gate unavailability calculation. For example, if the relative error of one dynamic gate in the
system is 0.1%, then the relative error of the system with two
redundant dynamic gates is 0.2%. Therefore, the unavailability of
the system is calculated as 1.0E-03 ± 2.0E-06, taking into account
1.0E-03 of the assumed unavailability with the relative error of
0.2%. On the other hand, as in the early stages of system design, if it
is necessary to repeatedly check the unavailability difference
among design options, it may be practical and convenient to increase the calculation speed by decreasing the number of time
intervals (n) applied to the dynamic gate.
In conclusion, although nuclear power plants have typical
redundant designs, the effect of the unavailability error of the
proposed dynamic gates can be limited to a small value such as the
above example because nuclear power plants are generally
composed of two to four train-systems with a maximum of four
channels of protection or control circuits.

The analysis target to be applied to PAND is a communication
master (CM) installed in the plant control system (PCS) of Hanul
unit 5 that is shown in Fig. 17. The communication master (CM) has
a system design in which control is transferred to a slave controller
in standby when the master controller fails. In such a scheme, the
system loses its function if the transferring switch fails ﬁrst and the
master controller fails. This dynamic failure characteristic can be
explained by the PAND.
The calculation results from the Markov model in Fig. 17 were
compared to the unavailability of the communication master
through the proposed PAND calculation algorithm. The result of the
calculation in Table 3 demonstrated that the analysis result of the
CM model calculated by the proposed method converges to the
calculation result of the Markov model. Here, l is the failure rate of
the CM, m is the repair rate of the CM, T is the total analysis time, Q is
the unavailability of the CM system, and n is the number of time
intervals evenly divided over the total analysis time. The error
means the difference between the result from the Markov model
and the unavailability from the proposed method for the CM
system.
4.2. Application to SPARE
In the following case, the network interface module (NIM) used
in PCS cabinets communication of Hanul unit 3 was modeled to
explain the calculation accuracy of the SPARE gate for the extended
DRGGG.
Fig. 18 demonstrates that the system transmits signals to the
receiver through two redundant network interface modules for the
signal communication. When the primary network interface
module (NIM) is in operation, the spare NIM conducts the data
transmission function if the primary NIM fails.
The failure rate and the repair rate were assigned to each
component of the system, and the unavailability was calculated
using the proposed SPARE calculation method. To demonstrate the
application of the proposed evaluation method to the NIM system,
a veriﬁcation model based on a Markov chain was established as

Table 3
Verifying application of PAND for extended DRGGG to CM using Markov model.
System

la/mb (per hour)

Tc (hour)

Qd (Proposed method, n ¼ 100)

Q (Markov model)

Error (%)

Communication Masters in the PCS

0.0001/0.0002

100
200
300
1000

1.474E-04
5.798E-04
1.283E-03
1.264E-02

1.474E-04
5.792E-04
1.281E-03
1.264E-02

0.00%
0.10%
0.16%
0.00%

a
b
c
d

l is the failure rate of the communication master.
m is the repair rate of the communication master.
T is the total analysis time.
Q is the unavailability of the communication master system.
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Fig. 18. Markov model of PCS NIM operation to verify SPARE for extended DRGGG.

shown on the right side of Fig. 18. Its result was compared to the
unavailability from the proposed SPARE algorithm. As a result of the
evaluation in Table 4, it was conﬁrmed that the unavailability of the
network interface module system using the SPARE gate for the
extended DRGGG converges to the results from the Markov model.
Here, l is the failure rate of the NIM, m is the repair rate of the NIM, T
is the total analysis time, Q is the unavailability of the NIM system,
and n is the number of time intervals evenly divided over the total
analysis time. The error means the difference between the result
from the Markov model and the unavailability from the proposed
method for the NIM system.
5. Summary and conclusion
Modern nuclear power plants are protected and controlled by a
redundant digital system whose availability depends on how long
the system components can be operated without failure and how
quickly components are repaired after their failure before the system’s function fails. In particular, to evaluate the availability of this
digital system, whether there is a dynamic mechanism, such as the
dependency on the sequence of the failure, repair, and operating
states in the system should be identiﬁed. That is, to assess the
availability of a nuclear power plant’s dynamic systems, it is
necessary to consider the impact of dynamic interactions between
key elements such as components, software, and operating
processes.
However, there is currently no simple, easy-to-use tool for
assessing the availability of these dynamic systems. When using
existing assessment methods such as fault trees, the results for
some speciﬁc operating conﬁgurations of the systems are evaluated
as static reliability or availability. On the other hand, the result is
different from the solution considering the actual operation of the
dynamic system. Although the availability of the dynamic system
can be quantiﬁed using a tool such as Markov chains, it is difﬁcult to
ﬁnd solutions within a limited time due to its modeling complexity.
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Currently available methods such as the Markov chain are advantageous for the analysis of dynamic systems with simple
conﬁgurations.
RGGG, with which intuitive modeling similar to real dynamic
systems is possible, can reduce the human errors that may occur
during the modeling process of the target system and avoid wasted
time due to the complicated modeling process. DRGGG has the
advantage of being able to model and evaluate any condition
changes or interactions in the dynamic system using dynamic gates
such as PAND, SPARE, and SEQ as well as general gates. However,
the current DRGGG is only able to evaluate the dynamic system
from the reliability point of view. Therefore, a new evaluation
method that can calculate the availability of the dynamic system is
proposed through this study to extend the advantages of current
DRGGG. For this, the availability quantiﬁcation algorithm for the
dynamic gates in DRGGG has been developed. The accuracy of the
results was conﬁrmed through a veriﬁcation model using the
Markov chain.
Using the dynamic gate of the extended DRGGG in this study,
the unavailability for the simple pilot system was evaluated and
compared to the solution using the Markov chain. The evaluation
results show that as the time division is ﬁner, the results are closer
to the solution. In conclusion, this extended DRGGG evaluates the
availability of the dynamic system without difﬁculty by creating
failure combinations that take into account the failure and repair
sequence of the dynamic system components based on their
operating conditions.
The extended DRGGG will help the nuclear industry to identify
availability requirements in the process of introducing dynamic
systems such as digital control systems. Since the digital control
system can be conﬁrmed in terms of availability considering repair
before introduction, it is possible to further enhance the reliability
of the nuclear power plant system. This method may also be useful
in the design phase of a dynamic system, which is performed
within a relatively short period of time. In addition, the increase in
the availability considering the repair can reduce the conservative
system unavailability and can be applied to the probabilistic risk
assessment aiming at the optimum evaluation.
The conditional probability tables for the PAND, SPARE, and SEQ
for the extended DRGGG considering repair are applied to the
DRGGG software and are in the process of being veriﬁed to reﬂect
the availability calculation function between the gates to the
DRGGG. The availability of the pilot dynamic system of the nuclear
power plant will be evaluated using the extended DRGGG software
reﬂecting the future probability table. In order to reduce the time
required to calculate the availability of large-scale dynamic systems, it will be considered whether there is a faster, more optimized quantiﬁcation method. A new quantiﬁcation algorithm for
the proposed method, a programming rule for the probability table, and a software modiﬁcation to increase the computation
speed will be implemented to evaluate the availability of the dynamic system.

Table 4
Verifying application of SPARE for extended DRGGG to NIM using Markov model.
System

le/mf/ag (per hour)

Th (hour)

Qi (Proposed method, n ¼ 100)

Q (Markov model)

Error (%)

Network Interface Modules in the PCS

0.0001/0.0001/0.5

300
500
1000

3.639E-03
6.733E-03
1.652E-02

3.645E-03
6.748E-03
1.657E-02

0.16%
0.22%
0.30%

e
f
g
h
i

l is the failure rate of the network interface module.
m is the repair rate of the network interface module.
a is the dormant factor of the standby network interface module.
T is the total analysis time.
Q is the unavailability of the network interface module system.
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