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71 &9 +E A Al(paper  based  check
system)9be 22, A5 EA " (electronic
check system)oll e X 5P do]RES 7|5&

Z23te] A4 F A (electronic  checkbook)©l
AAZ FETFF(checking accounts)E T
woh ollzl RFEZFES UYL odd
BH2g £ gk FEF ol o] FE(checkbook
agent) ExA R =FES L (issuance)ol
g wdol ol & A%, 239
zdHAFEE L AFol stFyd wFALH

% Al ol o} ¥ E (bank control agent)?} =3}
(cooperation) B¢} ol T F @Al o Ftwo
levels of screening)® F3, FEFHE FAT
Aolo] P& Lyalel Ly H=F

Z2ABTo] A H(bad checks)d) LHFE
gtg 4 gtk IC FHE9 Zo] AR A
g FEAAE TN Asd,

HEAN2HB7F5E ZE A%5Y coldEY

Fz9 oo|HEZ AR FTAHLE RBAE
nstd AR
1. A&

A& 3 2 A}/ A 2 (electronic

commerce)d] TFAF Ttz FAI[14](30](44],
obAS T AEZHYU AAREBA2H i
s 2L A=7 olFAm AT31](6]{21]
Hal ey E3 AEs s AELHS
ANgste, Azpold, HAFE  Fold,
Y 9kKGsecurity)o] UEY A2 Fo HAAIF
€3 £ SET(Secure Electronic
Transaction)o] & ¥ Ut §H, 71&9
4 F A 2" (paper check system)Z I HALS}
A olA T mZo Aol Y B AE0]
SR o9& A AcHi8)]

£EANEL AASFAN 2dE TFEY
Al 2 ®(mere electronic version of the check
payment)& 7 &}o] X ] & (electronic fund transfer,
EFT) Tt A47=xE23d {4 397t

2o 1 ) & 2}(payee) ] FEAEHT
A9 77t HA}HAH O 2 (electronically), L3
A B (payment)t A2 ¥ Alel(simultaneously)
Aoz HAEed digd  AEESHD)
2] & (credit-based payment)oll 94T T 49
& A (flexibility in cash flow)olgte Aol
gold €A %A @ HolAM dztolMAEH

AR EEE] RESANE
#EABolZE AT A A4

AAYAE AzHoz nAICGH, AEA9
Ao A AgFtEA LR FART 2HH,
ANgsteer FEAMAY RHA Aol H
s Z 2% Q) (payment  authorization)2|
8l £ (frequency) o, Al G7EAEE iR EA
%<0l g 93k ¢, FHEAAANAM =
4 ¥ A (checkbook)F 2  FUAE W2EE
2o H(default risk)?] HAE AT $U4
ZgAo] Ao

71Z¢] 4= E A Al(paper check system)oll A,
A2 REdEe A A ASA
g 7ze zi(balance)E FUT F YoH,

AEztel eyE $HEo FAITFI AL
g7tz 22 =9  FHL3(check
issuance)2 EAE F 99 IA 227}

2edde AAT £ de FET WH2

Z 2= F(certified check)E WE WOl A =t
ol A4 FEAERAME KA A"

7, 52 7] FA7|% (dynamic self-
control capability) % Lo o] AE(EE
Apolu] Zzhol A o] dutA el 4143 B eyl
el BRI A Hel] FAL Ao (timely
electronic  inquiry)’l 5% #& A 24 B A
of] o] A E (electronic checkbook agent) =
cafozd AAd ¥ AEFAx=Hlol
Atdel REede 29 0+ Aok B
2zogo] olagy Aawo] o8 FTHFT
zoj=gd, AR #HAM FES
gge AzHoz AAZE F Y&t F
AZe Bxedo] Abde] AAEGH ol
d¥de 2o HHF(penalty)22 EAY
2= gAY, Ex 2] ¥ (payer bank)©l
upx] 7]&29) ALIEAAE WEF 7t o} 3
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peede  #EEAY,  wF AEAY
R &2 A 8] AL F (fee) 7t A o}y
2edded da AFRY FoE HNIT
F= ok

2 dFoAE, 71&4 K (paper check)d FH U
wz) B zpe] [HAM Alg7jute] FEUH"S

27501, wHoz AHYE HA B
aRld  BEA¥E AAY F s

AR EA 20

g A3z gtk olRAL

Jl&2e AgsteAARYG A HAFHoH
712¢ SEAARYG FEEYIoZRHE
A& olgigt AFY EFHZE FH3l)
s BAE do]AENE Al A" (distributed

agent-based system)¥ A<IIuA Iy &

AFoA  AAZE A|ARE  SafeCheckol 2L
na7lg 59, SafeChecke A FTFHY
dojAE, = ABA ZFHANXMY checkbook
of o] HE, HAEA FAHANAMEY check-receipt
ool FE azm ARG BEAe 28

29 o) A2 pank’s control o] HEE et}
ol#@ g o] RE S F=, oo]HEZY oA,
a8l Hade FAFog Jo]HELY

2. AAAEAI LT FE(Types)

2.1. AAR BEA| 2EH ] BE

Aol A A" £ Ae A9
ARAEA =S <E-1>00 A o] 2] &
N2dgs FEE £ de AYFHY
ERozH BF3UATH
(1) AA@F (electronic cash)

AAEZFHANE  AZo|Fo HE9
FArAest "agled, 2E AEHAE
2 & 7o 1] 2] £z} ALo] of - - K)
agez Az®rl  CyberCoin(8]Y 74T,
2 &2} FETFHY ALl 25 E

7\‘11}‘@_:6"3]'%‘. 7]'5‘]7}' X;_lz}z]:g—_o_g o]z\js}_}“
gtk 2#A  CyberCoin®” HAAFL 4£A

dzd E e JHXE ZA  Hed,
Mondex[26]1}  ©°l9}  fAMR  ICTI=EHEf 9
A B A 2" L2[43] 25 o] & ej o]

AR BA 2o St

4By e #AY F de ZREF FT
A7 =2 o - "'_E"SL SafeCheck®] (2) AR+ E (electronic check)
FZ(framework)E  BABI]  AH AY FEYHZ =] AR BA| A
24d5g T8k AAFEA 2D opgk Heje] wALE 2=tk FSTCY
g 9 AbaH(requirements)ol -~ thsl  HrHEAG ANSEE Z2AE H$16] A BA7IA
F3 < % 3}(encryption), B (non- o7 AEAYLI <aB-1>F Zol
repud}aﬁon), Ic7t=g4 T ddAMx AA HQ=d, ‘Lockbox Scenarioc’} ‘Funds
a2 &g Transfer Scenario’ AApolAe] 23]
ke E4E Ado ol: ¥M AT
<E-1> AR EA 2] P
Attributes Electronic Electronic Electronic Credit Card Defaultless
Cash Check Fund Transfer Check
anonymity
of payer and | anonymous identified identified identified identified
payee
risk free with the
defauit risk risk free risky risk free risk free complementary
to payee (unless certified administrative
check) treatement
permission | not allowed allowed not allowed allowed allowed
of credit
in principle, once for every
issuance availability of | once for every | once for every | once forevery | checkbook if
authorization | cash in the checkbook payment payment credible
frequency wallet (A variation (The level of
may be checked credibility can
for every be dynamically
issuance.) adjusted.)
available Ecash(11]}, FSTC’s Electronic SFNB’s CyberCash(7], SafeCheck
systems NetCash([25], Check[16], QuickPay{36] SET protocol[24]
CyberCoin[8], NetCheque[30],
Modex[27], VirtualPin[13],
VisaCash[43] NetBill[5],
PayNow(9],
NetChex([28]
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2 T (merging) @ &<
21t} First Virtual®
[5]2 AEAY AEF EEY

J2¢le] &AM AEAY

(c) The Lockbox Scenario (d) The Funds Transfer Scenario

<a2g.1> AAFEAAY 7HeT Ay 2[16]

(3) A=to)#| (electronic fund transfer)

SFNB(Security ~ First ~ Network Bank)9]
QuickPay(36]2 AAolAgez EFRAEH,
SFNB7} A Eztel  JEHUGAA A A%

qeAAel  me AR FHEZRH
AR ERe FHZ oA WA
oMAEe AsA W AL, FFEES
SENBIF S4@TE MM FEAZIHAY
wol7lE AT, FEAEF  AEAY
2304 ABBAol Aggoe  FolA
AR AAE Y2 2FAT

(4) A&7t= (credit card)

olelyl 4 7 Z(shopping mall)ol A ot = &
& 8o} Al4xte DU AlEF=S] HMIF
SSL(Secure Socket Layer) dele G3ss Tl
g 2are oo yFHsE FHZE o] F
o]z 31 9w, olek ol rAsA T w4
o gtz AR ERI} dede FH T
/R8s Ay e olfFY gholct. o]
& EAE ZE3}7] Y43 SET(Secure Electronic
Transaction) Z2EZo] HZ 7R 5 A TH24).

(5) SafeCheck

<E-DAA BEF vy, IAxER o
Foj A REHPL AASNMAY H2 T Zol1,
AAHA ANESAFAL A, A7
(credity-based) A=< 3s&3t7] A A=
o e AANE Az"oz, AFFH ool
HE 7|9 Ala"oz EmoA ALtz
ia=

22. £E9 FF 2 AHE
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47kA 9 APHA ANEA Ao ZRE ¥F
g gz 2HT $£ ded, 2FTFE
(regular check)Z¥EH & BFFE(certified
check)olY} B4 HE(crossed check) 5& 2
Az = 4 Ut gy & ALFFE &
Az 3 BE24FE REFEY FAEARE,
A Ezto] e8o] BEF TR FEAE
o] Z¥3itk.  aglm S E(crossed
check)olYt ol Z 4 E(quoted check) F& T
jAFZo|uh Ao o] Uk, ol
Z2xo FEXQA AYAAHL <a2¥-2>F 22
o, oz 2y £EY g % JAE ¥
Roz stz 4F AAHLZE F4 A
o] WEHojgh, W, FAIAFAA AHAA
2= oEuld e ANSHAA SHzF
AxAd gy AARY BAd Y& F N
o, 2y, 2 dFdMdEe AANFEAN It
Al MulA9l FRFFHY AHAMu| 2T E
AdE AL HBoE U2 .

p

3

Organization

3.Clearing

<ag2> $Ee 9iFd HeHA
3. AT FEAI2HEY T

SafeCheck &) $IX& Th& FEAE A=
o w@ay) ik J1Ee ARFE ALR
o] 24 % (architectural models)& #7333
o, 723 AL FEE 12 8
(factors) Al o] E ¢l o] (gateway), B, FEE
$r(account storage) A1 8] =9] F Al < ot

3.1, AREFEA 2] 471x] FE2F
2

(1) AL AEHY =22

o] RddME, AEAMElZ A2Hol ol Ej
Qare] AR B2 EE AR B iy
Z2gae] AE AoEH] d¥E P =
= £ExEARE o F¢IFHU AW E
A &9 FA A" (mainframe) 2= Agd
t}. X EAte AA &< (identification) < =
= zZojch AZ2 AolEddo] Al o3



R 3o R A7)
(clearing house)Z QIE|UQjRo] ZEz]3ict,
PayNow[9]1} NetChex([28]7} o] R dllof Z3tc},
o] 2dlol FHE UE AHolEHE Al&3}
= AMSAdA g FAdF AAr| o o3
B S K R R=N=1 AL 2§ 22
(segregate)3}x] E3g+o}.

(2) &3 AolEsqoly =

Zy &3o] AE AolEHo] AMHE B3}
= AE AojEdo] mde] g Ao},
FdH, 282 AE ACIEd MME 2 F9
o244 (outsourcing)@ = Y& Ao},
FSTC 9] AA+E[16] == NetCheque[31]9]
o] 2 £3Jic},

(3) Alo]Edo]-H4ty =

o] M=, & AolEHo] Aujs}t =
= AlolEdole HE ¥r ofye}t HAkAn|
2% AFgd, G Mulx Muls A
g A% FEAZRE et o] 2d9 HA
2 o] MHo] FEH uAFH 237te F&A
(efficiency)® & & U}, wkd | oo A
A Habz|Ho] e A A =
o A& F7} Ak, ALY Ry=s A
3 AE-A2FE FEdHA He 2gE x4y
gkt}. First Virtual 9 VirtualPin[13]o] o]
of &3c},

(4) 7}y =24

ZE AJES o] Mu7t 4AHF 230 o
&g = Aotk o sMgedd FaRE
ZFA L Qe AFEAIZrl = HARS T3 A
AEAE HFAZL o] Mzt A8l (cover)Fh}.
A g2} (A2 2L Mo 1o
2, b AAFHY Fzold. ay, o
o] 7Hg&do] AHAibA A FHUol ME A
Adte BAIRJA Ao, AMgtE Az
2He dAE A, sz EEY g
NetBill[5]o] o] 7§ &3c},

3.2. SafeCheck & +ZF

SafeCheck o] oj® &89 FFE 7Ix = A}
&2toll AT MH| 28 AFE7] Y e,
AFEROES Bt 72E HIeA ¥t
d$7l, & &¥o] A9 AR FEA
(electronic checkbook)S EFI=F 3}
AdMME 7MY HHG 727 28 AoEY
o|3g 2do|t}, walx, SafeCheck o FZE
<a1Y-3>9} o] AAsY ).

<13H.3> SafeCheck & T+%
4. SafeCheck 9| A1 9] olo]HE Fx=

4.1. A3 o] d E(Intelligent Agents)
o] Fx9 A& (roles)

ATd do]REd o
AR TH15][17][42], 59
HolEo R = RAEL 2}-& 4 (autonomy),
%2171 % (communication ability),
=& 7]% (reasoning capability), 35 7| %5 (learning

Ge Heist

4oz

capability) ~ §oltH15][32]. E¥, AFY
olHEQ A FFFEoKfinancial area)ol] A]
R F e Eofz fueyygy
o] o] ¥ E(personal banking agent), HAAE
of o} d E(electronic payment agent), A&

o} o] H E(budgeting agent) 5°| Al<tE A c}{34].
SafeCheck 91X 9] R 53 o o] A E(“SafeCheck-
dqolHE"Z B2V e AA FANZAY
(problem solver)®} &A1 A9} 7] (communication
controller)®] ¥ HEo=2 FAEHoO] Q) 22
7] %5 (inference engine &2 solution engine)2 %
v 7€Yg AN z2"Edy 6udgd,
SafeCheck-ol o] AE &= <1 -4>9} Zo] F A3
Z 2] 7] (problem solving manager)} £ 4l Ao
7] (communication controller)& F7}8 o2 zZt:=
g3 & 4 gt o] SaeCheck-djo]HE =
UNIK-9l o] HE[23]9] 7Hdo2RE HAHA
. AEAHFARLS]  SafeCheck-olo] RE =
FTU} FRE Z oY, bank control O] RE =
08 ARG 3F EFsa dgEFo XA
oj21} dlojelHo]l2E it



Solution Engines ||

Problem Solving Manager

Problem Solver

Outgoing Message Incomming Messaga

4 Communication
Controller

k . .
LE;S:LJ'_'i Message /O Activator Security Algorithms II

I Another Agent. ]

<719Y-4> SafeCheck ol 9] 53 Agent 7+

4.1.1. & A 3] 4 7] (Problem Solver)

T A 8] d 2] 7] (Problem solving manager)<}
3] 2 ol A (solution engines)o] T A A9 FQ
T840tk FAHBHEI = oo]HEq
g ZE AHAAHS FAH, oz
Agg dAR ofs] A A AR
A A 7o s MEsgn gFdd).
3 2 2 W (solution engines)< & W3 F E (forward
chaining), 2174 %ol ¥ FHol} & F(neural
network based estimation or classification),
A A 719ty 3= E(knowledge-based reasoning),
G g(simple  function) EE of] 4 =]
A3 A (message generation) &} zZe
A3 29 (problem  solving  methods)2]
JFA ok, Z+zbe]  SafeCheck-ol o] RE =
Ao ZA ME & HAAINEE Z=oh

223, SafeCheck-ololAEE TAA EE
= A © 2 (individually or cooperatively)

%iXP-’F-EX]%T—]- SafeCheck AjB]2od) S22
FETFHY T|HE o A7A e

ojdol FyE @B ATH AL B3I
ATFEZRE olojtolE dg F7t Aok
oAg B9, ANAFTFTZA(bond rating),
A8 5 F 2 A (credit rating), A183%= 2 A (credit
limit  deciding) 3% Z& F8§39

= A (financial  purpose) 22 Q1 ZAl 7 g} ol
g3 JdFHAn = OFLE O AFE
BACHI33][38][41]. ANt o) Ee
=3y HIYEE 3 ARIALAFNY
e YJAHEAAY 52 A= e
[4](351(37], °l= Al&FANHFE A
TR A Fo) A AEFANEE ol
FRR L= FAHste B8 5 Uk
AAHoz ke HAG HAAANEL T3,
Zt doldEE oy Ze "aeF

A 2] 2 % (proceesing) &  FHIT A B A
checkbook O] E S}t B E2}9] check-receipt
dolBEE 2o 2REH FEAYIFF
A 2o 1H471%E Y wol(delegated)

A el gt

(1) checkbook ollo] R E

® A=A FEFAMNELY F 2 bank
control o] AE & F :rule-base
o NATEFIFAE AA ¢ bank control
Nol]AEd Q7% WAFEZE A . rule-
base
o TEY Wt 9L ajHa wagLF o
FFY 43 AA :rule-base
® X715 E(suspicious) 3ol Azl
(screening)

- TR el A s =2 gl

- gtERre] S Ekgdo] o] bank control

o] HE dj] AEF

(2) check-receipt o o] A E
o we ARFEA AzaA  FAY
(unpreferred) 2 A ¥ (illegitimate) 3¢ T4
rule-base
o w2 HxeFEo isl  bank
o] HE fa] AEQT : rule-base
- rule-base parameter : W2+ H 9] FA LA},

A B2} HETH 5

control

(3) bank control o] A E
e TXTFFHANAME AA :rule-base
e T ARFF AAHoY WH
neural network
® +H 733 2 (checking account modality)2]
HA oY A A :rule-base
° checkbook  agentZ - E] swe
BTt 2 A3 Y (screening) : rule-base

A A o]y diojetdol2E AR},
SafeCheck-oll o] HE = 3} 2 ol H (solution
engine)S THE Zdol} dolelE BRI
Zdg Zdo] o] ofu]H ¥ 4 (semantic
form)2 H@A3e RS OE 23 249
F Ff-(share)7} 8©0]3t3l, SafeCheck-o|o]HEL
] %21 o (inner language)[40]<! UNIK-
Object[20]24 =ZE =222 #3717t
gol3ltt. A& &9, 3 239 FEFF o
gt Al 8577 5 (credit rating)2  bank
control ojo]HEQ Aol ze]  2u]H
E@oZ A%E A S R Aoy
(feedforward neural network) 2.2 [1¥8-5]3} Zol
4% F ded, 10719 A== 8749

=2 e 243 0m gy 2858

|
&
()

|



Z+e AFA A Polo

2z} SafeCheck-oll o] RE 9] A 2jwojxut dlo]
gho] &= ¥ 7 ¥ §h(modification authority)°l
ozt Frdch &, AR, 98 CloldE
w= Zalol osiA WMAHAY BAdT. o
2.7], checkbook o0l EL check-receipt ol ]
AE Aol Aauolxy FAMo|E F
o] bank control olo]RE] o& ZEHAY
S ERCE=

output layer (8 ratings)

hidden layer

|I|E|ll \I!l' @ N -
M @ G @ e e O e ® 09
(1) average balance of saving accounts for recent 3 months

(2) holding period of saving account

(3) kind of possessing credit card

(4) period of wage or pension transfer to the saving account

(5) yearly amount of public charges from saving account

(6) yearly amount of property tax in the recent year

(7) working period of the recent place

(8) monthly amount of wage or pension for the recent year

(9) age

(10) marriage or family members

185> ALETEAAS AT AFAEY
4.12. SAA 7]

ol A4

FAA 7= 3 43 7] (message
interpreter), AA Y& H7|(message VO
activator) agx B ot 118 F(security

algorithms) 2.2 FAETh dAAAYIIE AE
date ANE Mz HBF3e ol
zAHARAS AZsA Bk AAALEH
1= g2y HAxe 5&8¢ dFed, A2
3 RAENIEL AR EAIEREZF
(security protocol)& #3231 TCP/IP Y+ X.25
To] EAZZEZ F3 dzsE AAAES
AsAY AL

42, Bx9A8 Az F (Defaultless
Electronic Check)

421 REAAFEEAE A
1} 9k (approaches)

SafeCheckoll A =, 5 oA (two-level) <]
238 Y (screening) &2 <2 ¥-6>  YEhE
npo} Zro] HAEE BREXEE HAsILA
gt} AwA 2Z e d(level-1 screening)ol A,
A 229 checkbook OlOBEE AXRFETF
FzFAe  2FPFAYG  oZL  FES
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grzol At LstE A4S 7 (monitor)dh=Hl,
o]= checkbook lo]REQ FEEH7|F
(issuance record), bank control agent= 5 E|
A4wt= AR} FEFFL] I (balance)
=2 Hriats 73 o o] (rule-base)o] 23
z gttt Bank control OlC]HEZRE
Ay ThoF checkbook ol o] HET} Aol
A H(shutdown) AAE AfolE M2l
FAlo o8 BAEd.

ghoF S Eura s gol uld ZA o] checkbook
dolAE A EFHAF ZHFolE, bank
control ool AEE A Ezt] A H(payer’s
option)°] $1E 73-¢ bank control oj] o] A E of] A
AEL aFoc BPFEI} RIFIIEE 2

we)st= AW S bank control OlO]FETF
Folsg e ", AEA2332 bank control
doldEE FETFH 3 2l (modality) &
MAsAY AL A (suspension)® AT
FH vjo] A(ule-base)E  FHATT.  <IH-

750 4] ¢] AND/OR 2 ZE9 AW olxE,
g T3 gag AEae A E7]H(issuance
record)®ll u}et ‘BREFEY T3
pzige TR EeE AEBEHA 9 AL
Aoz Halgo ¥3Y FETFI F4
we}, SETFH ALFITS A2l ZH A

oA w3y LHFEIY A Ab(clearing) ©|
u Al gk o oo} checkbook o o] H E 9}
FELYPIEE FAE 52
JAAHE FER8 23232 checkbook
do|AEd Y& FHHAEE, <1¥-6>9

dolAEZ AT WEE s Aok

Boyxy ARFEA2DE A8 AL
ko 9 & A (effectiveness) = AZ3517)
93td, 71&9 4 EA| 2% (conventional paper
based  check  system)ol A & rzads
SafeCheckoll H&sted ®etth R=o 713 2

Srbx gde ARFAEY FEFHIVE
e} wyd WASEE AR FES
2ese A¢s YWY FES NG
E7ae A3 FRIA FE Aol

olgl gt AlSE T BEARIE <E-2>%
2o] SafeCheck-olo]REo] o3 AAL
At



) ye

S

send a check message to a
check-receipt agent

[ checkbook agent ]

<ag-6> dAFE] FERAE

N

oo HE 7} Saf;Check94 Z A8 2 9
A & A (efficiency) = 9 &, 71 &9
F E A Al(paper based check system)ol| A &

2o s FRHAD A 2l A (processes) S
checkbook o] HEZF FZFE  ALUA
AestAl AT Checkbook Oo]HEE
Za4 AT = e FEZ bank control
agent2}t 3 Z A © Z(cooperatively) A=
2 4 Jqch webA, bank conrol agent
e FAQTFE EF gaHI, A
Rk ko < FEs ol o] A E 7h
& 3l(sharing) 2 24 AEHoZ FPHrt
Alzkgk Brfgo]l FuAe 233 E
B8 AAL F£ oz, FEUHR
2ol HAEA N g F7H5-H(additional
fee)dlo]l A &S 2AY + Aok AR Y

25
3% 23 2H(bad issuer)= R

screening g

o] )

“—

. request
yes
screenin
unpayable payable result & Account
v DB

[ bank control agent ]

A 23 2] 9 (two level screenings)
w3 F(penalty)S A EsoF 3z, o]
7182 19 MR checkbook o] FEY
bank control ojo]HEojA B uElTh ol
7122 checkbook ©lo]HELY bank control
do]AEd} A TF A o] Z(rule-base)oll w2t
FEasfol Wzt g A3 du

5. ol o] HEZH] FAX
5.1 A A= A

SafeCheck-ol| o] HE 2 2] Z o1 o (outer
language)2  KQML(Knowledge Query and
Manipulation Language)2 &4-3}o}, <21¥-83>3
T Alg wke} Zo] TCPAP A A % (layer)?
Aol 3AFoz dAzA FEE HASIAT
1% ACL(Agent Communication Language) 7| 5 &

<¥-2> SafeCheck o} A&} ¥ =715 & (suspicious check)®] |7

causes of default in paper checks screening agent default risk of a

legal payee

check issuance from a suspended bank’s control bank eliminated

checking account

insufficient balance of a checking bank’s control bank eliminated

account

check issuance over the amount limit checkbook agent eliminated

defect of check form checkbook agent eliminated

false signature all agents eliminated
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overvalue
accrued assess penalty

certified checking|
account

settle overvalued
checking account

suspend the
checking account

Rule_B

certified limit <
SAMOUNT

regular checking | | checking account | jc¢
account alance < $AMOUN

$AMOUNT

checks not cleared yet

ertified limit ZJ $AMOUNT : total amount of issued

(a) AND/OR I =

{{ RULE_A

IF [checking_A/C checking_A/C_of_receiving_message]

.. local binding

(equal checking_A/C ‘regular_checking_A/C)
AND (more_than issued_checks_amount balance_of checking_A/C)
AND (not_more_than issued_checks_amount certified_limit_of_checking_A/C)
THEN (change_modality checking_A/C ‘certified_check) }} .

{{ RULE_B
. IF

[checking_A/C checking_A/C_of_receiving_message]

. local binding

(equal checking_A/C ‘regular_checking_A/C)
AND (more_than issued_checks_amount certified_limit_of_checking_A/C)

THEN (suspend_checking_account

checking_A/C) }}

) 7 dGEd F8)
<a¥7> 2E7FHYA HAL 93 AND/OR 2 =} 13

€84 d(domain) = F@IF  KQML[40]9]

performative®} 1Zl9]  Ih2tvl El(parameter) 2
TFAEH.

o2 SecuriyHF & of} A 2] 1 39
3 .9FX) 2l (security processing)® 3 “:content”
o} 2} ol €} (parameter) il A1 2} TR
(components)& E&37] Hsl mAHUG

ANze B Thebdel(Security parameter)S

=4 [39]3}H7] -R=% SafeCheckoll A &=

HAol(inner language)® TAIH =30
758 =8 K.t Q A(security components)E
FA AT Check7A & 4 rE o} 4 Z]
TAHAR_AE “message” %59 <encrypted-

message-content>%] 43 350 X o E
FAHeAe @A, SecurityAlEFS ©EF Zol
T

(message <encrypted?> <enc-type>

<encrypted-message-content>)
(key <enc-type> <encrypted-key>)

(message-ID <encrypted-message-ID>)
(certificate <own-certificate> <CA-certificate>)
(signature <digest-type> <signature>)

“message”3F = | A 2] <enc-type>T “key”F =<
] 2 8 7l (symmetric key)E ¢E3}sl7] AT
gy 2nFRIE UEhdG key'dEES
“message” 2| <encrypted-message-content>%
Ade7l A dAY dzse FEF
sl JAd$xe] FF(public  key)E
dzztd dIYrsiz FALch ASHE 4
AR s ¢33E “message-ID"FEF L ZHed,
o] R AR o] FAIR LA (replay)E AT
Rolt}, “certificate” &} & 2 % 2}(sender)
djo]AES Q57 T(certificate  authority)9]
A2} Z M (electronic  certificate)E A F3}7]
A Aolth 18I <signawre>T HAEA
ol]AE2 7)o (private key)2 UIFHA
checkAl 3 &9 3+ (hash)olth. & =FAA
AL A 3] AgEe  FRAAL, o) A %]
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ACL Layer

art-of

|
P ’ = 2 .
H [ :
. ) e = -2 ls-a -3

Security La gl panet parvol” vertafl
ecurlty Layer o> Rt Gossagey, Qe
Check Layer v process-oP™\{_processof

L heckmg_A/C opening Check_pay

part-nf

Reply_time > receipt_ID

a3

'

part-af

part-of
@ Paid_check Payer_ address

partof part-of . pertof - pan-o

@ Shock_moda o>

<71%-8> SafeCheck ol A1 2] d A =] 7‘1] =

DHZZEZY o3 Z HAMAAE AEE  MMEIHY A= 49_9} B FETHE

ol mE REe ojuxw @R $Eol  MI F A¥ST FETHE HEYD
Security Al 5ol £ g€}

checkA 2L [LE-8]o A9} Zo] +EFFH (2) A}-& 2H(payer) 2] HFAU L HA,
7144 8.7 (checking account opening request),  checkbook olFEE [2E9]Y 23T
4 ¥ A E(check payment) TZF ZFE& oAF AAAA L AA AAFEE TP Ydd
71 E&A ) 2 (elementary  transactions)?} ~ TEAAAE checkbook o o] H E 9]
74 B 7 & (information parts) S Rolgick,  FAACz s daed FzAAY
AReEY 2HY Og—’r:g'?_l(receipt)oﬂ =3 ACLY ez 3= AEAH oAkl
Az FA_AT (280 EAHAT check-receipt ol o] AE A HE&dch AR
o) Al <] 2] W5 3 el(inner form)e ohS9F Zoh

5.2. Az WA (Message Generation)

<Check

Security 45 2]  “message” ¥ 5ol Gz 5HEH ?;gﬁ?ﬁiﬁii ::: ::: ::: :::z
gE o8 WE dAAs doREZHY <[ssue_time 961201/093455>
AgH T PYRHOZ (autonomously or <Paid_check
cooperatively) 239 282 A 2 (solution <Check_ID ' encrypted_value >
procedure)] - Aol mep Agddn. 2 Do Dess 51093455
AR ME HaTE Ly AdAHE FH <Amount 70000>
AR BAE S Adsriz g9 dAAY <Control_bank Hanil_bank>>>>

AL de]BEY ALz}l o3

| Al (initiate) B TF.  FEAMARE ALY (3) HALEZY] check-receipt NOIREE H&
2) % ZH(human payer)®] 7 E(triggen)Z A4 9. o)A HHE “Reply” performative & 3l
Loz AE2Y HFEYJoE LY t}29 W2 3 el(inner form)2} 94 F(receipt)

%1.‘/*1 checkbook VO|REE Ex+Ho WAE S checkbook oo} A EA AEgct.
Tgw ®™aw EAE Aed ==
HzHoz HAFgozH vz YAHAHL <Check_receipt

= - <P dd *#t.t**.*“.*i‘>
zggn.  oe3  REe  wAS AR ol RN
ARTEE TYPH check-receipt <Receipt_time 961201/093515>
do]AEA HEH} <Reply_Time 961202/131556>
<Receipt_ID 76587098798>
do|FELE 2 E A}o <Paid_check>
(1) | checkbook Io] g7 e <Check_ID encrypted_value >

)
A& 2te] check-receipt do]BEZRE Hu& <Check_modality Regular>
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961216/093455>
70000>
Hanil_bank>>>>

<Valid_due
<Amount
<Control_bank

5.3. oA x] & (Message Exchange)

KQML[40]2] performative & 834,
SafeCheckoll 4 2] 7|22l wlAA] Wt o
ozt A7 ngdch ojgd A o

t&3 Zo]  FolMX(main  message)E
A48 performatived RFTAME oS H
Zol AHFAG. A7IH a4

A5 FARNE FO

(1) (Standby ... (performative_of main_message
)] ; A sends to B.

(2) (Ready ...) ; B sends to 4.

(3) (Next ...) ; A sends to B. [B evaluates
“(performative_of _main_message ...)".]

(4) (Reply ...} ; B sends to A the result of
evaluating
“(performative_of main_message ...)".

(5) (Achieve ...) ; A4 and B confirm the main
message' transmission finally.

6. BQtALEe] 1

FE7] 435499 (public key cryptography)l

g2 odxage] =g f3, dF|
(certificate authority, CA)Z ZAtale]  7H<17)

(private key)Z A} B (electronic signature) 3
Ao 5718 Tdste AAAFA
(certificate)E T3 zt A 3 A(participant) 2]
A} 2 (qualification)& 1% FHTt. SafeCheck ol A &,
bank control o] ©) M E 7} checkbook ©flo]BEY
check-receipt ool REE 3 cA 9 71sS
Ztech, ol B HAEATE 249
3o FEEGY, 4z 2Po2RE AT
Mg Zed JAFME AdE= 7 S¥ynig
Adstes 2E FI9 HRE F& 5 Uth
a8l Z $EL289 CAE IFAY EFol
U HAE YA AT ek A 39 7#
o] &gt} o2 CAE T FET <2

d.9>9} 2t}

X mge)  FZHA(Integrity), HIBA
(privacy) 133 < F(authentication) T
KQMLE AR & Azpxsgo] s mPydAo
g8 o] A =) 2L g2 521 A (non-
repudiation) & A 3h, AR &

EZ&(token)[19]5 ¥ 83l 2-EE ZZEZS
netEPth olAE B AEFEY dAF
Agzzt A 39 FF5HxH(notaria) 9t A
Mze EAWAE ol + Urh

2-EE ZREFZE <a¥-10>94 KQML

performative® F3 HATEAESL A2H
A4 38lA T} Checkreceipt o] HEE FHA|
E & (second token) %1 ©] bank control
do]REAA ¥ HAAFHEA sl
AETE & 4 Ut Checkbook o] HEE
“Reply”®} &7 A FEBFF(check
receiptyg 7FA L check-receipt ol o] HE 9]

B2olukAlo A ¥ 4 Yok T I, check-
receipt ol o] M EE bank control ol o] A E o Al

Llac e X 2 A (clearing) & 87317
A= HF=A]  checkbook ollo] HE 2 X-E]
TS EEE ool dh EF, AR EA
bank  control  NOJHEE  check-receipt
dolHEZRE AEBIALL FH o3
F 3 (notary)?] H&E TH T} SafeCheckol 4]
EZL  check-DE  EF3edH, RS
2| 2423 2} control ool HE S FF 7](public
key)2 ¥43sld ZA2Z  bank  control

ol HEZHE wRE HAYW A4 HE(electronic
blank check) 2.2 Al8-€t},

[CA of bank control agentsJ

certificates of
Jthe bank control agents

[ CA of checkbook agent and check-receipt agent ]

certificates of checkbool
agents

certificates of
check-receipt agents

[ checkbook agents ] rcheck-receipt agents I

<22 .9> SafesCheck & CA +&

checkbook check-receipt
agent agent

Standby

A
—

Ready

-
I Next (Evaluate) send a main message
{check) with the first tok2n

..
L.

Reply confirm the check receipt

with Reply message

canfirm the receip of “Reply”
with the second token

Achieve

gAY
AAFEAN2HE ALt L E(issued
check)9] F43 FE7FY F}IE
Senlig iAo,  checkbook OOl EE
A58 JolAES J|5E& FIH FETFHY
HGrkel  FA  dAFE  FELFIIAEE
ZAgc}h EF checkbook o] REY check-
receipt o] HEE 71&9)

—— .
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X A Al(conventional = check system)ol| A}
AbgAY oM FRHJY BE FEE

Ay FYgo. olHgh 6"_ *]éEéJZ}
TAREE FA9F1, HE FARHoEZH
2oy £3E FEY ¢ Aok

Ic7t=g B3 A AU FA(certificate)
WAFEE FEe PSFEHEY 2HE 53
B Qk(security)o] 1t A 2} A] Z(electronic  wallet)<]
ARkHd  FRolodl, AFF do]HEY]
7§12 Q1 X F(personal portion)©] ICTF=ZH
FAE & Ade WA= AAIs3ET ojgd
54L& CSET[12]%} %2 EEHAE BZE
%Fojok Aoy, HAFHEAMeH{Ao
&y 24tsE Aol

SafeCheck & =9 @ (default risk)§lo] 2t}
AAHolmnZ, FHAERAAE ARtz
fPdHY £ Aot 2 n AEAY 4G 7]
gt A g @A Eol &3 FYsdtddl &
Hloz A4 vhik(credible) A EANAET B
o M3zd it} Alfo] ¥ (discreditable)
22z gk MuliAe ZE HEAHA d
3] bank control ol o] HEM| A FAde A4
2" (credit system)2. 2 WA Hiu, 232 A
Aol AEFDA & FASHA @ Holth. 3%
Hog2 Hxgle AES BHToEH, Al%?}
=yey FEIeH/ARojAY e HAAELS
2 &zl izt (A BT E(credit
level)oll 3l E/T & A& Aol

Ex] Q0
b
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