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Abstract. In this paper, we propose a novel blind 3D mesh watermarking scheme based on synchronization using a template. The proposed
template has a sphere shape with a basis point and scale information
for the watermarking. The template is invariant to translation, rotation,
and scale. In the extraction process of the template, the post-processing,
which sorts out the genuine template vertices from many candidate vertices, greatly increases the extracting accuracy. The proposed watermarking method is designed to extract the watermark from the rest of the
region even if part of the mesh information is cropped. According to
the experimental results, the proposed method has a higher robustness
against not only cropping but also general signal processing attacks than
the previous methods.
Keywords: 3D mesh watermarking, Template base synchronization,
Sphere-shape template
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Introduction

Next-generation technologies like virtual reality, augmented reality, holography
and 3D printing will improve the utilization of 3D data beyond what is available
today. In the future, the utilization and value of 3D data will be as high as 2D
images are now. Such 3D data needs copyright protection because it has artistic and commercial value in itself. Although digital rights management (DRM)
technology is widely studied as copyright protection, the DRM technology is
limited to the extent that the protection of content is absolutely impossible if
the DRM system is penetrated only once.
3D mesh watermarking technology has been actively studied as a complementary copyright protection technology for 3D model data. 3D mesh watermarking
is a technology that subtly changes the 3D mesh data to hide secret information.
Unlike DRM technology, with 3D mesh watermarking it is possible to protect
the 3D model throughout the entire process of distribution. Therefore, the watermarking technology can complement the security hole of DRM technology.
3D mesh watermarking has been studied in a variety of ways, but a watermarking method that protects against cropping attacks is rare. The cropping
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issue of the 3D mesh is a problem that must be solved for real applications.
There are two reasons why the cropping issue is important. First, the 3D model
has artistic and commercial value in itself [1]. Therefore, an attacker can illegally distribute only a cropped part. Second, the previous watermarking systems
could be easily evaded with cropping of less than 5%. Therefore, the cropping
issue is a challenging problem in the 3D mesh watermarking field[3].
Only a few methods have been designed considering the cropping issue. However, such methods are robust against only a small amount of cropping and are
generally weak to common signal processing attacks. Existing studies do not
tolerate more than 10% of cropping on average. Basically, in the watermark
extraction phase, the watermarking method needs robust synchronization that
is identical to the embedding phase. Such robust synchronization in a blind
environment is the key to solving the cropping problem. Until now, robust synchronization has not been solved.
Previous 3D mesh watermarking schemes can largely be divided into nonblind methods and blind methods. The non-blind approach has the advantage
of acquiring robustness because of the ease of synchronization, but also it has
a limitation in utilization because it needs the original model in the extraction
process [4, 5, 8, 6], while the blind method requires only a secret key in the watermark extraction process[2, 7, 9–18, 20]. For this reason, the blind method has
better utilization. However, it is difficult to obtain high robustness for the blind
method. In particular, it is significantly vulnerable to local deformation such as
in cropping attacks.
Watermarking methods can also be categorized by the type of domain used.
First, there are watermarking methods that use a geometric domain[2, 9–17, 20].
The geometric domain-based watermarking methods are simple and effective because they change the vertex location directly during the watermarking process.
Second, there are spectral domain-based watermarking methods[4–7, 18]. In general, the spectral domain-based methods tend to have a higher robustness and
invisibility than the geometric domain-based methods.
Watermarking methods that are robust to cropping attacks are as follows.
Alface[2] et al. proposed a method that watermarks the local region that is acquired based on targeted feature points prong. The method is highly dependent
on the robustness of that prong feature. However, the prong is determined only
in a region that has a sharp part. In addition, it is difficult to obtain the feature
precisely because it changes before and after the watermarking. Mun[16] et al.
proposed a method that watermarks the segments of the model using a shape
diameter function (SDF). The SDF is not highly rigid because it is changed by
signal processing and cropping attacks. In addition, each segment does not have
enough robustness because the amount of vertex information is small. The size
of a segment is an area of about 10% of the entire model. Xavier[10] et al. proposed a resynchronization method. In the proposed resynchronization method,
the landmarks are constructed on the basis of the parametric surface. Since it
is a resynchronization method, not a watermarking method, the authors tried
to combine the method with the existing watermarking method. However, with-
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out improving the watermarking method, acquiring enough robustness against
cropping attacks was hard.
Our proposed method is blind mesh watermarking based on a sphere-shaped
template that is resilient to cropping attacks. The proposed method modifies
the ring information of vertices in the circle shape. In the extraction process of
the template, the method extracts the candidate vertices of the template using
the weighted residual error based on least-squares 3D circle fitting. We finally
obtain the template sphere by distinguishing the template vertex among the
candidate vertices. Such a template sphere, including the basis point and scale
information, is used for synchronization in the watermark extraction. In addition,
the watermarking method is designed to resist the loss of mesh information.
The rest of the paper is organized as follows. In Section 2, we introduce the
histogram-based 3D mesh watermarking that inspired the proposed watermarking method. The proposed method is described in Section 3. In Section 4, the
experimental results are provided. Section 5 concludes the paper and introduces
topics for future study.

2

3D Mesh Watermarking based on Radial Information

In this section, we introduce the watermarking method using a histogram of the
vertex norm[17]. The method construct the histogram of vertex norm as a first
step, and divide it into the bins. The number of bins determined as the number
of watermark bits N . Thus the 1-bit watermark is embedded in to each bin.
The watermarking part in the proposed method is based on this method. The
method is very fast and robust and works in a blind way.
2.1

Watermark Embedding Process

In this method, the watermark information is embedded by modifying the vertex
norm information. First, let‘s define the mesh M as M = (V, F ). Here, V is a
set of vertices and F is set of faces. Also, vi represents i-th vertex. i-th vertex
norm ρi is defined by distance of center of mass C and each vertex vi . It could
be described as follows:
ρi = vi − C , for 0 ≤ i ≤ NV − 1

(1)

where NV is the number of vertices.
At first, the watermarking method construct the histogram of the vertex
norm. As mentioned before, the watermark bits are embedded into the bin B
which is a segment of whole histogram. The i-th bin is defined as follows:
Bi = {vj |ρmin + (i) · (ρmax − ρmin )/N ≤
ρj ≤ ρmin + (i + 1) · (ρmax − ρmin )/N }, for 0 ≤ i ≤ N

(2)

where ρmax and ρmin are maximun, minimum value of vertex norms ρi , respective.
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Each i-th bin and j-th vertex norm is normalized into the range (0, 1) for
embedding of the watermark as follows:
ρ̂i,j =

ρi,j − min ρ ∈ Bi
max ρ ∈ Bi − min ρ ∈ Bi

(3)

where max ρ ∈ Bi , min ρ ∈ Bi are maximun, minimum vertex norm in i-th bin
Bi .
After the process, the vertex norm information included in each bin is modified for a 1-bit of the watermark embedding. That is based on the observation
shown in [17] that the shape of the bins in the normalized histogram is similar
with the uniform distribution. Since the expectation value of uniform distribution
is 1/2, the embedding process changes the expectation value µ in accordance with
α on the basis of 1/2. Here, α value means the strength of watermark and higher
α value brings higher distortion on the 3D mesh. The watermarking method is
as follows:

µ̂ =

1/2 + α if wi = +1
1/2 − α if wi = −1

(4)

where wi is i-th watermark bit. Each normalized vertex norm information is
modified by applying the histogram mapping function into the bin. The embedding method through the histogram mapping function is a method used widely
in the existing watermarking method[15, 20]. The histogram mapping function
is designed as follows:
ρ̂0i,j = ρ̂βi,j , for 0 < β < ∞, β ∈ <

(5)

The histogram mapping function is applied iteratively to modify the vertex
norm slightly in every iteration. The β value is set as (0, 1) to embed bit 0 and
(1, ∞) to embed bit 1. If the β value is in (0, 1), the mean value of the bin
decreases gradually. Likewise, if β value is in (1, ∞), the mean value of the bin
increases gradually. In every iteration, the β value is changed by ∆β to reach
into the target mean value.
After the watermarking, each bin is denormalized again for the last step of
embedding as follows:
ρ̂00i,j =
2.2

1 0
(ρ̂ + 1)(max ρ ∈ Bi − min ρ ∈ Bi ) + min ρ ∈ Bi
2 i,j

(6)

Watermark Extraction Process

The extraction process is similar with the embedding but is much simpler. The
only needed information is the number of bits N , since the entire extraction
process is works in a blind way. For the first step of extraction, the bins are
constructed using the histogram of vertex norm as Eq.2 which is same as the
embedding process.
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Fig. 1: The entire process of the proposed method

Since the mean value is changed on the basis of 1/2 in the embedding phase,
the extraction phase is also based on 1/2 value. The watermark extraction process could be represented as follows:

+1 if µ > 1/2
wi =
(7)
−1 if µ < 1/2

3

Proposed Method

The proposed scheme includes template embedding/extracting for synchronization and the robust watermark embedding/extracting based on the template.
Fig.1 describes the entire process of the proposed method. Note that the proposed method embeds the template after the watermark is embedded. Since the
extraction process works in a blind way, the other information (i.e., the original
model) is not needed except for the secret key in the extraction phase.
The template can be defined as a set of vertices vt that represent the specific
sphere, including the center point and scale information. In the extraction, vt
are extracted to recover the sphere, and the synchronization goes along with the
sphere.
As mentioned before, the proposed watermarking method is inspired by the
histogram-based watermarking method introduced in Section 2. Although the
watermarking method is robust again common signal processing, it is greatly
vulnerable to cropping attacks. We propose a histogram-based watermarking
method that is designed to be adaptive against cropping attacks. The method
is highly robust againt cropping attacks when it is combined with the proposed
template.
3.1

Watermark Embedding

The robustness of the watermarking method is highly associated with the robust template embedding/extraction. Therefore, the proposed scheme embeds
the template after the watermark is embedded to avoid interference by the watermark.
The three pieces of information are needed in order to achieve the robustness
of the watermarking from cropping attacks: the basis point, which is set as the
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(a)

(b)

(c)

Fig. 2: The example of desynchronization by cropping attack. The red dotted
lines means the boundary of bins. In the figures (b)-(c), the histograms are
cropped about 3% of vertices. (a) original histogram, (b) bin construction of the
previous method, (c) bin construction of the proposed method

center of a mass generally; scale information of the mesh; and a robust embedding
region that can be acquired after a local deformation attack. Those three factors
are determined in the watermarking process. In the template embedding, the
determined factors are used.
In particular, the embedding region is defined on the basis of the basis point
and the scale information. Therefore, the basis point and scale information are
determined before the embedding region. In Section 2, the histogram of the
vertex norm is simply divided by N to construct the bins. However, with that bin
construction scheme, the watermark extraction is impossible to 5% of cropping
since it changes the bin information. Fig.2 describes such a problem. Even with
a small rate of cropping, the distribution of the histogram is altered. Fig.2a and
Fig.2b show the change of the bin information represented by the red dotted
line.
To solve such a problem, the proposed method constructs the bin in a new
way. As mentioned before, we first construct the template sphere with a basis
point and scale information. The center point of sphere Sc corresponds to the
basis point, and the radius of sphere Sr corresponds to the scale information.
The template sphere is constructed based on the distribution of vertex norm.
The Sc is set by the center of mass of the mesh, and Sr is set as the λ · ρmax ,
which is λ times the maximum vertex norm ρmax . In addition, the embedding
region of the watermark is set as the region from ξ ·ρmax to ρmax . Fig.3 represents
that. Note that λ must always be set bigger than ξ. Fig.4 shows the template
sphere of several models.
For the watermark embedding, the embedding region is divided by N . Here,
the synchronization could be maintained even though some of the information
is removed by cropping when the bin is constructed in the proposed way. Fig.2c
describes that. It is clear that the remaining bin has the same data even if some
of the histogram is altered.
Alter the construction of the bins, we embed a 1-bit watermark into each
bin. The watermark embedding process is the same as in Eq.3- and Eq.6. The
watermark bit is shuffled before embedding by secret key K.
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Fig. 3: The conceptual diagram of the embedding region. The embedding region
is constructed based on maximum vertex norm value. Red dash region means
embedding regions.

(a)

(b)

(c)

Fig. 4: The example of the constructed sphere template on the models.(λ=0.4)
(a) bunny, (b) elephant, (c) scorpion

3.2

Template Embedding

As we mentioned before, the vertices on the mesh that meet the template sphere
S become the template vertex sample vσ . Among those vσ , the template is embedded in a way that modifies the ring information of the finally selected vertices.
The template embedding process proceeds as the selection of the template vertex
and the ring information modification for template embedding.
Selection of template vertex : In the first step, we assign the vertices to
meet the pre-defined template sphere S as vσ . We assign the vertices that are
close within  with S as the template vertex sample because the probability that
two certain vertices meet is extremely low in a discrete domain. This can be
represented as follows:
vσ = {vi |vi − S| < ε}

(8)

The proposed method selects the Nt vertices as template vertex vt among vσ .
The standard of selection is the weighted residual error E of least-square circle
fitting[19] using Gauss-Newton. We calculate E from the start ring rs to the end
ring re by accumulating errors. The circle shape has an advantage in invisibility
because the shape of the ring is close to the circle. Eq.9 represents that.
E=

X
i

Ei , where rs < i < re

(9)
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(a)

(b)

(c)

(d)

Fig. 5: The comparison of original and stero mesh (elephant) (a)-(b) original
mesh , (c)-(d) stego mesh

where Ei is weighted residual error of i-th ring.
A lower E value means that the shape of the target ring is similar to a
circle. After this process, the proposed template method sets the least Nt as
the template vertex beacuse the target shape is also a circle. This helps the
improvement in terms of invisibility. In addition, the selection based on the
least residual error helps to drop the false positive rate in the extraction phase.
Another factor that needs to be considered in selecting vt is the distance among
vt . The overlapping of several markers that will be explained later may decrease
the performance of the detection. Therefore, each template vertex must have at
least δ distance.
Template vertex marking : The next process is embedding the marker by
modifying the ring information of the template vertex. First, we move the Nt
template vertex onto the sphere. The distance between S and vt is at most .
This process is done in a simple way that moves the vt onto the S by a shortest
way. We then modify the ring information of each vt from rs to re into a circle
shape. The modification process is as follows:
– Step 1. Construct fitting circle c of the i-th ring ri
– Step 2. Calculate the least distance of the fitting circle and vertex vj on ri
– Step 3. Displace the vertex vj to the nearest points on fitting circle c
Fig.5 shows a comparison of the distribution of the original and modified
vertices. The process of the template vertex marking is done by the displacement
of all the vt ’s rings.
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Template Extraction

The entire extraction process of the template and watermark works in a blind
way. In the extraction process, the watermark is extracted after the template
because the watermark is embedded before the template in the embedding process. The extraction process includes the procedure that finds the candidate
set vτ using the marker and distinguishes the genuine template vertex among
candidates.
Selection of the candidate vertex : The standard of selection of vτ is the
same as the way that selects the vt as we described before. Therefore, the proposed method calculates the accumulated residual error E of the 3D circle fitting
from rs to re of all vertices vi . Further, the Nτ with the least E is selected as the
candidate for the template vertex. A strong attack increases the false positive
rate by changing the circle shape of the template vertices. When Nτ is high,
many of the muddling vertices are included as candidates, but it also creates an
effect that includes the template vertex, which is not excluded from the candidates. In this study, we set the number of template vertices Nt as 15 and the
candidates Nτ as 30.
Distinguishing template vertex from candidates : Among the vτ , the
Nt template vertex is located on the same sphere. vτ , which is not vt , has a
low probability to be located on the same sphere. The proposed method uses
the fundamentals to distinguish the vt from vτ . Our method constructs the
spheres using the four vertices combined from all vτ . Since the sphere is uniquely
determined by the four vertices, we we able to construct a Nτ C4 sphere. Among
them, the sphere constructed by the only template vertex vt had the same center
point and radius, and the sphere constructed most of the time could be estimated
as the template sphere S. Therefore, the sphere was determined by the maximum
distribution of the radius and center point. Fig.6 represents the distribution of
Nτ C4 radius and center point (x-axis). In the middle of the graph, the flat regions
are easily observed. Those flat regions represent identical spheres.
3.4

Watermark Extraction

The watermark extraction is done after the synchronization based on pre-determined
template sphere S. Here, vertices V are translated and scaled by normalizing the
template sphere into a unit sphere has a radius of 1 and a center point of O.
According to this, new bins Bi0 are constructed as follows:
Bi 0 = {vj |ξ/λ + i · (1/λ − ξ/λ)/N ≤
ρj ≤ ξ/λ + (i + 1) · (1/λ − ξ/λ)/N }, for 0 ≤ i ≤ N

(10)

The watermark extraction process from the range of the Bi0 region is the same
as the process in Eq.3- Eq.7. After the extraction of all the watermark bits, the
final information is recovered by secret key K which was used in the embedding
process.
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(a)

(b)

Fig. 6: The distribution of radius and center coordinate(x-axis) of the candidate
spheres

4

Experimental Results

In this section, we provide the experimental results of the proposed method.
In this experiments, we set the parameter of the proposed method as follows.
The watermark bits N is set 64-bits. And λ, ξ,  and δ are set as 0.4, 0.3,
0.005 and 0.1, respectively. In addition, Nt and Nτ are respectively set as 15,
30. Finally, we used from the third ring to the fifth ring as the marker. The
Alface’s[2] and Mun’s[16] methods are compared with the proposed method to
shows the performance objectively. Both comparison methods use the part of
model since they are segmentation based method. For the reason, the methods
do not show the enough performance with 64-bits watermark. Thus, we conduct
the additional experiments with 16-bits watermark. For the Alface’s method the
watermark strength α is set as 0.2 and the smoothing ratio factor for prong
detection is set as 0.85. For Mun’s method, we set α as 0.1 and smoothing factor
as 0.7 for coarser segmentation. Also, the number of lays and Gaussian for SDF
calculation as 30, 4, respectively. In the robustness test for cropping attack, we
combine the existing Cho’s[17] method with our proposed template to show the
effect of proposed watermarking method. For the Cho’s method, N is set as 64
and α is set as 0.1.
4.1

Invisibility Test

We use maximum root mean square error (MRMS)[21] and mesh structural
distortion measure (MSDM)[22] as the metric for the invisibility test. The MRMS
metric reflects the geometric distortion while the MSDM metric relfects the
human visual factors. Table 1 and Table 2 shows the results of the invisibility test
of the comparison and proposed methods. As mentioned before, the comparison
methods use the part of mesh, not the entire mesh. For the reason, they have
advantage in terms of the invisibility. However, the stero mesh have very small
amount of geometric distortion when the MSDM value is less than 0.3[1]. The
results of the proposed method also corresponds that.
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Table 1: The MRMS results of the various watermarked models of the proposed
and comparison methods (10−3 )
Models Alface16 Alface64
bunny
1.376
0.349
elephant 0.435
0.113
scorpion 54.560 13.835

Mun16
0.803
0.499
40.190

Mun64 Proposed
0.196
0.765
0.128
0.416
10.777 42.376

Table 2: The MSDM results of the various watermarked models of the proposed
and comparison methods
Models Alface16 Alface64 Mun16
bunny
0.325
0.184
0.213
elephant 0.180
0.087
0.175
scorpion 0.289
0.166
0.207

Mun64 Proposed
0.121
0.234
0.099
0.194
0.144
0.233

Table 3: Robustness against random noise addition
Models Amplitude Alface16 Alface64 Mun16
0.02%
0.813
0.438
0.000
0.04%
0.313
0.625
0.000
bunny
0.06%
0.500
0.422
0.563
0.08%
0.313
0.469
0.313
0.1%
0.563
0.453
0.500
0.02%
0.375
0.563
0.328
0.04%
0.422
0.313
0.484
elephnat
0.06%
0.484
0.625
0.516
0.08%
0.563
0.500
0.547
0.1%
0.563
0.375
0.609
0.02%
0.000
0.000
0.000
0.04%
0.125
0.188
0.313
scorpion
0.06%
0.063
0.297
0.000
0.08%
0.563
0.500
0.000
0.1%
0.563
0.531
0.000

4.2

Mun64 Proposed
0.375
0.000
0.462
0.000
0.453
0.000
0.453
0.016
0.609
0.078
0.000
0.000
0.000
0.000
0.438
0.016
0.375
0.141
0.125
0.250
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.094
0.000

Robustness Test

Here, we provide the result of the robustness test. In the robustness test, we
could observed that the prong feature used in the Alface’s method is changed
by not only signal processing attack but also watermarking process. Therefore,
that makes the performance drop for almost experiments. But, it show relatively
better results when the model have sharp region.
The robustness test is conducted on the common signal processing and cropping attack. We use the metric for representing the robustness as bit error rate
(BER). For the test for common signal processing, we conducted the experiment
against the random additive noise, quantization, smoothing and simplification.
At first, Table 3 shows the results about additive random noise. We use noise
factor from 0.01% to 0.1%. The proposed method showed better results than
comparison methods in terms of the stability and robustness.
Second results are about quantization process. We quantized the mesh into
from 14-bits to 10-bits. Table 4 shows the proposed method robust to the quantization.
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Table 4: Robustness against uniform quantization of the vertex coordinates
Models Intensity Alface16 Alface64 Mun16
14-bits
0.375
0.578
0.000
13-bits
0.688
0.469
0.000
bunny
12-bits
0.438
0.516
0.375
11-bits
0.563
0.531
0.125
10-bits
0.375
0.391
0.438
14-bits
0.484
0.375
0.000
13-bits
0.344
0.125
0.109
elephnat 12-bits
0.531
0.625
0.016
11-bits
0.469
0.188
0.016
10-bits
0.547
0.375
0.109
14-bits
0.063
0.000
0.000
13-bits
0.188
0.000
0.031
scorpion 12-bits
0.188
0.125
0.031
11-bits
0.438
0.125
0.094
10-bits
0.375
0.094
0.063

Mun64 Proposed
0.000
0.000
0.328
0.000
0.297
0.000
0.000
0.000
0.328
0.000
0.063
0.000
0.000
0.000
0.000
0.000
0.063
0.000
0.063
0.000
0.000
0.000
0.125
0.000
0.031
0.000
0.094
0.000
0.125
0.000

Table 5: Robustness against smoothing process
Models Iteration Alface16 Alface64 Mun16
1
0.500
0.547
0.000
2
0.375
0.406
0.438
bunny
3
0.313
0.422
0.125
4
0.563
0.578
0.000
5
0.438
0.344
0.125
1
0.438
0.469
0.000
2
0.063
0.000
0.000
elephnat
3
0.625
0.438
0.000
4
0.500
0.391
0.000
5
0.438
0.484
0.063
1
0.000
0.000
0.000
2
0.000
0.156
0.000
scorpion
3
0.000
0.297
0.000
4
0.563
0.484
0.000
5
0.688
0.484
0.500

Mun64 Proposed
0.406
0.000
0.375
0.031
0.438
0.031
0.422
0.031
0.391
0.516
0.031
0.000
0.078
0.016
0.172
0.047
0.094
0.047
0.391
0.234
0.000
0.000
0.078
0.422
0.141
0.016
0.125
0.000
0.141
0.000

The third experiments were conducted to test smoothing. For the smoothing
experiment, we use Taubin method[23] and smoothing factor is set as 0.4. We
conducted the experiment from first iteration to the fifth iteration. Table 5 shows
the result. The proposed method showed better results overall. In spite of that,
the performance was dropped to the scorpion model since there were errors in
the construction process of template sphere.
The last experiment of signal process attack is simplification. We conducted
the results for the 2%-10% of the simplification. Table 6 show the results. The
proposed method relatively vulnerable to the connectivity attack like simplification since it use ring information. Accordingly, the results show the drop of
performance with bunny model.
Next experiment is about the cropping attack. Fig 7 shows the results of the
cropping attack. Here, we also shows the result of combination of the proposed
template method and the existing method which is introduced in Section 2. We
can easily observe that the BER is increased rapidly when the existing watermarking method is combined. On the other hands, the propsed methods show
better performance. However, the proposed method shows the BER when cer-
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Table 6: Robustness against surface simplification
Models Ratio Alface16 Alface64 Mun16
2%
0.500
0.688
0.141
4%
0.469
0.625
0.547
bunny
6%
0.547
0.375
0.375
8%
0.656
0.313
0.547
10%
0.563
0.563
0.516
2%
0.516
0.500
0.422
4%
0.484
0.500
0.516
elephnat 6%
0.500
0.063
0.578
8%
0.438
0.500
0.484
10%
0.484
0.500
0.484
2%
0.000
0.000
0.172
4%
0.000
0.000
0.328
scorpion 6%
0.125
0.188
0.219
8%
0.531
0.375
0.328
10%
0.641
0.500
0.313

(a) bunny

Mun64 Proposed
0.000
0.000
0.125
0.469
0.000
0.609
0.313
0.484
0.438
0.484
0.000
0.016
0.000
0.000
0.000
0.000
0.375
0.000
0.438
0.578
0.000
0.000
0.000
0.000
0.063
0.000
0.563
0.000
0.063
0.000

(b) elephant

(c) scorpion

Fig. 7: Robustness against cropping attack

tain bin information is removed by the cropping. Nevertheless, the proposed
method enable to extract watermark information from the rest of bins by maintain the synchronization from the local deformation. Compared to the fact that
the comparison methods shows drop of the performance to the more than 10%
of cropping, the proposed method improved the performance significantly.
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Conclusion

In this paper, we proposed a novel, blind and crop-resilient mesh watermarking
scheme based on a template. The proposed method is capable of extracting
a watermark even against a high rate of the cropping because the template
maintains the synchronization against the local deformation, including cropping.
With our design that considers cropping, it shows a low BER to a severe rate of
cropping, which is a significant improvement over the previous methods.
The proposed scheme is robust not only against cropping attacks but also
against signal processing attacks. In the proposed scheme, the template is extracted on the basis of the weighted residual error of the 3D circle fitting. In
particular, the process of selecting a genuine template vertex from candidates
significantly decreases the false positive error rate. Only if the attacks do not
change the shape of the template entirely, the template can be extracted in a
stable way.
The proposed method also has some limitations that should be overcome.
First, the bit information cannot be extracted when a certain bin is completely
removed by the cropping attack. The method is also vulnerable to a connectivity attack like simplification since it uses connectivity information. Finally,
there was a decrease in the performance in terms of the invisibility because the
proposed method embeds not only the watermark information but also template
information. Those limitations could be overcome in the future studies.
Acknowledgments. This work was supported by the Institute for Information
& communications Technology Promotion(IITP) grant funded by the Korean
government(MSIP)(No.R0126-15-1024, Managerial Technology Development and
Digital Contents Security of 3D Printing based on Micro Licensing Technology)

References
1. Wang, K., Lavoue, G., Denis, F., Baskurt, A., He, X.: A benchmark for 3D mesh
watermarking. SMI 2010 - International Conference on Shape Modeling and Applications, Proceedings, 231–235 (2010)
2. Alface, P. R., Macq, B.: Blind and robust watermarking of 3d models : how to
withstand the cropping attack?. Proceedings of the IEEE international conference
on image processing, 465–468 (2007)
3. Wang, K., Lavoue, G., Denis, F., Baskurt, A.: A comprehensive survey on threedimensional mesh watermarking. IEEE Transactions on Multimedia, 10, 1513–1527
(2008)
4. Valette, S., Prost, .R.: Wavelet-Based Multiresolution Analysis of Irregular Surface
Meshes. IEEE Transactions on Visualization and Computer Graphics, 10, 113–122
(2004)
5. Wu, J., Kobbelt, L.: Efficient spectral watermarking of large meshes with orthogonal
basis functions. Visual Computer, 21, 848–857 (2005)
6. Li, L., Zhang, D., Pan, Z., Shi, J., Zhou, K., Ye, K.: Watermarking 3D mesh by
spherical parameterization. Computers & Graphics, 28, 981–989 (2004)

Blind 3D Mesh Watermarking based on Sphere-Shape Template

15

7. Konstantinides, J.M., Mademlis, A., Daras, P., Mitkas, P.A., Strintzis, M.G.: Blind
robust 3-d mesh watermarking based on oblate spheroidal harmonics. IEEE Transactions on Multimedia, 11, 23–38 (2009)
8. Ohbuchi, R., Mukaiyama, A., Takahashi, S.: A frequency-domain approach to watermarking 3D shapes. Computer Graphics Forum, 21, 373–382 (2002)
9. Kim, K.T., Barni, M., Tan, H.Z.: Roughness-adaptive 3-D watermarking based on
masking effect of surface roughness. IEEE Transactions on Information Forensics
and Security, 5, 721–733 (2010)
10. Rolland-Neviere, X., Doerr, G., Alliez, P.: Triangle surface mesh watermarking
based on a constrained optimization framework. IEEE Transactions on Information
Forensics and Security, 9, 1491–1501 (2014)
11. Bors, A. G.: Watermarking mesh-based representations of 3-D objects using local
moments. IEEE Transactions on Image Processing, 15, 687–701 (2006)
12. Bors, A. G., Luo, M.: Optimized 3D watermarking for minimal surface distortion.
IEEE Transactions on Image Processing, 22, 1822–1835 (2013)
13. Hou, J. U.,Kim, D. G., Choi, S. H., Lee, H. K.: 3D Print-Scan Resilient Watermarking Using a Histogram-Based Circular Shift Coding Structure. Proceedings of the
3rd ACM Workshop on Information Hiding and Multimedia Security - IH&MMSec
’15, 115–121 (2015)
14. Wang, K., Lavoue, G., Denis, F., Baskurt, A.: Robust and blind mesh watermarking
based on volume moments. Computers & Graphics, 35, 1–19 (2011)
15. Luo, M., Bors, A. G.: Surface-preserving robust watermarking of 3-D shapes. IEEE
Transactions on Image Processing, 20, 2813–2826 (2011)
16. Mun, S.M., Jang, H.U., Kim, D.G., Lee, H.K.: A robust 3d mesh watermarking
scheme against cropping. International Conference on 3D Imaging (2015)
17. Cho, J.W., Prost, R., Jung, H.Y.: An Oblivious Watermarking for 3-D Polygonal
Meshes Using Distribution of Vertex Norms. IEEE Trans. on Signal Processing, 55,
142–155 (2007)
18. Liu, Y., Prabhakaran, B., Guo, X.: Spectral Watermarking for Parameterized Surfaces. IEEE Transactions on Information Forensics and Security, 7, 1459–1471 (2012)
19. Gander, W., Golub, G. H., Strebel, R.: Least-squares fitting of circles and ellipses.
BIT Numerical Mathematics, 34, 558–578 (1994)
20. Zafeiriou, S., Tefas, A., Pitas, L.: Blind robust watermarking schemes for copyright
protection of 3D mesh objects. IEEE Transactions on Visualization and Computer
Graphics, 11, 596–607 (2005)
21. Cignoni, P., Rocchini, C., Scopigno, R.: Metro: Measuring Error on Simplfied Surfaces. Compututer Graphics Forum, 17, 23–38 (2009)
22. Lavoue, G., Gelasca, E.D., Dupont, F., Baskurt, A., Ebrahimi, T.: Perceptually
driven 3D distance metrics with application to watermarking. Proc. SPIE 6312,
Applications of Digital Image Processing XXIX, 6312 (2006)
23. Taubin, G.: A Signal Processing Approach To Fair Surface Design . Proceedings
of the 22nd annual conference on Computer graphics and interactive techniques,
351–358 (1995)

