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Abstract—Pervasive computing is a future technology that mails, software, security clearance and the nearest available
provides a user with the capability to compute and communicate printer, fax machine, and vending machieé; A user in such

from everywhere. In a pervasive computing environment, a User o anyironment need to just concentrate on his work and let
interacts with many smart devices around him to obtain some . L
the devices do their job seamlessly.

useful services from them. These smart devices can be either

genuine or malicious. Users privacy is at a greater risk, as they ~ Among many security requirements of a pervasive comput-
are prone to revealing their location, identity and transactions ing environment, this paper focuses on user authentication,
mforr_natlon to such devices. C_)n the other ha}nd,_ user authent_lca- authorization and privacy protection.

tion is also very much required for authorization and service

access control. This allows smart devices to provide services « User authentication to corroborate of the identity of a

to only authorized users. However, authentication and privacy

protection are conflicting issues. In order to protect users from

invasion of privacy, they must be allowed to interact anonymously

with other smart devices. Thus, authenticating and authorizing

an anonymous user becomes a challenging task. In this paper,
we propose a simple and efficient “capability-based privacy-

preserving” scheme for pervasive computing environments. The
proposed scheme allows a user to anonymously interact with
service providers or other smart devices and also allows the
service providers to effectively authenticate and authorize users
based on the anonymous information submitted by them.

user [15]. In a pervasive computing environment, user au-
thentication establishes trust among communicating users
and other smart devices. It allows service providers to
interact with only known and trusted users, and prevents
malicious users from trying to impersonate genuine ones.
User authentication is very much required for providing
authorization and service access control to the users.
User authorization checks whether an authenticated user
is indeed permitted to access the service he is currently

requesting for. Only when the user is authenticated and
authorized, the service provider provides the user the
access control to the service he is requesting for. For ex-
ample, in an office pervasive computing environment, the
access rights of staff, manager and president are different.
In an airport pervasive computing environment, first class
passengers can access some extra special services than
economy class passengers.

User privacy protection is one of the big forthcoming
challenges for actually deploying pervasive computing
services on a significant scale. In the environments with
significant concentration of “invisible” computing devices
gathering and collecting users identities, their location
and transactions information, the user should rightly be
concerned for their privacy. This personal information
could allow service providers and eavesdroppers to gener-
ate detailed profiles of the user, his buying interests, trace
all his actions, and even hack in to users Wireless Per-
sonal Area Network (WPAN) [30]. As a result restricted
access to users personal data [21] should be provided
by all protocols executing in a pervasive computing
environment.

I. INTRODUCTION

Pervasive computing [22], [20] or ubiquitous computing
means the availability of computing and communication re-
sources whenever and wherever we are. A pervasive comput-
ing environment is saturated with devices, which compute and
communicate “for”, “on behalf” and “along with” users in
order to provide some useful services. A user should obtain
and make use of such services seamlessly and comfortably, bt
should never be burdened with instructions and interfaces on
how to handle those devices. Nowadays mobile phones and
PDAs are part and parcel of our lives. Apart from helping
us to communicate, these mobile devices would very soon
allow us to interact with other smart devices around us, thus
supporting a pervasive computing environment. The scenarios
provided below would help us to better understand the concept
of a pervasive computing environment.

A pervasive computing environment [29], [28], [34] can be
a meeting room (Smart Space) [33] that automatically provides
a speaker the access to a beam projector and a computer, takes
meeting minutes, takes commands from attendees and applies
them differently depending on who spolet¢. It can also be an
office network [32], where users can easily locate and messagén most pervasive computing environments, it is desirable
their colleagues who are on the move, can use their portabiat the user interacts anonymously with the service providers
mobile devices to have an on-the-fly access to documentspe-other smart devices. In anonymous interactions the user



never communicates his real identity to the service providers.The authorized server issues capabilities to the user de-
This would certainly protect user’s privacy. But the catch is, {fending on his role in the pervasive computing environment,
the user is not revealing his real identity to the service providéor e.g., student, professor, staff, manager, visitor, first class
how the service provider can trust the user to be genuine graksengegtc Capability is digitally signed (refer “digital sig-
check whether he is allowed to access that particular servitatures” in [16]) by the authorized server and it is unforgeable.
or not. In other words, it would be difficult to accomplishit is stored in the user’s portable mobile device. The user
user authentication, authorization, and service access contsblould present his capability to a service provider whenever he
Our scheme focuses on resolving this conflicting nature wfants to access that service. The service provider first verifies
user authentication, authorization and privacy protection. Tifethe capability is indeed issued (signed) by the authorized
scheme provides user anonymity and the service provideexver and then verifies if the capability includes an entry
would still be able to authenticate, authorize and providenade by the authentication server) that authorizes the user
service access control to the users based on the anonymiuaccess the particular service he is requesting for. If so, it
information submitted by them. provides the service, otherwise, it denies service access control
The privacy issue in pervasive computing environments tig the user. The advantage of this approach is that, when a
much more complex than in the traditional environments duser requests for a service from a service provider, the service
to its distributed and heterogeneous nature, and a large varigtgvider need not communicate with the authentication server
of different applications running on it. Although the privacyn order to authenticate and authorize the user, it needs to only
issue in pervasive computing environments received the mustify the capability submitted by the user.
extensive concern in recent publications, still limited results _ ,
have been yielded. Usually, the previous works have providBd Blind-Signature
only frameworks instead of concrete protocol designs, noneln 1982, David Chaum invented a new cryptographic prim-
of them have considered privacy (anonymity), authenticatidgtive called blind-signature [8], which is still being used as a
and authorization all together, and are either too compleximer tool to design electronic payment and electronic voting
or computationally expensive, or assume too much trust $eshemes with user privacy-protection in mind. Blind-signature
the system, or not at all suitable to heterogenous natureigfa special kind of digital signature [16], which allows users
pervasive computing environments. This paper describes darget signatures on their messages from authorized enti-
simple and efficient concrete protocol design, which providéies/signature issuer®.g. banks, trusted third parties) with-
capability/credential based anonymous user authentication amd revealing the message contents to the authorized entity.
authorization in pervasive computing environments. It has lourthermore, if malicious signature issuers and verifierg. (
computation and communication complexity, suitable to boervice providers, merchants) collude, they cannot discover the
low and high computing smart devices available in pervasiveal identity of the user who actually holds the signatures. The
computing environments. detailed description of a blind signature scheme based on the
This paper is divided into the following sections. SectioRRSA digital signature scheme is given in [8].
Il briefly describes the background information pertaining
to capability and blind-signature mechanism. This helps the
reader to better understand our scheme. Section Il provided his section provides detailed description of our proposed
detailed description of our proposed scheme including desigéheme, including design considerations, system architecture,
considerations, system architecture, and protocol descripti@nd protocol description.
Section IV provides the analysis of our scheme with respect
to security, complexity and comparison with related work.”
Section V mentions our further work and concludes this paper.The following design considerations support our scheme.
1) Targeted Level of User PrivacyThe physical outreach
Il. BACKGROUND of pervasive computing makes preserving user’'s privacy a
. . . . B e w.._. much more difficult task [24], [6], [3]. Privacy is being
.Th's s?cuon briefly introduces capab|l|.ty a.nd. blind-cnidered as one of the fundamental security concerns that
signature” concepts, as they form the basic building bloc‘é‘?‘e explicitly identified by a series of laws [31]. Also privacy is
of our proposed scheme. a fuzzy term that is often overloaded to mean a large variety of
things. Therefore, before proceeding any further, it is important
to clarify the scope of user privacy that we strive to achieve in a
In capability-based approach, a user holds his privileges ubiquitous computing environment. The real identity of a user
access some resources or services in the form of certificatesloould never be revealed from the communications exchanged
credentials called capabilities. In other words a capability ietween the user and service providers unless it is intentionally
something that can be used to prove who you are, or prove tHigclosed by the user or the system (with the consent of the
you are authorized to do something. The capabilities are issuextr). The linkability among different communication sessions
to the user by an authorized entity/server, which is trusted bdibtween the same user and service provider should not exist.
by the user and the service provider. It is not feasible to provide perfect privacy (anonymity). User

Ill. PROPOSEDSCHEME

Design Considerations

A. Capability-based User Authentication and Authorization



devices can still be traced at the link layer via MAC or Ifn the user’'s mobile device. The “user using his mobile device”

addresses. As a result, considering link layer anonymity iisteracts with the service providers anonymously. The “service
beyond the scope of this paper. However high computatipnovider” receives the capability from the user and verifies the

and communication intensive approaches like mix-networkirggenuineness of the capability and accordingly decides whether
[7], onion routing [18], crowds [19], and anonymizer [25}o provide the service access control to the user.

do address the link layer anonymity. Our scheme provid%s

— - ; , > Protocol Description
user authentication, authorization and privacy protection at the

application layer. e
2)_ Data SeCl_mty AssumpnonsSmce our main goal is to 42+ 1D, pwd, Blind (PK,, ) K. K.
provide user privacy protection, authentication and authoriza it ew
. . . . SKy,PK, A3:Sigg.  (Blind(PK,)) SK 2> PK s
tion, we assume that the pervasive computing environmer -« - » o g
User CapN > CapN

already has some of the basic data security mechanisms, whi _
provide data confidentiality and integrity for the communica-| “tnoind
tion channel among the interacting entities in the environmentSig.,, (PKy,
We also assume that mechanisms for user to authenticate

the service provider are already in place. These assumptiof.Srie cess Phase |

are considered in order to make the protocol explanatio « Bl:R PK,,

simple and to-the-point. Eventually a slight enhancement o B2:S,,Sigg (R +1),PK,,Sigy, (PK,)

our scheme can easily accomplish the above-assumed di userw ; S Sigg, (PKy)

security requirements. B U&; P 55 il)w
3) Targeted Scope of Administrative DomairBue to the [+—85 AccoptReject Sewii:%v:der(sp)

heterogeneous nature of pervasive computing environments

and to minimize the overhead involved in dealing with multiple Fig. 1. System architecture

administrative domains, we assume the existence of a medium
sized (school campus/office) sized pervasive computing envi-As shown in Figure 1, our proposed scheme involves
ronment under a single administrative domain. Also in thisvo phases, “Capability Issuing phase” and “Service Access
campus sized pervasive computing environment there exist tRbase”. Before describing the two phases, we assume that,
different network technologies: WLAN (IEEE 802.11a/b/g)nitially the user “Alice” personally registers with the au-
and LAN (Local Area Network). The user in this environmenthentication server via her true ID (fag.g. social security
uses his mobile device such as a PDA or a mobile phonertamber, student ID, employee 1Btc) and a password of her
access different services available to him through a wirelesisoice, accompanied with officially certified documents (from
LAN. school administrative dept., company’s human resource dept.,
4) Low Computation & Communication Overheadle as- etc) proving her true ID. Authentication server after verifying
sume that the users in this environment carry a low-compultitige original documents, identifies Alice with a particular role
and resource-poor mobile device such as a mobile Phone ard the organization/pervasive computing environment éay.
PDA. These portable mobile devices should have the capabiliyident, professor, staff, manager, visitgr). The authentica-
to compute in order to communicate anonymously with th#n server then stores its public ke 45 in Alice’s mobile
system. A pervasive computing environment is heterogenealevice. This step is taken, so that Alice can make usesf;
in nature with both high and low computing smart devices. A® verify the future digitally signed communications (using au-
a result, the schemes with cost effective (low computation atitentication server’s secret k&< 4 5) from the authentication
communication complexity) cryptographic techniques woulserver. The above registration procedure can be carried out
best suit both low and high computing smart devices. securely via online, or offline, or in an entirely different way
. depending on the environment’s security policy. The bottom
B. System Architecture line is that the authentication server must register the real
Considering a medium sized pervasive computing enviroip, password and the role of the user in the environment
ment, our proposed scheme includes three entities: Authentird should be able to transfer its public key to user’s mobile
cation server, User and his portable mobile device, and Servifgrsice. As a result any secure registration procedure can be
Provider. Generally a pervasive computing environment employed.
parts of a huge pervasive computing environment are managed) Capability Issuing PhaseOne fine day, after the reg-
by a Control Server/Main Server. It may mange naminigtration procedure, Alice decides to make use of certain
system, service providers, service/resource discovery, contsatvices in the pervasive computing environment. But in order
analysis and management, services update, and many moretoAsiake use of services from different service providers in the
a result, it can also take up the job of being an authenticatienvironment, she needs to have her own “capability” issued
server. The “authentication server” issues capabilities to thg the authentication server. As a result, Alice undergoes the
user depending on his role in the environment for examplellowing steps to get a capability from the authentication
student, professor, staff, manager, visigtg They are stored server.



Step Al: In this phase, Alice generates a public-kBy<;;  provider. WhereS; is the service ID Alice wants to obtain
and its corresponding secret-k8¥ ;. Using a blind-signature access control from the service provider.
scheme, she blinds theKy; as Blind(PKy). Step B3:The service provider receives the message B2 from
Step A2: She sends her real ID, passwofdvd, and Alice. It first retrieves from its databaseK ., and verifies
Blind(PKy) to the authentication server, thus requestingie signature of authentication server Stysxk,.,, (PKy).
for a capability to be issued. The previously registered ID satisfied it proceeds to check i#K;; sent in open equals
and password are used for authenticating the user to A&y in Sigsk..,,, (PKy).
authentication server. Step B4: The service provider then verifies the signature
Step A3: Authentication server checks the ID and passwoish Sigsk,, (R + 1). Using PKy sent in open. If equal, the
of the user and verifies if the ID is a member of the organizgervice provider realizes that only the user whd3g; is
tion. If yes, it retrieves the role of the ID in the organizatiosigned by the authentication server can only effectively sign
and according to the ID’s role, the authentication server sigmg + 1 using his ownSK;.
on Blind(PKy) with the corresponding capability's secret Step B5: Thus the service provider without knowing the
key. The authentication server stores a set of public and secretl identity of the user, concludes that this particular user
key pairs of different versions of capabilities. For exampléas the capabilityCapy = Sigsi..,, (PKy) issued by the
Capl includes permission to access services with service IRgthentication server and hence is authorized to access the
{51, S3, 56, S12} andCapl may be suitable to all the studentsserviceS;, which is included in the sefS, Ss, Sg, S12} for
in the campus. Similarly”ap2 includes permission to accessCapl. If any one of the above checks fail, Alice is denied
services IDs{S1, Sg, S2s, 530}, which may be suitable to all access td5;.
the managers in the office. Therefore if the authentication
server signsBlind(PKy) with the secret keySKcqp1 Of IV. ANALYSIS
Capl, then the Alice, who happens to be a student, can accgss
the serviceg Sy, Ss, Sg, S12}- '
Step A4. Alice receivesSigsk,.,,, (Blind(PKy)) and The security analysis of our scheme is as follows:
verifies the signature on message A3 usiAg 45. Since 1) User Privacy Protectionin step A4 of capability issuing
PKy is blinded, the authentication server does not know thhase, Alice’s capabilityCapy = Sigsk..,,, (PKy) does
value of PKy;. But the speciality of the blind signature schemeaot contain her real ID. And also from message B2 in the
is that, the authentication server can still signi®find(PKy) Service access phase, it can be noticed that Alice’s real identity
asSigskc,,, (Blind(PKy)), without even knowing the value (ID) is never sent to the service provider. As a result, the
of PKy. User un-blindsSigsx,.,,, (Blind(PKy)) to obtain  service provider does not know the real identity of Alice. On
signature of capabilityl directy onlPKy. PKy is now the other hand the authentication server does not know what
exposed, and as a resdlupy = Sigsk.,,, (PKy) becomes services the user has accessed, because the service provider
the personalized capability only for Alice. and the authentication server never communicate with each
Authentication server distributes the public-ké¥K,,1 other during the service access phase. The service provider
of Capl to service providers which are providing serviceauthenticates and authorizes Alice based on her capability
{51, 53,56, 512}. When a user submit€'apy to a service Capy. This provides complete anonymity and privacy to
provider, the service provider useBKc,, to verify the Alice.
authentication server's signature drapy. The capability — Since the service provider receiv€d<y;, Alice can still be
issued by the authentication server to Alice has Time to Liveacked with herPK usage. But even in this situation the
value, after which the capability expires. Therefore dependingal identity of Alice is never revealed, becau3&; acts as a
on the computational capability of the user's mobile devicpseudonym for Alice’s real ID. And also depending on Alice’s
this Time to Live value can be at the maximum for a day, anobile device’s computational capability and environment's
for couple of hours or for that particular session only. After theecurity policy, the Time to Live value of Alice’s capability
capability expires, Alice has to restart this capability issuingan be at the maximum for a day, or for couple of hours or for
phase with a new pair of public and secret keys. that particular session only. After the capability expires, Alice
2) Service Access Phas@éfter receiving a capability from has to restart the capability issuing phase with a new pair of
the authentication server, in this phase, Alice wants to accersblic and secret keys. So the service providers receive dif-
a particular service from a service provider. As a result, Aliderent P Ky s/pseudonyms from the same user during different
undergoes the following steps to get service access coniselvice access phases. The more frequeRtly, and SKy

Security Analysis

from the service provider. are changed, the better the anonymity/privacy, but induces
Step BlService provider generates a random numBer high computational overhead on Alice’s mobile device. This
and sends it the user. is a trade-off issue between perfect un-linkable anonymity

Step B2:User signsk; +1 usingSKy asSigsk, (R1+1). and performance degradation. However, capabilities issued for
A unique random number is generated by the service providenly one day are reasonably secure, provide required level of
every time this phase is initiated by the user. Alice then sengartial un-linkable anonymity/privacy, and at the same time
S1, 8igsk, (R1 + 1), PKy, Sigsk..,,, (PKy) to the service induce less computational overhead on Alice’s mobile device.



This consideration especially suits pervasive computing envi-4) Capability Non-transferability:Our scheme discourages
ronment, which includes both low and high computing sma#llice to transfer her capability to another user say “Bob”. In
devices. step B1 of the service access phase, only Alice who obtained
Our scheme also prevents the service provider and tbepy = Sigsk..,, (PKy) from authentication server can
authentication server from maliciously colluding with eaclorrectly sign onR; +1) asSigsk,, (R1+1) using her secret
other in order to reveal the actions/transactions of the user d@y S K. As a result, if Alice wants to transfer her capability
expose his privacy. The service provider recei¥ds;; from to Bob, then Alice should give away her secret key to Bob.
Alice via message B3, it can serftlK; to the authentication Alice would not want to give away her secret key to Bob, as
server with a hope to obtain the real identity ID = AliceBob may misuse it. This discourages illegal capability transfer.
However, at the authentication server’'s end, there is no match ] )
between the real identity (ID) of the user and his/tidk;;. B- Complexity Analysis
It can be noticed in message Al of capability request phase)n this section, we analyze the proposed scheme, comparing
PKy is blinded asBlind(PKy) using the blind-signature with the existing approaches in terms of storage requirement
scheme, as a result the authentication server never knows ahd operation complexity:
value of PKy. Thus collecting a set of Alice’'? Kys and In a pervasive computing environment, we are mostly in-
sending it back to authentication server does not serve dasyested in storage and computational overhead in user side
purpose for the malicious service provider to know the rehkcause they own only small devices such as hand phones, and
ID of Alice. PDAs. The blind signature scheme is the heart of our proposed
2) User Authentication, Authorization and Access Controkcheme. As we mentioned before, the very first secure blind
Via steps B3 to B5 of the service access phase, it can $ignature scheme is based on RSA and proposed by David
noticed that Alice is effectively authenticated, authorized ariéhaum [8]. For our proposed scheme, we recommend 512-
provided/denied with service access solely based on 1) thié RSA modulus since normally 512-bit modulus is secure
verification of authentication server’s signature on a capabilignough for non-critical applications in a pervasive computing
Capy = Sigskc., (PKy), 2) PKy sent in open equals environment and also authentication and authorization is a
PKy in Sigsk..,, (PKy), and 3) verifying Alice’s signature: very short and quick process in any transaction demanding
Sigsk, (R1+1) on Ry + 1 using PKy. The real identity of short time security. Then, the signature size is 512-bit long.
Alice user is never used. Users also have to generate a public key and secret key pair
In Step B1 of the service access phase, it can be noticaad elliptic curve cryptography is the most suitable solution
that the service provider sends a unique random nuniher as it provides small key size and comparable speed to other
to Alice’s mobile device. Even though Alice’s real ID ispublic key crypto systems. Commonly, 80-bit key is sufficient
never included in her capabilit¢’apy, still the capability in elliptic curve cryptography [27]. So a user has to store
can be anonymously linked to Alice, because only the traetally n*(80 + 80 + 512) = n*672 bits where n is the number
holder of SK can correctly sign or{R; + 1) in message of capabilities issued for him. If a user uses common public
B2, which can eventually be verified by the service providdey and secret key pair for all capabilities (which mean he
using only PKy and PKy is included in the capability uses the same public key to interact with different service
Capy = Sigske.,, (PKy), which is digitally signed by the providers), then the user has to store 80 + 80 + n*512 = 160
authentication server. since the digital signature is unforgeabten*512 bits for capabilities.
no malicious attacker can modify the value B inside Regarding computational complexity, we note that, user can
the Alice’s capabilityCapy . If an adversary captures messaggenerate public key and secret key pair in advance and fetch
B2: Sy, Sigsk, (R1 + 1), PKy, SU9SKcap (PKy), and tries into its memory. In addition, it will also prefetch a seed value
to impersonate Alice by re-usin§apy = Sigsr,.,,, (PKy) into its memory for generating random value. In capability
during a different service access phase, the adversary will meguing procedure, according to the blind signature issuing
be successful in this impersonation attack. Because during thistocol based on RSA [21], user has to perform two modular
phase the service provider sends an entirely different unigesgponentiation, one modular multiplication and one modular
random number safR, and adversary cannot effectively sigrdivision. In service access procedure, user has to generate a
on R, + 1 as he does not know the secret key of Alig&’;;. random value and sign that random value using a elliptic curve
Thus impersonation attack can be detected and prevented signature scheme. We refer to [27], [26] for consideration of
3) Replay Attack Detectiontf an adversary captures mes-computational complexity of the two operations.
sage B2:S,, Sigsk, (R1 + 1), PKy, Sigskc.,,, (PKy), and Regarding performance of the proposed scheme, since in
replays it during a different service access phase (in ordegrvasive computing environment, users and probably service
to illegally access services;), the adversary will not be providers only own very low computational power devices.
successful in his malicious attempts. Because during tfliberefore, we are primarily interested in performance of
phase the service provider sends an entirely different unigeyptographic algorithms in handheld devices like smartcard
random number saf; and the captured message B2, does nahd PDA. As we mentioned, blind signature scheme based
contain R3. Thus replay attack can be detected and preverts RSA and digital signature scheme based on elliptic cure
adversaries from illegally accessing services. are recommended. The Table 1 gives timing information of



several relevant cryptographic operations in smartcard asefvice provider can solely verify the validity of issued capa-
Palm Pilot [23], [10], [11]. From this table we can inferbilities only when it knowsPK 45. A capability now has the
that our scheme has medium computational complexity afalowing form: < UserlID, Servicel D, AccessRightID,
induces less overhead on user’s mobile device.

Signsk .4 (UserID, Servicel D, AccessRightID >, where
SK 45 a secret key of the authentication server. The unforge-

TABLE | ability of capability is straightforward since digital signature
PERFORMANCETABLE is unforgeable.

Siemens Crypto Palm V Note that we intend to protect user privacy as well. Above
Smartcard * Dragonball ** approaches cannot support user privacy since UserlID is in-

Perf.  Remark Perf. Remark cluded in capability to prevent transferability, impersonation

102‘}1{;33 g?r']“ n/a 15 min. |ib§asrl§ and misuse of capability. Even if we do not include UserID

1094 ETRSA 230 s CRT 278 56 SaL in caqulllty, there is possibility t_hat service prov_ujer a}nd
Sig. Gen. method library auth_entlcatlo_n server colluqle to dls_,cover user activity since
1024-bit RSA 24 ms 1.8 sec. SSL service provider knows which service an user access while
Sig. Verif. library the authentication server knows the real identification of
1024-bit Mod. n/a 96.91 ms.  512-bit that user (to validate the user). Since each issued digital
_Expo. exponent signature is likely unique due to the randomized nature of
512-bit Mod. n/a 410 ms. digital signature issuing procedure. Therefore, the authentica-

Multi. 9 9 gp '
512-bit Mod. nla 1381 ms. tion server can make a table matching real user identification
Inverse and corresponding signature issued for each user. Later on,
EC-DSA n/a 514 ms. the service provider can forward capability which contains
Key Gen. _ _ the digital signature to the authentication server. Thereby the
SEig'giﬁ‘ 185 ms 12% bit 713 ms. 1s?§'b't two colluded parties can discover who actually used which
EC-DSA 360 ms 135-bit 1740 ms.  163-bit  SovIces. , _ o

Sig. Verif. sig. sig. As explained in the above security analysis section, in our

scheme, even though user’s real ID is never included in his
capability, the capability can still be anonymously linked to
user, because only the user can correctly sign on a random
C. Comparison With Related Work number (sent by the authent.ic.:ation server) u.sing his'secret.key,
which can eventually be verified by the service provider using
This section compares our scheme with previously proposeser’s public-key included in his capability. This provides
user privacy protection schemes in pervasive computing engbmplete privacy to the user. Also the scheme prevents service
ronments. providers from maliciously colluding with the authentication
1) Traditional Capability-based User Authentication anderver in order to reveal the true identity of the user and expose
Authorization: A simple and cheap capability-based usemis privacy.
authentication and authorization can be accomplished by usin@) Identity Management ApproachChanging pseudonym
message authentication code (MAC) [15]. More specificallgvery time when using services is a way to protect the
an authentication server agrees with a service provider mral identity of users. [13] used a similar method to define
a secret key, sayK s. The authentication server, upommultiple identities for a user, and the user uses them depend-
receiving a request from the user to issue him a capag on situations. Hence user privacy is only revealed upon
bility, validates the user and issues the capability in thesers'decisions. The identity management approach in [13] has
following form: < UserID, Servicel D, AccessRightID, presented a general framework without a concrete architecture,
Signk . (UserID, Servicel D, AccessRightID >, where protocol flows, and mechanisms to generate virtual identities
UserID represents user identification, ServicelD does servi@dDs). In addition, the user has to choose carefully, towards
identification and AccessRightID does the type of access waich party he uses which VID and when he has to change
the service. Because MAC provides data integrity and datss VID, on too much disclosed information in the VID'’s
authentication, only parties aware of the secret K€ys context. Handling VIDs in this way is certainly not user
(i.e., authentication server and service provider) can produciendly as it involves a great deal of user presetting and
and verify such capabilities. In fact, we expect that only theser intrusion to resolve a situation not considered in the
authentication server can issue capabilities. However, by usipgsetting. It also creates a burden on the user’s mobile device
MAC, the secret key is known to a service provider therefote decide and choose the appropriate VID depending on the
it can issue capability as well. To avoid such drawback, we carteracting service. Moreover, the linkable problem among
use digital signature instead of MAC. Because digital signatut#Ds must be considered,otherwise the real identity of a user
employs the public key cryptography, then the only informanay be revealed. Also this approach does not consider the user
tion available for service providers (as well as other partieauthorization aspect. [12] describes further drawbacks of this
is the authentication server’s public key, s&¥K 45, and a approach.

* 5MHz SLE66CX160S, **16.6 MHz




The major drawback of this scheme is the managementsafribed in the “complexity analysis” section. In our scheme the
pseudonyms and high degree of user involvement. Our scheawthentication server can never know the actions/transactions
provides user anonymity, authentication and authorization with the user.
out using pseudonyms. User just needs to store his secret and
public-key until the capability issued by the authentication V. CONCLUSION
server (on a daily, hourly, session basis) expires and henc®ur scheme can be easily ported on to a public space or
there is no overhead in managing different identities by therge scale pervasive computing environments, for example
user's mobile device. User’s involvement is also very low. Ouirports, train stations, streets, highwagts, Nowadays, in our
scheme is based on capability approach and it provides usetiety we can experience the ubiquitous presence of services
authorization facility to the service providers. being offered by credit card companies (VISA, MASTER)

3) Pseudonym System&Vhen considering authenticationand mobile operators (AT&T, BT, Vodafone, K&td). Con-
and privacy issues at the same time, David Chaum proposggners and service providers have already put in a great deal of
"pseudonym systems” [9]. In a pseudonym system, a us@list in such big organizations. Therefore these organizations
interacts with multiple organizations in an anonymous mannesin take up the role of authentication servers mentioned in
using so called pseudonyms (different pseudonym to interagir scheme and issue capabilities to their esteemed customers
with different organization). These pseudonyms are unlinkalde subscribers. In pervasive computing environments, such
to prevent two organizations from combining their database édganizations may want their customers, silver/gold/platinum
discover user’s activities. Pseudonym system provides a waystrd holders and VIP members to access different types of
user to get credential from one organization and demonstrgtgvices depending on their privileges.
to other ones (authentication) and that is why it is also calledOur proposed scheme is first of its kind to introduce
an anonymous credential system. One of famous examplgability based privacy preserving user authentication and au-
of the anonymous credential system is idemix [5], which igorization scheme for pervasive computing environments. The
based on the protocols proposed in [4]. However, in curresgheme is very simple, efficient and cost effective with respect
anonymous credential systems like [9], [4], while employingh storage and computation complexity. It provides complete
high computational complexity for number-theoretic opergrivacy and anonymity to the user. The service providers
tions, the computational complexity at the user’'s end is veguthenticate and authorize the users based on the anonymous
high. This fact is not appropriate for pervasive computingiformation submitted by them. The service provider does not
environment where users own computing devices with limitdghow the user’s real identity and the authentication server does
computational power. Furthermore, it is required that evenot know what services the user is accessing. Our scheme also
service provider maintain its own user database (remembkghieves capability non-transferability.
that a user uses different pseudonyms to interact with differentOur further work includes providing capability revocation
organizations). feature. This option would terminate a capability once issued

Our scheme is simple and easy to implement. As mentiongfla user, who is later caught indulging in malicious acts in
in the above “complexity analysis” section, our scheme inhe pervasive computing environment.
duces less computational burden on the user’s mobile device.
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