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Abstract—

We present a watermarking scheme for digital videos
that are based on human visual system characteristics,
Our watermarking scheme inserts perceptually invisi-
ble watermark in discrete cosine transform (DCT) do-
main. We have shown that the proposed scheme pro-
vides better results than two other popular schemes
both in transparency and robustnesa.

I. INTRODUCTION

A digital watermarking of electronic content iz to
insert some information into electronic contents such
as images, audio and video for copyright protection.
Cox proposed a watermarking scheme that is based on
the spread spectrum (SS) communication [1]. In this
scheme, DCT is performed on a whole image and then
the watermark is inserted (added) in a predetermined
range of low frequency AC components. The inserted
watermark signal consists of a sequence of real numbers
that are normally distributed and it is scaled accord-
ing to the signal strength of the frequency components.
Podilchuk and Zeng (P&Z) have recently extended this
scheme using Watson visual model to adapt the wa-
termark to each image and they believed that it can
provide a maximum length and maximum power wa-
termark [2], [4]. We improved their scheme in two as-
pects. Firstly we incorporated excitatory-inhibitory in-
teraction between cells into our entropy masking model
in order to maximize the watermark further. Secondly,
in P&Z’s scheme, watermarked image sometimes shows
image impairments because normal distributed water-
mark values will make the pixel values exceed the just
noticeable difference {(JND}. We used bounded normal
(BN) distribution which yield only the values between
-1 and 1 to overcome this problem (drawback).

II. ENTROPY MASKING MODEL FOR MAXIMAL
WATERMARK

Our perceptual watermarking scheme inserts invisi-
ble watermark in the DCT domain and it can be used
in the Moving Picture Experts Group (MPEG) com-
pression scheme. As shown in Figure 1, the watermark
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Fig. 1. Our perceptual watermarking scheme.

insertion uses JND to make the watermark which is
imperceptible and also has maximal strength. Watson
modelled three different properties of the human visual
system: frequency sensitivity (F, ), luminance mask-
ing (Lu,ep), and contrast masking (C. ) for each
DCT coefficients in every block as in the following equa-
tion [4].

X
Lu,v,b = Fu,v(yoﬁ)a (1)
0,0
Cuwp = max[Ly,y, |Xu,v,b|ﬁ“’v(Lu,v.b)l—ﬂ"'"] (2)

where Xy 0,5 is a DC coefficient of the block b, Xo is
a DC coefficient corresponding to the mean luminance
of the display, X, 45 is a (u,v)-th DCT coefficient of
the block b, and a and 3, are set to 0.649 and 0.7 to
control the degree of luminance sensitivity and contrast
sensitivity, respectively.

In human visual system, horizontal and amacrine
cells transmit signal to the neighbour bipolar and gan-
glion cells, which inhibit their responses (i.e. lateral
inhibition) [5]. Watson suggested an entropy masking
model in his paper [6], and we made a lateral inhibi-
tion model using a entropy masking V, ., as in the



following equation

Vi = maz[Cupby [Cuppl " (Euwp)] (3)
1
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= 3 PE) g s @

2EN(Xu,vs)

where E, , 5 is the entropy of N(X,, . ») which is a set of
Xu,vp's eight neighbours. We used 0.5 for . If the en-
tropy is large, the X, 5 will get much inhibitory effect
from its neighbours, so that it will increase its percep-
tual threshold Cy , 5. For computational efficiency, we
can use the variance of N{(X, v} instead of the entropy
of N(Xy 0.8

As the number of motion increases in a video sig-
nal, the human visual system decrease its sensitivity to
the motions. We can model this as a motion entropy
masking W, ., which is defined as follows

Wb = maw[Vu,v,ba IVu,v,bl : ]VIT"ME]

M, = p(C(b)) - log

(5)
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where My is the motion information (eg. motion vec-
tor) of a set C(b) which the block b is belongs to, and
we set 24 sets for C. Motion information for each set
C is computed, and sumed up to make the motion en-
tropy for a frame: M = 3 M,. n is set to 1.1 for our
experimentation.

After identifying the threshold value for each DCT
coefficients, we insert source based watermark into the
coefficients as in Xy, = Xyus + JND1 - wypp,
where X% , refers to the watermarked DCT coeffi-
cients, wy, 4,p is the sequence of watermark values which
take zero when Xy, < JNDy [2]. We used V,, ;5 for
JN Dy for our source watermark sequence. After that,
we insert a destination watermark into the coeflicients
asin X% ;= X2 |+ JINDa-wy 46, where X%, refers
to the destination watermarked DCT coeflicients, and
JN D, is set to W, o0 — Vieu pe

We use BN distribution to generate a watermark
Wy,v,p. Watermark which is generated from a normal
distribution N{0,1) sometimes results in values that ex-
ceed the JND, which in turn makes image impairment
as will be shown in our experiment.

III. SIMULATION

We show that our watermarking is transparent and
robust to video compression. We used MPEG-1 video
coding with 44:1 compression ratic resulting in 22.1
dB (PSNR) on avearge. After compression, the water-
marked image shows similar image quality to the non-
watermarked image as shown in Figure 2. The detec-
tion response sharply drops its value after video com-
pression, but still it shows positive response as shown
in Figure 3, We compared our video watermarking
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schemes with Swanson’s scheme [7], and our scheme
shows more gap in the response of watermarked and
non-watermarked images. Our scheme also shows con-
siderable gain in the frame 7, 12, 18, and 23 because
our scheme exploits motion information by using mo-
tion entropy.

Fig. 2. MPEG (CR=44:1,PSNR=22.1 dB) compression toler-
ance: (a) watermarked Football after MPEG, and (b) dif-
ference, (c) no watermarked Football after MPEG, and (d)
difference.
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Fig. 3. Detection response for watermarked Football and no-
watermarked Football after MPEG coding for (a) Swanson
scheme and (b) Our scheme.
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