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Abstract—In the near future, various multicast based services
will be provided over wireless mesh networks. For secure
multicast services, various tree based group key management
schemes have been introduced until now. Traditional tree based
approaches mainly focus on reducing the number of rekeying
messages transmitted by the key distribution center. However,
they do not consider the network bandwidth used for transmitting
each rekeying message. We propose a bandwidth efficient key tree
management scheme for dynamic wireless mesh networks where
membership changes occur frequently. Simulation results show
that our scheme effectively reduces the bandwidth consumption
used for rekeying compared to existing key tree schemes.

Index Terms—key distribution, multicast security, secure group
communication, wireless mesh networks

I. INTRODUCTION

With the recent advances in technology underlying WLAN
(Wireless Local Area Network), such as IEEE 802.11, wire-
less mesh networks are envisioned to allow users to access
Internet from anywhere at anytime. As wireless connections
are provided in many public places, people would desire to
receive multicast based services, such as pay-per-view and
video conference, via their mobile devices.

In multicast communications, data confidentiality is
achieved by encrypting the content with a group key known to
privileged group members. For secure group communication,
newly joined members should not be able to decrypt mes-
sages exchanged among group members before they joined
(backward secrecy). And revoked members should not be
able to decrypt messages exchanged among group members
after they left (forward secrecy). To provide backward and
forward secrecy, the group key should be changed when there
is a membership change, which is referred to as rekeying.
Consider a group of N members. When a member leaves the
group, the key distribution center (KDC) has to deliver the new
group key to all members except the leaving member. Because
this requires N − 1 transmissions of rekeying messages, the
KDC may encounter a large burden when N is large and
membership changes are frequent.

To address this scalability issue, tree based group key
management schemes were introduced [1], [6], [7], [8], [9],
[10]. They reduces the number of rekeying message transmis-
sions to O(logN). However, traditional tree based schemes do
not consider the bandwidth consumption used for rekeying.
Here, reducing the bandwidth consumption of rekeying can

be an important issue to guarantee enough bandwidth for
reliable data delivery when large-scale multicast based services
(ex. real-time video streaming) are provided over wireless
networks.

There are some previous works considering the bandwidth
efficiency of tree based group key management schemes [2],
[3], [4], [5] for wireless networks. These schemes reduce the
bandwidth consumption of rekeying by assigning common
keys to members that are close to each other in the network
topology. They mainly focus on constructing an initial key
tree for given initial group members. But, they do not present
enough consideration for the dynamic membership environ-
ment in which different members join or leave the group at
different time.

In this paper, we firstly define the metric that represents the
expected bandwidth consumption of rekeying for given key
tree. Then, we analyze the relationship between the assignment
of key encryption keys (KEKs) and the bandwidth consump-
tion of the key tree. Based on our analysis, we propose the
ABR (adaptive and bandwidth reducing) tree, a bandwidth-
efficient key tree management approach designed for wireless
mesh networks when the group membership is dynamically
changed. When a new member joins the group, our scheme
assigns to the new member the proper KEKs to keep the
expected bandwidth consumption of the key tree as low as
possible. By this approach, ABR tree effectively reduces the
actual bandwidth consumption used for rekeying compared to
traditional key tree management schemes.

The rest of this paper is organized as follows: In Section
II, we briefly review the tree based group key management
scheme and define the metric that represents the expected
bandwidth consumption of key tree. In Section III, we intro-
duce the ABR tree as a bandwidth efficient key tree designed
for dynamic membership environments. Simulation results are
presented in Section IV. Finally, in Section V we conclude.

II. BACKGROUND AND PROBLEM DEFINITION

In this section, we briefly review the rekeying process of
tree based key management scheme and define the metric that
represents the expected bandwidth consumption of the key
tree. We list the notations that used throughout this paper in
Table I.
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Fig. 1. Example of key trees and wireless mesh network

TABLE I
NOTATIONS

Items Description

T key tree
MT set of group members associated with key tree T
Sk sub-group that consists of group members sharing key k
{k′}k key k′ encrypted by key k
KT set of KEKs except group key (root) in T

kek(m) set of KEKs assigned to the member m except gkT in T
anc(k) set of ancestor keys of key k except gkT in T (k ∈ KT )
sib(k) set of sibling keys of key k in T (k ∈ KT )
ch(k) set of child keys of key k in T (k ∈ KT )

A. Background

In tree based group key management schemes, KDC stores
KEKs in the hierarchical tree structure as depicted in Fig. 1(a)
[1], [8]. The root node of the key tree is the group key and
the other nodes of the key tree are KEKs.

Each group member mi stores its individual key, group key,
and all KEKs on the path between group key and individual
key. In Fig. 1(a), k1,1 is the group key and k4,5 is the individual
key of m5. Hence, m5 stores k1,1, k2,2, k3,3, and k4,5.

When mi joins or leaves the group, KDC changes all
the keys associated with mi and delivers them to all group
members except mi.

In Fig. 1(a), when member m3 leaves the group, k3,2, k2,1

and k1,1 must be rekeyed. KDC generates k′3,2, k′2,1 and k′1,1

and delivers them as follows:

1) Deliver {k′3,2}k4 to m4.
2) Deliver {k′2,1}k′

3,2
to m4.

3) Deliver {k′2,1}k3,1 to m1, m2.
4) Deliver {k′1,1}k′

2,1
to m1, m2, m4.

5) Deliver {k′1,1}k2,2 to m5, m6, m7, m8.

By above delivering sequence, new keys are delivered to all
group members except m3. Thus, m3 is successfully revoked.
On the other hand, when a new member joins the group, KDC
and all group members change the keys by using one-way
hash function without message delivery as described in [6],
[9]. KDC just needs to deliver the changed KEKs and group
key only to the new member by unicasting.

B. Problem Definition

Traditional tree based schemes [1], [6], [7], [8] mainly focus
on reducing the number of the rekeying messages multicasted
by KDC. To this end, KDC aggregates multiple rekeying
messages into one multicast flow, which is referred to as group
oriented rekeying [1]. In group oriented rekeying, all rekeying
messages are delivered to all group members. This causes the
bandwidth waste because rekeying messages are delivered to
members who do not need them as well as intended receivers.

If relaying nodes in wireless mesh networks deliver rekeying
messages only to group members who are related to the
rekeying message, bandwidth waste can be decreased. From
now, we refer to this approach as partial multicast. If the KDC
knows the basic service set (BSS) [12] of all group members,
partial multicast can be easily achieved by marking destination
BSS in the header of rekeying messages.

Fig. 1(c) depicts a simple mesh network that consists of 7
backbone links and 4 BSS links. Circled number means the
communication cost of each link. The network bandwidth for
delivering a rekeying message to subgroup Sk, c(Sk) is the
sum of the wireless backbone and BSS link cost of the partial
multicast routing tree. (c(Sk) can be defined differently, based
on type of application or network administration policy.)

For example, c(Sk3,3) in Fig. 1(a) is computed as:

c(Sk3,3) = c({m5,m6}) = 3 + 2 + 5 + 1 + 2 + 1 + 2 + 2 = 18

When group member m5 in Fig. 1(c) leaves the multicast
group, the bandwidth consumption for delivering the rekey
messages of key tree (a) is:

Cm5 =c(Sk4,6) + c(Sk3,3\m5) + c(Sk2,2\m5) + c(Sk2,1)

=7 + 11 + 10 + 15 + 19 = 62

where we denote as Sk\m, exclusion of m from Sk. The
bandwidth consumption of rekeying when member m leaves
the group in general form is expressed as:

Cm =
∑

k∈kek(m)

(
c(Sk\m) +

∑
k′∈sib(k)

c(Sk′)

)
(1)
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Fig. 2. Member addition in ABR tree

By summing (1) for all members associated with the key tree
T , we obtain:

CT =
∑

m∈MT

Cm (2)

The expected bandwidth consumption for rekeying when a
member leaves the group is:

E[Cm] =
1

|MT | · CT (when m ∈ MT ) (3)

In Fig. 1, E[Cm] of key tree (b) (56.5) is less than that of
key tree (a) (73.25). From this, we can observe that tree (b)
is more desirable than tree (a) in terms of the bandwidth
efficiency. Especially, when the same rekeying message needs
to be delivered to members in the same BSS, access point [12]
can deliver that rekeying message by only one broadcast. Thus,
when the members in the same BSS share common KEKs, we
can exploit this broadcast nature of wireless networks. Hence
our goal is to find a key tree that minimizes (3). Because |MT |
is a constant, our goal is expressed as:

Tmin = arg min
T

CT (4)

III. ABR TREE

In this section, we introduce ABR (adaptive and bandwidth
reducing) tree as a improvement of tree based group key
management scheme for dynamic wireless mesh networks.

A. Basic Framework

In a dynamic membership environment, different members
join and leave the group at different time. Thus, the key tree
is constructed by repeating addition or deletion of members
on every membership change. When a member joins or leaves
the group, making the optimal key tree Tmin may need the
reconstruction of the key tree. However, reconstruction of the
tree may cause significant rekeying overhead because the key
assignment structure of the key tree is changed. Thus, ABR
tree only performs addition and deletion of members without
reconstruction in dynamic environment.

When a new member joins the group, Member addition is
performed as follows:
1) KDC chooses the addition point ka. And all ancestors of

ka are assigned to the new member. In Fig. 2(a), when k3,3

is the ka, k3,3, k2,1 and k1,1 are chosen by KDC.

2) KDC rekeys the chosen keys by using one-way hash
function as described in [6], [9].

3) KDC creates the new member’s individual key, knew.
4) KDC attaches knew to ka. There are two addition types.

a) Type 1 addition: KDC adds knew as a child of ka as
depicted in Fig. 2(b).

b) Type 2 addition: KDC creates a new sibling key, knsib.
Then it makes ka have knsib and knew as its children.
And previous children of ka have knsib as its new
parent. That is depicted in Fig. 2(c). When ka has no
child, only type 2 addition is possible.

5) KDC delivers the chosen keys and knew to the new member
by unicast.

Too large breadth of the key tree leads to large number of the
rekeying messages transmitted by KDC. Thus, ABR tree only
performs the type 2 addition when number of the children of
addition point is equal to the pre-determined maximum degree.
This prevents the breadth of the key tree is too large.

For the leave events, deletion is performed as follows:

1) KDC deletes the individual key of the leaving member in
the key tree as described in [1].

2) KDC rekeys the KEKs associated with the leaving member.
Rekeying is done as described in Section II. At this
time, the network bandwidth is consumed because of the
rekeying message transmission.

In dynamic membership environments, our goal is to keep
CT as low as possible during multicast service time. In case
of the leave event, KDC just performs deletion of the member.
However, KDC has to determine a proper addition point and
type in the join event. Because increase of CT is determined by
the newly assigned KEKs (the addition point and its ancestors)
and addition type.

Let Δ(ka, ta) denote the increase of CT when a new mem-
ber is attached to ka in type ta (∈ {type 1, type 2}). Therefore,
our final goal is expressed as following minimization problem:

(kmin, tmin) = arg min
ka,ta

Δ(ka, ta) = arg min
ka,ta

(CT new − CT )

(5)
where Tnew is the new key tree after addition of the new
member. By solving (5) for each join event, ABR tree keeps
the increase of CT low in dynamic membership environments.
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B. The Increase of CT in Dynamic Membership Environments

By observing characteristics of the key tree, we obtained
the following from (2):

CT =
∑

m∈MT

∑
k∈kek(m)

(
c(Sk\m) +

∑
k′∈sib(k)

c(Sk′ )

)

=
∑

m∈MT

∑
k∈kek(m)

c(Sk\m) +
∑

m∈MT

∑
k∈kek(m)

∑
k′∈sib(k)

c(Sk′ )

=
∑

k∈KT

∑
m∈Sk

c(Sk\m) +
∑

k∈KT

∑
k′∈sib(k)

∑
m∈Sk′

c(Sk)

=
∑

k∈KT

( ∑
m∈Sk

c(Sk\m) +
∑

k′∈sib(k)

|Sk′ | · c(Sk)

)

(6)
In (6), we define the bandwidth consumption associated with
key k as Ck =

∑
m∈Sk

c(Sk\m) +
∑

k′∈sib(k) |Sk′ | · c(Sk).
Therefore, (6) can also be expressed as CT =

∑
k∈KT

Ck.
Now, let δk denote the increase of the bandwidth consump-

tion associated with k after addition of the new member:
δk =Ck

new − Ck

=
∑

m∈Sk
new

c(Sk
new\m) −

∑
m∈Sk

c(Sk\m)

+
∑

k′∈sib(k)

(|Sk′new| · c(Sk
new) − |Sk′ | · c(Sk))

(7)

where Ck
new is the new bandwidth consumption associated

with k and Sk
new is the sub-group that consists of the

members sharing k after addition of the new member. When
k is not an ancestor of ka, Sk is not changed because the new
member is not a descendant of k. By using this fact, depending
on the relation between k and ka, (7) is expressed differently
as follows:
1) When k ∈ anc(ka) ∪ {ka}

δk =
∑

m∈Sk∪{mnew}
c(Sk ∪ {mnew}\m) −

∑
m∈Sk

c(Sk\m)

+
∑

k′∈sib(k)

|Sk′ | · (c(Sk ∪ {mnew}) − c(Sk))

(8)
2) When k ∈ sib(k′) ∧ k′ ∈ anc(ka) ∪ {ka}

δk = c(Sk) (9)

3) When k /∈ sib(k′)∪anc(ka)∪{ka}∧k′ ∈ anc(ka)∪{ka}
δk = 0 (10)

As an example, consider the addition of the new member
depicted in Fig. 2(b). δk3,3 and δk2,1 are calculated by (8).
And δk4,4 , δk4,5 , δk3,1 , δk3,2 and δk2,2 are calculated by (9).
For all other KEKs, δk is 0 by (10).

Then, Δ(ka, ta) can be derived as:

Δ(ka, ta) =CT new − CT

=CKT new − CKT

=
∑

k∈KT new

Ck −
∑

k∈KT

Ck

=
∑

k∈KT new−KT

Ck
new +

∑
k∈KT

Ck
new −

∑
k∈KT

Ck

=
∑

k∈KT new−KT

Ck
new +

∑
k∈KT

δk

(11)

In (11),
∑

k∈KT new−KT
Ck

new is given by:

∑
k∈KT new−KT

Ck
new =

{
Cknew , (t = type 1)
Cknew + Cknsib , (t = type 2)

(12)
By applying (7), (8), (9), (10) and (12) to (11), we obtain
following equation:

Δ(ka, ta) =

⎧⎪⎨
⎪⎩

∑
k∈anc(ka)∪{ka}

Δk + ΘT1
ka

, (t = type 1)

∑
k∈anc(ka)∪{ka}

Δk + ΘT2
ka

, (t = type 2)

(13)
where ΘT1

ka
, ΘT2

ka
and Δk are described as follows:

1) The partial increase of CT when a knew is attached to ka

by using type 1:

ΘT1
ka

= |Ska | · c(mnew) +
∑

k∈ch(ka)

c(Sk) (14)

2) The partial increase of CT when a knew is attached to ka

by using type 2:

ΘT2
ka

= |Ska | · c(mnew) +
∑

m∈Ska

c(Sk\m) + c(Ska) (15)

3) The partial increase of CT when k is assigned to the new
member:

Δk = δk +
∑

k′∈sib(k)

c(Sk′) (16)

C. Bandwidth Efficient Key Assignment Algorithm

In the previous subsection, we show that the increase of CT

can be separated into terms of Δk, the partial increase of the
CT when k is assigned to the new member. We exploit this
separability to solve (5) for each member addition procedure.

We construct a greedy algorithm to determine proper ka and
ta when a new member joins the group. For each join event,
our algorithm calculates Δk, ΘT1

k and ΘT1
k only d ·O(logN)

times, where d is the average degree of a key tree.
Our bandwidth efficient key assignment algorithm is de-

scribed in Algorithm 1. Whenever a new member joins the
group, ABR tree firstly determines ka and ta, and performs
the member addition as described in Section III-A:

As an example, consider a network in Fig. 3(a) and a key
tree in Fig. 1(b):
1) A new member mnew joins the group at the BSS 2.
2) For the group key k1,1,

a) ΘT1
k1,1

= 80 and ΘT2
k1,1

= 268.
b) Δ(k1,1, type 1) = Δsum + Δk1,1 + ΘT1

k1,1
= 268.

c) Δ(k1,1, type 2) = Δsum + Δk1,1 + ΘT2
k1,1

= 80.
Δsum is 0 and next CK is {k2,1, k2,2}.

3) For k2,1 and k2,2,
a) Δk2,1 = 28, ΘT1

k2,1
= 60 and ΘT2

k2,1
= 146.

b) Δ(k2,1, type 1) = Δsum + Δ2,1 + ΘT1
k2,1

= 88.
c) Δ(k2,1, type 2) = Δsum + Δ2,1 + ΘT2

k2,1
= 174.

d) Δk2,2 = 67, ΘT1
k2,2

= 36 and ΘT2
k2,2

= 47.
e) Δ(k2,2, type 1) = Δsum + Δ2,2 + ΘT1

k2,2
= 103.

f) Δ(k2,2, type 2) = Δsum + Δ2,2 + ΘT2
k2,2

= 114.
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Fig. 3. Example of bandwidth efficient key assignment algorithm

Algorithm 1 Bandwidth Efficient Key Assignment Algorithm
TΔ: table storing Δ(k, t) for a candidate KEK k.
MaxDegree: maximum degree of key node.
Δsum ← 0, Δmin ← 0
CK ← {group key of the key tree T}.
while CK �= φ do

Δmin ←∞, knext ← NULL
for all k ∈ CK do

Δk ← 0
if k is not a group key then

compute Δk by using (16).
end if
if Δmin > Δk then

Δmin ← Δk , knext ← k
end if
if |ch(k)| ≤MaxDegree then

compute ΘT1
k by using (14).

Δ(k, type 1)← Δsum + Δk + ΘT1
k .

end if
compute ΘT2

k by using (15).
Δ(k, type2)← Δsum + Δk + ΘT2

k .
store Δ(k, type 1) and Δ(k, type 2) in TΔ

end for
Δsum ← Δsum + Δmin, CK ← ch(knext)

end while

(ka, ta)← (k, t) such that Δ(k, t) is minimum in TΔ.

Between Δk of k2,1 and k2,2, Δk2,1 is less than Δk2,2 .
Thus, knext is k2,1 and Δsum = Δsum +Δk2,1 = 0+28 =
28. Next CK is {k3,1, k3,2, k3,3}.

4) Δk, ΘT1
k , ΘT2

k , Δ(k, type 2) and Δ(k, type 2) are cal-
culated for {k3,1, k3,2 and k3,3} as in the previous step.
Because Δk3,3 is the smallest, knext is k3,3.

5) The algorithm is finished because k3,3 is a leaf. Δ(k, t) of
all candidate keys are computed as in Table II. (We also
present the Δk, ΘT1

k and ΘT2
k in Table II for convenience.)

In Table II, Δ(k3,3, type 2) is the smallest. Therefore,
k3,3 is selected as the addition point. In other words, k3,3

and k2,1 are assigned to the new member as KEKs. And
knew is attached by using type 2 as depicted in Fig. 3(c).

IV. SIMULATION RESULTS

We performed discrete time event driven simulation to com-
pare the bandwidth consumption of ABR tree with VP3 (on-
line version) [3] and conventional key tree [1]. Our simulator
was developed in C++ and MATLAB.

We deployed a mesh network that consists of 19 mesh points
(MPs) as depicted in Fig. 4(a). This is a triangular deployment

TABLE II
TABLE TΔ OF FIG. 3

k Δk ΘT1
k ΘT2

k Δ(k, type 1) Δ(k, type 2)
k1,1 0 80 268 80 268
k2,1 28 60 146 88 174
k2,2 67 36 47 103 114
k3,1 48 33 37 109 113
k3,2 42 28 35 98 105
k3,3 25 - 14 - 67

that is proper to the urban area mesh network [11]. KDC is
connected to MP at the center of the network through wired
link. Except MP at the center, all MPs play a role of the
access point that provides the wireless connection to the group
members. We assume the following in our simulation:
1) All costs of wireless backbones and BSS links are 1.
2) All MPs support partial multicast.
3) The maximum degree of ABR tree is 4.
4) VP3 and conventional tree use the tree of degree-3 that

shows the best performance in terms of the bandwidth
efficiency as described in [3].

For simulating dynamic membership environments, we use
the Poisson arrival and exponential residence time model to
describe the group members’ behavior. For each leave event,
we measured c(Sk) of all rekeying messages transmitted by
KDC. That is the network bandwidth used for delivering
rekeying messages. And we also calculated E[Cm] of key trees
at each join and leave event.

Fig. 4(b) shows the actual bandwidth consumption of rekey-
ing and E[Cm] for each scheme, when the member join rate
(λ) is 8 members per minutes per BSS and mean residence
time (1/μ) is 20 minutes. From this, we can observe that
actual bandwidth consumptions used for rekeying are closely
fit to the E[Cm] (∝ CT ). This shows that minimizing CT is a
appropriate strategy to reduce the bandwidth consumption that
is actually used for rekeying. The notable thing here is that
the deviation of Cm of conventional key tree is higher than
other schemes. This is because conventional tree does not do
anything to reduce the bandwidth consumption of rekeying.
During 60 minutes, E[Cm] of ABR tree is always less than
other schemes. Even, it achieves a more than 50% reduction
compared to VP3.

Fig. 4(c) shows the total bandwidth consumption used for
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Fig. 4. Network topology and simulation results

rekeying according to the member join rate (λ), when the
mean residence time is 20 minutes and simulation duration
is 60 minutes. All results are averaged over 30 trials. For
all join rates, ABR tree achieves around 80% reduction of
total bandwidth consumption used for rekeying compared to
conventional tree and around 50% reduction compared to VP3.

From above results, we can see that our scheme outperforms
VP3 in keeping the increase of E[Cm] low in dynamic
membership environments. This is because VP3 does not
reflect the expected bandwidth consumption directly to the
key tree in the member addition procedure. On the other hand,
our scheme computes the increase of E[Cm] accurately based
on separability of CT and use it in the member addition
procedure. Therefore, we note that the accurate estimation
about the increase of CT is the main reason of achieving the
further bandwidth reduction from VP3.

V. CONCLUSION

In this paper, we present analytical formulations that de-
scribe the bandwidth consumption used for rekeying of the key
tree. Based on this analysis, we also presents the ABR tree
that effectively reduces the network bandwidth consumption
used for rekeying in dynamic wireless mesh networks. The
most essential part of our scheme is that KDC determines
the proper KEKs that minimize the increase of the expected
bandwidth consumption of rekeying and assigns them to the
new member for each member join event. By this approach,
ABR tree keeps the expected bandwidth consumption as low as
possible. Simulation results show that our strategy is effective
for reducing the actual bandwidth consumption of rekeying.

ACKNOWLEDGEMENT

This work was supported by the the MIC (Ministry of
Information and Communication), Korea, under the ITRC
(Information Technology Research Center) support program
supervised by the IITA (2007-C1090-0701-0015) and the IT
R&D program of MIC/IITA (2005-S609-02, Development of
Core Technologies for Next Generation Mobile Multimedia
Platform)

REFERENCES

[1] C. Wong, M. Gouda, and S. Lam “Secure group communications using
key graphs”, IEEE/ACM Trans. Networking, vol. 8, pp. 16-30, Feb. 2000

[2] Y. Sun, W. Trappe, and K. Liu “A scalable multicast key management
scheme for heterogeneous wireless networks”, IEEE/ACM Trans. Net-
working, vol. 12, pp. 653-666, Aug. 2004

[3] J. Salido, L. Lazos, and R. Poovendran “Energy and bandwidth-efficient
key distribution in wireless ad hoc networks: a cross-layer approach”,
IEEE/ACM Trans. Networking, vol. 15, pp. 1527-1540, Dec. 2007

[4] L. Lazos, and R. Poovendran “Power proximity based key management
for secure multicast in ad hoc networks”, ACM/Springer J. Wireless
Networks (WINET), vol. 13, no. 1, pp. 127-148, Feb. 2007

[5] L. Lazos and R. Poovendran “Cross-layer design for energy-efficient
secure multicast communications in ad hoc networks”, in proc. IEEE Int.
Conf. Communications, ICC 2004, Paris, France, May 2004, pp. 3633-
3639

[6] D. Balenson, D. McGrew, and A. Sherman, “Key management for large
dynamic groups: One-way function trees and amortized initialization,”
Internet Draft Report, Feb. 2000.

[7] A. Perrig, D. Song, and J. Tygar, “ELK, A new protocol for efficient
large-group key distribution,” In proc. IEEE Symposium on Security and
Privacy, Oakland, CA, May. 2001, pp. 247-262.

[8] D. Wallner, E. Harder, and R. Agee, “Key management for multicast:
issues and architectures,” Internet Draft (RFC 2627), Sep. 1998.

[9] R. Canetti, J. Garay, G. Itkis, D. Miccianancio, M. Naor, and B. Pinkas,
“Multicast security: A taxonomy and some efficient constructions,” in
proc. IEEE INFOCOM, vol. 2, Mar. 1999. pp. 708-716

[10] W. Trappe, J. Song, R. Poovendran, and K. Liu, “Key management and
distribution for secure multimedia multicast,” IEEE Trans. Multimedia,
vol. 5, no. 4, pp. 544-557, Dec. 2003.

[11] J. Robinson, and E. Knightyly, “A Performance study of deployment
factors in wireless mesh networks,” in proc. of IEEE INFOCOM 2007,
Anchorage, AK, pp. 2054-2062, May, 2007.

[12] IEEE Standard for Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Specifications, Nov. 1997. P802.11

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the WCNC 2009 proceedings.

Authorized licensed use limited to: Korea Advanced Institute of Science and Technology. Downloaded on June 8, 2009 at 02:36 from IEEE Xplore.  Restrictions apply.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


