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We propose an Intrusion Detection System (IDS) node selection method for Wireless Sensor Networks (WSNs). Due to the WSNs’
distinctive tree structure, network congestion normally occurs in nodes that are located in the vicinity of a static base station.
Moreover, in resource-constrained WSNs, network congestion could occur due to resource depletion attacks, such as Denial of
Service (DoS) attacks. This congestion increases data loss and reduces the network’s lifetime. In this paper, we propose an Intrusion
Detection Systems (IDSs) construction method that considers this network congestion. Moreover, due to the limited battery life of
sensor nodes, the proposed method is considered to be efficient in utilizing limited resources by selecting IDS nodes that enhance
the network’s lifetime and reduce the total energy consumption. The simulation results show that the proposed method enhances

the network’s lifetime and reduces the total energy consumption of the congested network.

1. Introduction

Wireless Sensor Networks (WSNs) have increasingly become
one of the most widely used wireless networks over the
past several years. Although WSNs belong to the class of
general wireless networks, they have their own distinctive
features. WSNs have tiny sensor nodes and simple devices
with restricted transmission power and limited energy. Due
to the limited battery of sensor nodes, sensor networks are
more vulnerable to resource depletion attacks, one of the
major problems in wireless sensor networks. Thus, security
solutions for wireless sensor networks have to be designed
that consider the battery consumption and the limited
battery life of sensor nodes [1].

An Intrusion Detection System (IDS) for wired networks
is widely employed for security purposes to detect illegal
intrusions that are considered to be unauthorized or
abnormal [2]. However, most intrusion detection techniques
are not suitable for wireless networks since they utilize open
media and collaborative algorithms and lack centralized

monitoring and management points [3, 4]. Therefore,
an ad hoc intrusion detection architecture is needed for
wireless networks. Especially in WSNs, besides the problems
mentioned above, the IDS has to solve the problems
imposed by the limited battery life and computational power
of sensors [4].

To secure mobile computing applications, an anomaly
intrusion detection architecture (AD) is proposed, in which
every node in the wireless network participates in intrusion
detection [3]. The AD scheme provides intrusion detection
facilities into wireless nodes, and they are called IDS nodes.
As an IDS node overhears and analyzes all packets within its
monitoring range, the IDS node consumes more resources
than non-IDS nodes [2]. In terms of limited network
resources, the AD scheme, which has many IDS nodes in the
network, is inefficient. Moreover, the major problem with
this approach is that one node usually receives the same
monitoring services from all neighbor IDS nodes. Therefore,
an efficient IDS node selection method is needed in order to
utilizing the limited wireless network resources.



For selecting IDS nodes in wireless networks, a dis-
tributed IDS node selection scheme (DIDS) is proposed for
wireless ad hoc networks that allocates intrusion detection
tasks to nodes with high connectivity [5]. The advantages
of the DIDS scheme are that the overall packet-monitoring
task is limited to a small number of IDS nodes. However, the
lifetime of the whole network decreases since the monitoring
load becomes easily concentrated at the IDS nodes that have
high connectivity. Accordingly, IDS nodes suffer from battery
depletion. In particular, packet congestion of IDS nodes
could frequently occur under heavy network load situations
because the links, which are connected to IDS nodes, carry
many data packets. This congestion can reduce the network’s
lifetime due to excessive monitoring tasks.

To enhance network lifetime, a lifetime-enhancing mon-
itoring node Selection (LES) scheme is proposed [2]. The
LES scheme selects nodes that have a maximum amount
of battery remaining as IDS nodes among the neighboring
nodes. Compared to the DIDS scheme, the LES scheme
enhances the network’s lifetime. However, the LES scheme
usually requires many IDS nodes in the network because
every node that has more energy than the neighboring nodes
is selected as an IDS node. Due to the energy consumption
by too many IDS nodes, the total energy consumption in the
LES scheme is quite high. Moreover, since LES and DIDS
do not consider the network’s traffic status in selecting IDS
nodes, the nodes suffering from packet congestion could be
selected as IDS nodes. This may cause a short lifetime for the
whole network and high energy consumption.

In this paper, we propose a congestion-aware IDS node
selection method for WSNs. Our method differs from the
previous methods by considering network congestion. Due
to their inherent limitations, WSNs are especially sensitive
to network congestion. The applications of WSNs require
the sensor nodes to periodically collect and transmit data
towards a base station. Such tree structure of WSNs can
cause congestion while data loss would normally occur at
the nodes located in the vicinity of a static base station.
Congestion at these nodes occurs due to the fact that at any
given point of time a base station can only communicate
with one, or a limited number, of the sensor nodes [6]. In
resource-constrained WSNs, network congestion could also
occur by resource depletion attacks, such as Denial of Service
(DoS) attacks.

When choosing IDS nodes, it is important to consider
network congestion. The packets are buffered in the queue
of a monitoring node for IDS inspection. When congestion
occurs in the buffer of an IDS node due to high packet
arrival rates, the IDS node cannot afford to monitor all of the
arrival packets and buffer overflow occurs. This congestion
may cause a decline in the detection rate and high energy
consumption of IDS due to excessive monitoring tasks.
In this paper, we propose an IDS node selection method
that considers both the remaining battery life of nodes and
network traffic. This method utilizes queuing theory in order
to reduce the possibility of packet congestion in the buffer of
an IDS node. The simulation results show that our method
can enhance the network’s lifetime and reduce the energy
consumption of the whole network.
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This paper is organized as follows. Section 2 reviews
related work. Section 3 describes the proposed algorithm in
detail. Performance measurement is discussed in Section 4,
and in Section 5, the algorithm is evaluated. The study
concludes in Section 6 with a summary of the results.

2. Related Work

An IDS is widely used to detect intrusions in wired and
wireless networks. Unlike wired networks, wireless networks
communicate with each other using an open medium and
face resource constraints of nodes. As such, these charac-
teristics must be considered in the IDS design. There have
been some studies about intrusion detection architectures for
wireless networks.

As mentioned earlier, an AD scheme serving as an IDS for
all nodes was suggested to ensure wireless network security
[3]. This method is inefficient because all nodes are required
to participate in detecting intrusions. The DIDS [5] and LES
[2] schemes were introduced to overcome such inefficiency
through IDS selection. Another IDS selection method was
proposed to apply LES while excluding suspicious nodes
[7]. Although DIDS and LES are able to enhance efficiency
by eliminating redundancy, these schemes entail other
problems. Moreover, methods that enable efficient allocation
of IDS are usually targeted in ad hoc networks. The WSN
examined in this paper possesses different characteristics
from those of an ad hoc network and thus requires a different
approach in IDS selection.

First, a WSN consists of a base station and sensor nodes,
whereas an ad hoc network is comprised of nodes alone.
Sensor nodes transmit collected data and information to the
central base station and the base station is then able to assess
the state of the network. Because an ad hoc network lacks
a central coordinator, the IDS selection proceeds based on
distributed information at each node. However, in the case
of WSNs, a centralized solution is possible using network
information at the base station. By providing a centralized
solution to IDS selection, the overall network efficiency can
be enhanced since the entire network status is considered
instead of distributed information. An earlier study proposed
a similar method to DIDS, selecting high-connectivity nodes
as an IDS for WSNs [8]. However, this method provided
the form of a distributed solution. In this paper, we present
a centralized solution to IDS selection while taking into
account the characteristics of WSNs.

Another point to consider for WSNs is the limited
capacity of sensor batteries. Malicious attacks may exploit
this characteristic by exhausting batteries after causing
congestion in sensor nodes with heavy traffic [9]. Given
the structural characteristic of WSNGs, traffic is likely to be
concentrated at the base station, thus placing surrounding
nodes at risk of congestion. In WSNs, congestion should
be avoided as batteries will be rapidly depleted. The IDS
selection method suggested in this paper accounts for
congestion, which has not been considered in other methods.
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3. Algorithm

In this section, we propose a two-stage IDS node selection
method that consists of an IDS node selection stage and a
normal node assignment stage. In the IDS node selection
stage, IDS nodes were selected in the WSN by using an
optimization method. In the normal node assignment stage,
a set of normal nodes was assigned to each IDS node in order
to avoid redundant checks.

3.1. Stage (1) Selecting IDS Nodes. The main interest here is
packet congestion avoidance in IDS nodes. Packet congestion
occurs when a node handles so many packets at once that
its quality of service deteriorates. This congestion can cause
queuing delay and packet loss.

IDS nodes should be selected among nodes that do not
have congestion. In order to define noncongested nodes, let
us first consider a network where, if a node is selected as an
IDS node, the node operates its IDS function and monitors
all of the packets that come into the node. In noncongested
IDS nodes, no packet should wait in line in the buffer of IDS
nodes for longer than a given time limit [10]. This constraint
is as follows:

P[packet’s waiting time in IDS node j < 7] > &, Vj,
(1)

where the variables 7 and « are predefined time and
probability. Constraint (1) makes the total time spent by a
packet in the IDS node j shorter than or equal to 7 with a
probability of at least a. If constraint (1) is satisfied in a node,
the node is regarded as a noncongested IDS node.

To express constraint (1) as a numerical formula, we
define f;; as the average packet arrival rate from node i toj.
Then, the total arrival rate to node j can be expressed as

Fj= > fjaij, )

ieN

where set N is the set of all nodes in the network and binary
value a;j is one if node j is in the transmission range of node
i, and zero otherwise Figure 1.

From queuing theory [10], it is easy to conclude that if
the total arrival rate to node j, F;, is less than or equal to

D; :yj+%ln(l—(x), (3)

then the time delay of a packet in node j is shorter than or
equal to a 7 with a probability of at least a(> 0), where 7 is a
predetermined time interval and y; is the monitoring service
rate in node j. Therefore, a node j, such that F; < Dj, can
be regarded as a noncongested node. Our IDS node selection
method suggests choosing IDS nodes from

S=1{jI1F<Dj,jeN}, (4)
which is the set of noncongested nodes.

IDS nodes are selected in set S by using an optimization
method. The IDS nodes should be selected so that the overall

F1GURE 1: Definition of a;;.

cost of monitoring tasks for all IDS nodes is minimized
while satisfying a coverage constraint. In order to monitor
all of the nodes in the network, every node should be in
the monitoring coverage of at least one IDS node. In order
to utilize wireless resources efficiently, we want to minimize
the overall cost of monitoring tasks by the IDS nodes. Our
proposed formulation is as follows:

min ZC]'X]‘, (5)
j€S
subject to
Zaijxj > 1, ieN, (6)
jes
.xj S {011}) ] € S) (7)

where ¢; is the cost of node j and x; is the binary variable,
which is one if node j is an IDS node, and zero otherwise.
In our proposed formulation, IDS nodes are selected in
set S. Therefore, we could reduce the possibility of packet
congestion in IDS nodes. Moreover, the objective function
(5) minimizes the total cost of the entire network. If we
define c; as 1, the objective function minimizes the number
of IDS nodes under the constraints, resulting in a reduction
of the total energy consumption. If we define c; as the
negative value of node j’s remaining battery, we can enhance
the network’s lifetime simultaneously with a reduction in
the total energy consumption. In this case, our formulation
prevents a node with low battery from being selected as an
IDS by maximizing the sum of all the IDS node’s remaining
battery. Therefore, we are able to enhance the network’s
lifetime. In objective function (5), by adjusting c;j, we can
acquire a trade-off solution between the network’s lifetime
and the total energy consumption.

Constraint (6) states that every node should be located
in the transmission range of at least one IDS node. Hence,
this constraint satisfies the requirement that all nodes are
monitored by IDS.
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Define the set M as the set of IDS nodes,
and the set N as the set of all nodes
M={i|x=1} N={l...,n}

step 1. Node k, which has maximum remaining
battery (b;) in the set M, monitors its
neighbor node set N,

k = arg; max b;.
Nc:{jlakal) ]GN}

step 2. Remove the set N from the set N, and

remove the node k from the set M

N = N-N,,

M = M-k
step 3. If the set N is empty, then stop.
Otherwise, go to the step 1.
if N =@ then STOP else Goto step 1

ArLGoriTHM 1: The assignment algorithm.

3.2. Stage (2) Assigning Nodes to IDS Nodes. By using the
proposed formula, IDS nodes were selected among all of
the nodes in the network. Next, a set of normal nodes
are assigned to each of the IDS nodes without redundant
monitoring. In previous related studies, the IDS node
monitored all the neighboring nodes. This resulted in the
normal node being monitored by all the neighboring IDS
nodes. To prevent this redundant check, we propose an
assignment algorithm that enables the normal node to be
monitored by one IDS node. In our algorithm, an IDS node
with maximum battery life monitors all of its neighbors
first. Next, an IDS node with the second-highest battery life
monitors its neighbors, except for the neighboring nodes of
the maximum battery IDS node. The assignment algorithm
is operated until all normal nodes are allocated to the IDS
nodes. For this algorithm, the less battery life the IDS nodes
have, the fewer nodes they monitor. Therefore, the proposed
algorithm is able to enhance the network’s lifetime. The
assignment algorithm is shown in Algorithm 1.

4. Performance Measure

A normal node uses its energy for transmission and recep-
tion. Additionally, the IDS node overhears packets within
the monitoring range and analyzes them to detect intrusions.
The energy consumed by a monitoring node is calculated as

E = (m's" +b") + (m's" +b") + (m°s® + b°) + (m™s™ + b™),

(8)

where §', s, s°, and s™, respectively, represent the packet sizes
for transmission, receiving, overhearing, and monitoring
operations. Factors m and b are variables and fixed energy
costs for each operation [11]. We will show numerical
simulations by using (8).

We consider the network’s lifetime and the networks’
total energy consumption as meaningful performance mea-
sures. The network’s lifetime is defined as the duration of
time until the first node runs out of battery. If a single
node runs out of battery, this battery depletion could
separate the network into unconnected subnetworks making

further communication impossible between unconnected
networks [2]. Therefore, enhancing the network’s lifetime
is important for the stability of the network. As wireless
sensor networks have constraints on limited energy, the total
energy consumption should be reduced while providing a
required level of intrusion detection in networks. Hence,
total energy consumption was selected as a performance
measure for utilizing limited resources efficiently. In this
paper, the sum of the remaining battery life was defined
as the total remaining battery life in the network when the
first node exhausts its battery. From this measure, we can
know the total energy consumption of the whole network.
By showing the numerical results of these measures, we
will know how efficiently the proposed algorithm can utilize
network resources.

5. Simulation Results

In this section, the performance of the proposed algorithm
is analyzed by using computer simulation on Matlab. The
DIDS and LES schemes that were mentioned before were
compared to the proposed algorithm. In this simulation,
20 nodes were deployed in a wireless sensor network. A
certain amount of packets destined for random nodes were
generated with a packet size of 512 bytes. Furthermore, we
assumed that all nodes had the same initial battery power.
The amount of battery energy consumed by each node
was calculated using (8) of the previous section. In this
simulation, in order to consider the network’s lifetime and
the total energy consumed simultaneously, ¢; was set as the
negative value of node j’s remaining battery. One hundred
iterations were run to achieve an average performance.

The performance measures were evaluated in the con-
gested network. Network congestion was generated when
a link or node carried too many data packets. Figure 2
shows the average network’s lifetime in congested systems.
In Figure 2, each broken line represents the average network
lifetime and the horizontal axis represents the average size
of the packets that each node sends. Even if traffic becomes
heavier, the network’s lifetime under the proposed scheme is
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longer than or similar to that under LES. Figure 3 shows the
sum of remaining batteries in a congested network and each
bar represents the sum of remaining batteries. The sum of
the remaining batteries in the proposed scheme was found to
be the largest among the three schemes. Since our algorithm
differs from other methods by preventing the congestion of
packets in the IDS nodes, the proposed scheme outperforms
the other existing schemes in a congested network.

Next, performance measures were evaluated in a normal
network environment that does not suffer from traffic
congestion. In Figure 4, the network lifetimes under different
algorithms are compared. Unlike the other methods, the
proposed method was found to outperform DIDS in terms
of network lifetime. In Figure 5, the sum of the remaining
batteries of the proposed method is shown to be always
higher than that of LES. Our proposed method minimizes
the number of IDS nodes under the constraints while
preventing nodes with low battery life from being selected
as IDS nodes. Moreover, our allocation algorithm enhances
the network’s lifetime by removing redundant monitoring.
Therefore, we can acquire trade-off results for the network’s
lifetime and total energy consumption.

6. Conclusion

In this paper, we proposed an IDS selection method that aims
at enhancing the network’s lifetime and reducing the total
energy consumption, while preventing congestion due to
monitoring. In congested situations, our proposed method
performed better than the other existing methods. Moreover,
in a normal network, our proposed method allows a longer
lifetime than DIDS. Our method also shows that the battery
energy consumed by the entire network is less than under
LES.

Our future research will focus on improving the energy
efficiency in a normal network. Furthermore, to reduce
calculation time, heuristic algorithms will be required.
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