
An Efficient Debugging Method for Message-based 
Parallel Programs using Static Analysis Information * 

Hyun Seop Baet, Hyeon So0 Kim$, and Yong Rae Kwont 
tDepartment of Computer Science 

Korea Advanced Institute of Science and Technology 
373-1 , Kusong-dong, Yusong-gu, Taejon 305-701, Korea 

E-mail: {hsbae,yrkwon}@salmosa.kaist.ac.kr 
$Intelligent Network Service Section 

Electronics and Telecommunications Research Institute 
161 Kajong-dong, Yusong-gu, Taejon 305-350, Korea 

E-mail: hskim@salmosa.kaist.ac.kr 

Abstract 

Guaranteeiq reproducibility and minimizing probe 
effects are major issues in the parallel program debug- 
ging.  This paper suggests a new debugging method, 
named Detect and Reproduce method, for message- 
based parallel programs. The proposed method is de- 
signed to guarantee the reproducible behaviors of a tar- 
get program and to alleviate probe effects by reducing 
both the number of the probes to be inserted into a 
program and the amount of information gathered by 
those probes. The proposed method achieves such ef- 
fects by employing a static analysis technique t o  detect 
nondeterm,inacy. By detecting nondeterminacy before 
running the program, only a small number of probes 
are required to assure reproducibility. To analyze 
message- based programs statically, an MHB(Minima1 
Happened Before) model is designed to catch the syn- 
ch,ronization structures and algorithms have been de- 
veloped to locate nondeterminacy based on the MHB 
model. Utilizing the analysis results, probes are in- 
serted only into the places where nondeterminacy is 
likely to  take place. 

1 Introduction 

A parallel program is said to be nondeterministic 
when it produces different results on repeated runs 
with identical input data[l3]. Nondeterminacy poses 
two major obstacles in parallel program debugging: 
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non-reproducibility and probe effects. Reproducibility 
is the property that multiple runs of a program with 
the same input data reveal unique execution behav- 
iors. Since a parallel program is non-reproducible in 
general, it is hard to locate errors in the program. 
Probe effects refers to effects that any attempt to gain 
information about the program may alter the execu- 
tion behaviors[2, 4, 51. Furthermore, past experience 
shows that probe effects may mask out synchroniza- 
tion errors; i.e., errors are hidden by probe effects[2]. 

Previous approaches dealt with non-reproducibility 
problem by employing execution scenario[6, 8, 9, 12, 
131. They guaranteed reproducibility by collecting 
a scenario during an erroneous run and controlling 
successive runs using the scenario. They have con- 
centrated on reducing the amount of information col- 
lected, the size of scenario, as well as assuring repro- 
ducibility. They achieved this goal by using sophisti- 
cated probes and taking complicated actions, resulting 
in increased probe effects. 

In this paper, we suggest a new debugging method, 
named Detect and Reproduce method, for message- 
based parallel programs. The method is devised to  
guarantee reproducible behaviors and to reduce both 
the probe effects and the amount of information gath- 
ered. The main feature of the method is the static 
analysis technique. In the first phase of the method, a 
model, named MHB, is constructed to be used for ana- 
lyzing the parallel programs. Combined with analysis 
techniques, the model is employed to determine loca- 
tions where nondeterminacy may occur. The second 
phase supports debugging by assuring reproducibil- 
ity with less probe effects. Probe effects are reduced 
in two aspects in our method. First, probes are in- 
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serted only into the locations marked in the first phase; 
thereby, the number of inserted probes are smaller 
than that of previous approaches. Second, the probes 
we use are simpler than those of the other methods. 
Contrary to previous approaches where probes must 
detect and record nondeterminacy, the probes of our 
approach needs only record. Consequently, probe ef- 
fects are minimized and the amount of collected infor- 
mation is reasonably small. 

This paper is organized as follows. Section 2 con- 
tains a brief survey on related works. The main ideas 
of our method are presented in Sections 3 through 5. 
Section 3 outlines our Detect and Reproduce method 
and Section 4 describes the first half of the method 
by proposing a model and analysis technique for the 
model. Section 5 introduces a reproducible debugging 
technique, the second half of our method, and evalu- 
ates our method against with previous ones using some 
typical examples. Finally, Section 6 gives conclusions 
and suggests future works. 

2 Related Works 

Since cyclical debugging is widely used in debug- 
ging sequential programs, it appears to be natural to 
extend this method to parallel programs. Naive re- 
producing methods which require not only the order 
of received events1 but also the contents of them were 
suggested early[l2]. Despite the advantages that the 
programmer can review the content of each event and 
can even change it to locate errors, those techniques 
include disadvantages too serious to be used in real 
examples. The time and space overheads to record 
contents of all the messages are too large. 

LeBlanc and Mellor-Crummey[G] developed a 
method, called Instant Replay, that can significantly 
reduce the amount of information needed for replay. 
They showed that since the program itself generates 
the contents of messages during re-execution, it is 
sufficient to record the relative order of events but 
not their contents. This techniques was originally de- 
signed for the shared-memory parallel programs, but 
it can be extended for message-based programs. 

Tai, Carver and Obaid[l3] proposed the Detemin-  
istic Execution method for Ada tasking programs. 
They discriminated a few constructs from all Ada con- 
structs which can invoke nondeterminacy during exe- 
cution. By inserting probes into every statement orig- 

lIn fact, the meanings of event are slightly different in each 
rwearch affected by their target environments, but they repre- 
sent synchronization and communication activities commonly. 
So we just use the term event without separation. 

inated from those constructs, a sequence of events, 
called rendezvous sequence, is collected during the first 
run. A pair of an input data and a rendezvous se- 
quence makes an Ada program deterministic. The 
amount of collected information is comparable to In- 
stant Replay. 

Netzer and Miller[S] proposed the Optimal Tracing 
and Replay method. Instead of recording the rela- 
tive orders for all events, this method first finds out 
the events which are related with nondeterminacy, and 
then records the relative order for them. The amount 
of collected information is optimal excluding a special 
case. But this method inevitably creates large probe 
effects since the nondeterminacy detection algorithm 
is executed repeatedly for every event. 

There are a few related techniques for model- 
ing message-based parallel programs. Taylor [ 151 sug- 
gested the concurrency history graph(CHG) which ex- 
plores all the execution states space. A CHG, a form 
of the reachability graph, is composed from a set of 
graphs each of which is a control flow graph(CFG) 
of a single process of the target program. Using the 
CHG, the anomalous states may be detected. Long 
and Clark[7] proposed the task interaction concur- 
rency graph(TICG) which is at simplified version of the 
CHG. To reduce the number of nodes in the graph, 
they use task interaction graph(TIG) instead of CFG. 
TIG models only the task intcwwtions but not control 
flow. Thus, the size of TIG is smaller than that of 
CFG. Subsequently, the size of TICG is smaller than 
that of CHG. Shatz and Chenig[lO] suggested a frame- 
work for analyzing tasking behaviors of Ada programs. 
The framework is based on the Petri net analysis tech- 
niques. An Ada program is transformed into a Petri 
net, called Ada net, and then the reachability graph of 
the Petri net is constructed. Finally, the reachability 
graph is analyzed to verify several properties. 

Note that all of the above techniques are based on 
state enumeration of target programs. The number 
of states grows exponentially when constructing the 
reachability graph[l4]. Furthermore, they just sup- 
port a general framework but not a detail technique 
to detect nondeterminacy. Thus, it is difficult to ap- 
ply them for detecting nondeterminacy in message- 
based parallel programs. In this paper, we suggest a 
model for figuring out the synchronization structures 
of message-based parallel programs and several analy- 
sis techniques for detecting nondeterminacy using the 
model. 
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3 Detect and Reproduce Method 

All the cyclical debugging approaches for parallel 
programs consist of three steps-instrumenting, run- 
n,in,g and gathering information, replaying using the 
inforrnntion. Each step takes the following actions: 

instrumenting : insert probes into the original 
program 

running and gathering : execute the (probed) 
program with an input data and gather the sce- 
nario information using the probes 

replaying : re-execute the program with the 
same input data and the gathered scenario infor- 
mation 

Previous researches focused on the running and gath- 
ering step in order to minimize the amount of infor- 
mation collected, suggesting solutions that used more 
probes. Our method consists of the following four 
steps: 

static analysis : detect nondeterminacy in a 
target program before running it 

instrumenting : insert simple probes into only 
where nondeterminacy exists 

running and gathering : run the probed pro- 
gram and collect information 

replaying : reproduce the same scenario using 
the scenario information 

This approach is named Detect and Reproduce 
method, since it separates nondeterminacy detection 
time from run time. As shown above, the Detect 
and Reproduce method uses static analysis informa- 
tion during the reproducing phase. Thus, it is natural 
to divide the method into two phases: static analysis 
phase and reproducing phase. 

4 Constructing and Analyzing MHB 
Model 

This section describes the static analysis phase of 
Detect and Reproduce method whose goal is to detect 
possibilities of nondeterminacy in the target program. 
For the goal, the MHB model is constructed and ana- 
lyzed. 

A language for message-based parallel programs 
needs three additional facilities-for specifying par- 
allelism between processes, for achieving communica- 
tions and for describing selective waiting. For the 

sake of convenience, we consider a conceptual language 
which supports process-level parallelism, asymmetric 
and synchronous channel communication, and select 
construct. Figure 1 shows a program which is written 
in the conceptual language. 

begin program 
process p l  

send( p2,chl ,msgl) 
send(p3,ch2,msg2) 

end process 

process p2 
receive( chl ,msg3) 
send( p3 ,ch3 ,msg4) 

end process 
end program 

process p3 
select 

ch2 is ready + 
ch3 is ready =+- 

receive(ch2,msg5) 

receive( ch3,msg6) 
end select 

end process 

Figure 1: A conceptual language 

Process-level parallelism means that the unit of 
concurrency is the process. Asymmetric channel 
means that the send statements specify both the iden- 
tity of a peer process and the name of communication 
channel, whereas the receive statements specify only 
the channel name. Synchronous channel means that 
a process is blocked upon sending a message until the 
message is received. A select statement can include 
several statements blocks, so-called candidates. When 
a control reaches a select statement during an exe- 
cution, one of the candidates which are ready to  run 
is randomly selected and the control is passed to it. 
For the sake of simplicity, we assume the static forms 
about process and channel structures. 

4.1 Definition of MHB 

The goal of our static analysis method is to de- 
tect nondeterminacy in message-based parallel pro- 
grams. Thus the model to be constructed must fig- 
ure out possible execution behaviors of message-based 
parallel programs, especially behaviors that related to 
the parallelism, the nondeterminacy and the message 
passing in the programs. The execution behaviors of a 
parallel program are restricted to and determined by 
the ordering of events. Generally, the ordering rela- 
tions are temporal-may vary whenever the program 
is re-executed. Hence, it falls into an N P  problem to 
model all possible ordering relationship[l4]. Instead, 
we consider a new concept called permanent order- 
ing relations which are to be preserved by all possible 
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execution scenarios. Figure 2 shows the concept of 
permanent ordering relations. 

Figure 2 (a) includes an example program which 
contains three processes using channel c to commu- 
nicate with one another. Since the order of message 
arrivals may vary, msl can arrive before ms2 and vice 
versa. Graphs in Figure 2 (b) and (c) present those 
scenarios, respectively. Note that arrows in the graphs 
models the ordering relations and that we adopted the 
synchronous channel concepts. Thus, sender and re- 
ceiver are synchronized during communication. The 
bidirectional arrows model it. Finally, Figure 2 (d) 
shows the ordering relations preserved in any scenario. 
It shows three types of permanent ordering relations. 
The first type is represented by dotted arrows. They 
model the ordering relations between events within a 
process. Next is drawn with solid arrows. According 
to the semantics of synchronous channel communica- 
tions, each send event can not proceed unless the sent 
message is received. From this basic property, we can 
infer that no send event can proceed before the first 
receive event is executed. The solid arrows represent 
these ordering relations. They start from the first re- 
ceive event and end at all send events using the same 
channel as the receive event. Bold face arrows also 
originate from the semantics of synchronous channel. 
Each send event must be executed before the last re- 
ceive event in order to achieve communications. 

To be used in the static analysis phase, those re- 
lations must be projected onto the statements in pro- 
grams. An ordering relation between statements is 
called minimal happened-before(MHB) relation if it is 
in the permanent ordering relations. Followings are a 
few preliminary sets and notations for defining MHB. 

PROCESSp = {pi  I pi is a process in program P }  
sij : i th statement of process pi 

SEND,  ={sijlsij E STATEMENT,, A sij is 

RECT/, ={sijlsij E STATEMENT,; A sij is 

A" = Ai-lA = {(a,b) I 3 C, s.t ( a , ~ )  E Ai-' A (c,b) 

STATEMENT,; = {si j  I ~ i j  E p i }  

a send statement using channel c }  

a receive statement using channel c} 

E A, where A is a set of pairs} 

The following is a definition of the MHB which con- 
sists of IHB(interna1 happened-before relation) and 
XHB( external happened-before relation) [ 11. 

Definition 4.1 Minimal Happened-Before Relation 

MHB = IHB U ui=2.,.oo (IHB U XHB)i 

of L. Lampor@] 
2The name mimics somewhat the happened-before relation 

process p l  process p2 process p3 
... ... ... 
send(p2,qmsl) receive(c,imrl) send(p2,c,ms2) 
... ... ... 

end process receive(c,im~-2) end process 

end process 
... 

(a) an example! program 

q> q 
I I I 
I I *p 
I I I 

&> 
(b) scenario 1 

e -> e 
I I I q++ I I 

&e> & 
I 

&> 
(c) scenario 2 

&> 
(d) permanent ordering relations 

Figure 2: Permanent ordering relations 
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Note two points about the definition. One is 
X H B  $ M H B .  It is induced from the fact that the 
X H B  represents the range of communications but the 
M H B  represents the ordering relations. The other 
is that the definition does not deal specially with the 
select statement. F’rom the viewpoint of ordering rela- 
tion, a select statement is similar to usual statements 
which follow control flow of a process. Figures 3 shows 
an example program, its IHB and XHB and a graph 
which represents the IHB and the XHB. 

Comparing the MHB defined above with the order- 
ing relations happened during the real executions, we 
can find an interesting and important property. The 
following Theorem 4.1 is about the property. 

Theorem 4.1 (MHB c HB)  
If a deadlock does not happen when a program is exe- 
ruted, then the ordering relations occurred during the 
execution, called HB,  contains MHB. 

Proof) Suppose that MHB 

HB. Since (sab, sZg) E MHB, two cases are possible. 
Case 1) ( sab , sy )  E IHB 

Contradiction to Definition 4.1. (trivial) 
Case 2) (SabrSz .7 )  E uz=2 ..oi, (IHB U XHB), 

There exists a sequence (slrs2),  (s2,s3), ..., 
(sn-1,s,&) E (IHB U XHB) where s1 = S a b ,  s, = sy 
and n 2 3. In addition, since ( sab ,sZI )  # HB, there 
is at least one (s,,s,+l) in the sequence such that 

In the case that ( s t ,  s,+1) E IHB 3 Contradict to Def- 
inition 4.1. (trivial) 
In the case that (s,,s,+1) E XHB 3 According to 
the definition of XHB in Definition 4.1, there are two 
cases. The first is that sz+l is the last statement which 
can receive a message from s,. Since (sz, s,+1) 4 HB, 
s, cannot send its own message. So the process which 
includes the s, falls into infinite wait state, and a dead- 
lock occurs(Contradiction). The other is that s, is the 
first statement which can receive a message from s,+1. 

Since (s,,s,+l) # HB, s,+1 can not proceed. So the 
process which includes the s,+1 falls into an infinite 
wait state, and a deadlock occurs(Contradiction). 0 

HB. Then there exists a 
( S , b , S , j )  such that ( S a b , S , 3 )  E MHB and ( S a b , S y )  

( s t ,  S,+l) # HB. 

process p l  
s11: ... 
s12: send(p2,cl,msgl) 
~ 1 3 :  send(p2,cl ,msg2) 

end process 
514: ... 

process p3 

~ 3 2 :  receive(c2,msgi’) 
s33 : send( p2,cl ,msg8) 
5-34: ... 
end process 

S31: . . . 

process p2 
s21: . . . 
s22: receive(cl,msg3) 
323: send(p3,c2,msg4) 
524: receive(cl,msg5) 
325: receive(cl,msg6) 

end process 
326: ... 

XHB 

Figure 3: IHB and XHB 

4.2 Enhancements of MHB 

The MHB model is an approximation for the run 
time ordering relations. To enhance the quality of ap- 
proximation, we developed several techniques. The 
first technique is called reduction of communication 
range. The MHB model is based upon an assumption 
that there is no restriction for the range of commu- 
nication, i.e. each send statement can communicate 
with any receive statement. In real executions, how- 
ever, the range is restricted by other communications. 
As an example, consider 512 and 513 in Figure 3 which 
shows that both of them can communicate with one of 
522, ~ 2 4  and ~ 2 5 .  But 513 cannot communicate with 522 

since s12 must run prior to ~ 1 3 .  Similarly, s12 cannot 
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communicate with ~ 2 5 .  Figure 4 (a) shows the reduced 
form of the graph in Figure 3. The arrow ( s 1 2 , s 2 5 )  is 
changed to  ( ~ 1 2 , 8 2 4 )  since s 1 2  cannot communicate 
with 525.  This type of reduction is called upward re- 
duction. On the other hand, the arrow ( ~ 2 2 ~ ~ 1 3 )  is 
changed to ( .924 ,s13) ,  which is called downward reduc- 
tion. 

(a) reduction of communication range 

nondeterminacy. They are due to the unpredictable 
progress of concurrent processes and the use of nonde- 
terministic statements[l3], respectively. Message race 
occurs when two or more sending processes compete to 
communicate with one receiving process. And internal 
nondeterminacy occurs at nondeterministic construct 
such as select statement. Formally, message race oc- 
curs iff 1) there are at least one receive statement and 
two send statements using the same channel in the pro- 
gram and 2) it is possible tha.t one receive statement 
and two send statements are executed concurrently. 
Figure 5 includes an algorithm to detect a message 
race. It checks condition 1) and 2) in order to detect 
message races. Condition 1) means the presence of 
three communication statements using same channel. 
It is checked by the predicate of the second f o r  loop 
in Detect-MessageRaces.  On the other hand, condi- 
tion 2) means the concurrency among the three state- 
ments. In order to satisfy condition 2), there must be 
no ordering relations between any of three statements. 
The procedure Con-Executable checks it using MHB. 

& 
(b) node unification 

Figure 4: Enhancements of MHB 

Next is the node unification technique. Consider 
823 and S32 in Figure 3. They are connected by a 
bidirectional arrow. This type of communication is 
called one-to-one communication. In this case two 
nodes can be unified into one node. Figure 4 (b) is the 
unified graph of (a). Note that ( s 2 2 , s 3 3 )  is changed 
to ( ~ 2 4 ,  s 3 3 )  after unification. The unification implies 
that it is impossible to communicate 522 with 533.  

Finally, cycle detection technique is useful to im- 
prove the quality of the MHB model. A cycle in the 
MHB means that the program may fall into a dead- 
lock state. Thus, cycles in MHB must be detected and 
reported to  eliminate a deadlock and to enhance the 
quality of the MHB model. 

4.3 Analysis of MHB 

There are two types of nondeterminacy in message- 
based parallel programs: message race and internal 

procedure Detect -Message_Rlaces 
begin 

for (V channel c)  
for (V (s,b, s , ~ ,  s,,) triples s.t S a b ,  st3 E S E N D ,  

A s,, E RECV, A a # i # m) 
if (ConExecutable(s,b, sz3, s,,)) 

print(message race may occur at s,,); 
endfor; 

endfor; 
end; 

function ConExecutable(s,r,, sa3, s m n )  : Boolean 
begin 

if ( ( s a b ,  sa3 ) E M H B  v ( 3 8 3  t sab)  E M H B )  
ConExecutable := False:, 

ConExecutable := False: 

ConExecutable := False; 

ConExecutable := True; 

else if ( (sa*,  s,,) E M H B  V (s,,, s o b )  E M H B )  

else if ( ( s z J ,  s,,) E M H B  'v (s,,, s,)) E M H B )  

else 

endif; 
end; 

Figure 5:  Algorithm for detecting message races 

Similarly, internal nondeterminacy occurs iff 1) 
there are at least two candidates within a select state- 
ment and 2) it is possible tlhat two candidates are 
ready to run before a control reaches the select state- 
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ment. Figure 6 shows an algorithm to detect and l e  
cate an internal nondeterminacy. Note that if the se- 
lect statement includes an else candidate, it is always 
considered to be ready. 

procedure Detect-Internal-Nondeterminacy 
begin 

for (V select stmt S s.t IS1 2 2) 
ready-candidates := 0;  
if (3 else candidate in S )  

for (V candidate s of 5’ s.t s is not else candidate) 

ready-candidates := ready-candidates + 1; 

ready-candidates := ready-candidates + 1; 

if (Satisfiable(S, s)) 

end for; 
if (ready-candidates 2 2) 

print(interna1 nondeterminacy may occur at S);  
endfor; 

end; 

function Satisfiable(S, s) : Boolean 
begin 

if (s E RECV, AVss E SEND,  
( (S ,  ss) E M H B  v (ss, S )  E M H B ) )  

Satisfiable := False; 
else if (s E SEND,  A QTS E RECVi 

( ( S ,  r s )  E M H B  V (rs,  S )  E M H B ) )  
Satisfiable := False; 

Satisfiable := True; 
else 

endif; 
end; 

Figure 6: Algorithm for retecting internal nondeter- 
minacy 

Consider the example program in Figure 3. The 
program contains four receive statements. By using 
the MHB model and the algorithms in Figures 5 and 6 ,  
we can find that only two statements, ~ 2 4  and ~ 2 5 ,  may 
cause nondeterminacy. Roughly, it means that we can 
guarantee reproducible behavior with only a half of 
probe effects incurring compared with previous meth- 
ods. In general, the quality of an analyzing method is 
strongly related with two aspects-completeness and 
compactness. A method is said to be complete if the 
results acquired by using the method contain all the 
possilde cases. Similarly, a method is said to be com- 
pact if the results contain no spurious case-a case 
which is impossible to occur. Algorithms proposed in 
this section are complete but not compact. 

Theorem 4.2 Completeness 
The methods proposed an this section detect all possible 
nondeterminacy an message-based parallel programs. 

Proof) As described earlier, nondeterminacy is caused 
by the message race and internal nondeterminacy in 
message-based parallel programs. 
Case 1) The algorithm in Figure 5 uses MHB to de- 
tect message races. Suppose that a message race oc- 
curs during execution. It means that a t  least two 
messages have been prepared when a control reaches 
a receive statement during execution(satisfy the first 
condition). It means also that at least two send state- 
ments executed concurrently before the receive state- 
ment is executed. So it is possible that two send state- 
ments and a receive statement are executed concur- 
rently(the second condition is satisfied). (since M H B  
C H B  according to Theorem 4.1) 
Case 2) Internal nondeterminacy occurs when at  least 
two candidates are ready to run as a control reaches 
a select statement. It means that there are a t  least 
two candidates in the select statement(satisfy the first 
condition). A receive candidate is ready to run if and 
only if there is a send statement which can be ex- 
ecuted before the select statement. And the other 
candidates are always ready to run. The procedure 
Satisfiable checks this condition(the second condition 
is satisfied). 0 

According to Theorem 4.2, proposed method is 
complete. It stems directly from the minimality of 
MHB as shown in Theorem 4.1. On the other hand, 
the precision of MHB is directly related with the com- 
pactness of this method. We have already shown that 
M H B  c H B  in Theorem 4.1 but the inverse is im- 
possible to be achieved. It is related to the inherent 
limitations of static analysis. Therefore, we are going 
to show only experimental results in a later section 
instead of proving the compactness theoretically. 

5 Reproducing Parallel Programs 

Main feature of our reproducing method lies in the 
conditional insertion of probes. Based on the informa- 
tion collected during the static analysis phase, probes 
are inserted only where nondeterminacy may occur. 
Therefore, the amount of probes and the probe effects 
can be significantly reduced. There are three steps 
in the reproducing phase: instrumenting step, gather- 
ing step and reproducing step. Suggested reproducing 
method employs the language-based approach[l3]. Fi- 
nally, experimental results about well known examples 
are presented in this section. 
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It is nondeterminacy that breaks reproducibility of 
parallel programs. Therefore, the information associ- 
ated with nondeterminacy must be recorded in order 
to guarantee reproducible behaviors. To be concrete, 
two kinds of information are necessary: one is about 
the location where it happened and the other is about 
the choice to be made at the nondeterministic state. 
From the implementation viewpoint, internal nonde- 
terminacy can be resolved simply by inserting a record 
statement in front of each candidate. Figure 7 (a) 
illustrates the probing method. A record statement 
is inserted between each condition predicate and the 
candidate body. When a control reaches at the probed 
select statement during execution, all condition predi- 
cates are evaluated and then the control is transferred 
to one of the ready candidates. Then the inserted 
record statement is executed before the original candi- 
date body. So the location where the control is passed 
is recorded. We maintain one log file for each process, 

end select 

denoted by Zf[l], ..., lf[n]. 

cond -n; 
candidate-n; 

select 
cond-1 => 

candidate-1; 
or 

or 
... 
cond-n => 

candidate-n; 
end select 

send(p,c,msg) ; I-) 

select 
cond-1 => 
record(1f [my-id1 ,"1") ; 
candidate-1; 

or 

send(p,c,msgImy-id); 

cond-n => 
record(1f [my-id1 ,"nn) I 
candidate-n; 

end select 

- I 1 I recv(c,msg); I 
(b) probing comunication statements 

Figure 7: Probing technique 

Message race is somewhat more complex. Accord- 
ing to the semantics of asymmetric channel, a receive 
statement is unable to catch the identity of the sending 
process. So it cannot record the identity of selected 
message. To resolve this problem, the identity of the 
sending process is appended to each message. Fig- 
ure 7 (b) shows the probing method. Note that we 
insert probes only where nondeterminacy may occur, 
i.e. we apply the probing method shown in Figure 7 
to the statements which have been detected by static 
analysis. 

The last step of reproducing phase is to control 
re-executions with the collected information and in- 

put data. The purpose of controlling is to repro- 
duce the program behaviors of the original execution. 
Previous researches have shown that a pair of input 
data and execution scenario determines the program 
behaviors[l3, 61. Since an execution scenario is af- 
fected by nondeterminacy, we need to know the re- 
sults of nondeterminacy to guarantee reproducibility. 
According to Theorem 4.2, all nondeterminacies are 
detected in the static analysis phase. Furthermore, 
since we insert probes during the inserting step wher- 
ever nondeterminacy exists, we can collect information 
enough to control reproducing. 

We convert nondeterministic statements into deter- 
ministic statements in order to guarantee reproducing. 
Figure 8 (a) shows the transformation method. A se- 
lect statement which shows nondeterminacy is con- 
verted into a switch/case statement. Before execut- 
ing the switch/case statement, a number is retrieved 
from its own log file, Iflmy-id]. The number indicates 
the candidate that was picked at the original execu- 
tion. Using this number, the switch/case statement 
branches off to the indicated candidate. 

7 

select 
cond-1 => 

candidate-1; 
or 

or 
... 
cond-n => 

candidate-n; 

read(1f [my-id1 ,selected); 
switch(se1ected) begin 

case 1: 
cond - 1 : 
candidate-1; 

cond - 2 : 
candidate-2; 

case 2: 

... 
case n: 

(a) transform select statement 

do begin 
read(1f [pl ,peer-id) ; I send(p.c,msg); I 1 while (peer-id <> my-id) ; 

send (p, c, msg) ; 

(b) transform communication statement 

Figure 8: Transformation to reproduce program be- 
haviors 

In front of a send statement related with nondeter- 
minacy, a checking block is inserted to confirm that 
the sender of next communicaiion is itself. The check- 
ing block reads a process id from a log file and com- 
pares it with its own id. Recall that the process id is 
saved by the receiver process. Therefore, the sender 
must read it from the log file of the receiver. Figure 8 
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(b) shows this checking block. The sender waits until 
the comparison is finished. Note that receive state- 

ure 10 shows this result. 

methods inserted 
probes 

ments are not changed. Each receive statement is de- 
terministic, since one (and only one) send statement 
is allowed to run at a time. 

A well known problem-the producer/consumer 
problem with a bounded buffer-is analyzed using our 
reproducing method. Figure 9 shows a solution for the 
producer/consumer problem with a bounded buffer of 
size 10, which has been adapted from [ll]. 

probe information 
effects gathered 

process Buffer // Bounded Buffer Process 
buf : (0..9) integer; 
inp, outp : integer; 
inp := 0; outp := 0; 
do forever 

select 
inp-outp<lO A recv(addrequest) + 

recv(add,buf(inp mod 10)); 
inp := inp + 1; 

or 
inp>outp A recv(fetchrequest) + 

send (Consumer ,fet ch ,buf( outp mod 10)) ; 
outp := outp + 1; 

end select; 
end do; 

end process 

process Producer / /  Producer Process 
m : integer; 
do forever 

. . .  
send( Buffer,add-request); 
send( Buffer ,add,m); 

/ /  Produce an Item m 

end do; 
end process 

process Consumer // Consumer Process 
m : integer; 
do forever 

send(Buffer ’fetchrequest); 
recv(fetch,m); 
. . .  

end do; 
end process 

// Consume the Item m 

process Buffer // Bounded Buffer Process 
buf : (0..9) integer; 
inp, outp : integer; 
inp := 0; outp := 0; 
do forever 

select 
inp-outp<lO A recv(add-request) + 

record(lf[l] ,“l”); 
recv(add,buf(inp mod 10)); 
inp := inp + 1; 

or 
inp > outp A recv(fetch-request) 

record(lf[l],“2”); 
send(Consumer,fetch,buf(outp mod 10)); 
outp := outp + 1; 

end select; 
end do; 

end process 

Figure 10: Probing producer/consumer program 

Now, our method is to be compared with others 
with respect to this program. As explained before, 
there are two main issues in reproducing parallel pro- 
grams: minimizing probe effects and the amount of 
collected information. We use three criteria, two for 
probe effects and one for information amount. And we 
compare ours with Tai’s deterministic execution[l3] 
and Netzer’s optimal tracing and replay[9] Table 1 
shows the results of comparison. 

Figure 9: A solution for producer/consumer problem 

Using our static analysis method, we find that there 
are no message races but just one internal nondetermi- 
nacy. Therefore, we insert probes only into the select 
statement, the other processes being unchanged. Fig- 

We take the value of Tai’s method as 1 for each cri- 
terion and use relative values for the others. Tai’s 
method and Netzer’s method insert probes into all 
message receive statements and select statements. In 
this case, there are five locations to be probed. But 
our method inserts probes into only one location. The 
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program loops indefinitely. Using Tai’s method, three 
record statements are executed for each turn. Netzer’s 
method and ours, however, record one kind of infor- 
mation for each iteration, therefore, the amount of 
collected information is approximately one third. The 
values about the Netzer’s method are greater than one 
for the amount of inserted probes and the amount of 
time spent, but it is difficult to be precise, hence we 
use cy and p. 

6 Conclusions and Future Works 

Detect and Reproduce method was suggested in this 
paper to overcome obstacles encountered in paral- 
lel program debugging-non-reproducibility problem, 
probe effects and the space overhead. It detects non- 
determinacy before running a program in order to 
alleviate probe effects. And it gathers information 
only about pre-detected nondeterminacies, thus re- 
ducing the space overhead. To analyze message-based 
parallel programs statically, the MHB model was de- 
vised to catch permanent ordering relations and algo- 
rithms are developed to locate nondeterminacy based 
on the MHB model. Finally, we showed how to em- 
ploy static analysis information in reproducing phase. 
Suggested reproducing method is a language based ap- 
proach where no additional tools are required except 
simple source code transformation tools. 

The accuracy of static analysis is crucial for the ef- 
fectiveness of this approach. We have shown that the 
proposed analysis technique is complete in the sense 
that it catches all nondeterminacies. We also sug- 
gested several ways to enhance the compactness of the 
proposed technique. Unfortunately, it is impossible 
to develop compact analysis techniques. Researches 
on enhancing techniques remain to be future works 
and the theoretical analysis of the proposed method is 
needed also in the point of compactness. 
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