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ABSTRACT 

 
Authentication protocols rely on the possession of keys by 

the parties to be authenticated. For security, keys must be 
chosen randomly and have to have a long length from 100 bits 
to thousands of bits. But such keys are difficult to memorize 
for humans. Password-based authenticated key exchange 
protocols offer an efficient method to achieve an authenticati- 
on and a secure communication between two parties who 
share a secret key.  

For past decade, many protocols were proposed. Some of 
the properties of the most dominant protocols are based on the 
Diffie-Hellman messages or RSA assumption. Hence it has a 
computational overhead, especially in the client side. 

In this paper, we present two new protocols: client-server 
protocol and three-party protocol. Our protocols don’t require 
the RSA assumption or Diffie-Hellman messages. Proposed 
protocols are based on the Blom’s scheme [1]. Even though, 
our protocols have a threshold property and have to use two 
secret values, we reduced a computational overhead in the 
both sides and have the forward secrecy.   
 
Keywords: Security, Password, Authentication, Matrix, Key 
exchange 

 

 

1. INTRODUCTION 
 

Two parties who communicate over insecure networks 
want to protect their subsequent communication from other 
parties who don’t participate in the communication and hope 
to authenticate each other side before the communication start. 
To protect their communication messages, they have to share 
a secret key to encrypt the communication messages. But, 
sharing the secret key between two parties who don’t know 
each other is very difficult. Furthermore, only a session key 
exchange between two parties isn’t secure. For example, 
impersonation attack is efficient in key exchange protocols 
without authentication. So, to overcome an impersonation 
attack and other various attacks in shared key exchange  
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protocols, authentication method have to be added in the key 
exchange protocols.  

Until now, many key exchange protocols with authenticat- 
ion [3-17] have been proposed. The keys used on the most 
cryptographic authenticated key exchange protocols but pas- 
sword-based protocols are chosen randomly within its domain 
and have lengths from around 100 bits up to thousands of bits 
(these lengths are depending on the algorithm used and 
security level desired) [18]. But these keys are hard to 
remember and need special devices such as tamper-resistant 
cryptographic server or smart card.  

Among proposed protocols, password-based protocols are 
one of the most acceptable methods. Just remember passwor- 
ds, users can authenticate opposite parties. Furthermore, the 
passwords shared between two parties are also used to make a 
shared secret session keys. The first password-based protocol 
was proposed by the Lomas et al [7]. After then, many 
password-based authenticated key exchange protocols were 
proposed [3-7,9,10].  

One of Properties in the previous password-based protoc- 
ols is that most dominant protocols are based on the Diffie- 
Hellman messages or RSA assumption. So these protocols 
have several exponential computations. Although computati- 
onal power in current devices is remarkably increased, servers 
have to execute protocol with many users and these multiple 
executions in the server also make an overhead. Especially, 
mobile devices have a small computing power. So, small 
overhead at computations make also serious problems. 

In this paper, we propose two new password-based authent- 
icated key exchange protocols: client-server model and three 
party model. We tried to reduce the computational overhead 
in the protocols by applying a key exchange protocol, 
proposed by Du [2], using the matrix. Du proposed a key 
pre-distribution scheme in sensor networks. In his protocol, 
he modified a blom’s scheme [1] to make a shared session key 
between sensors.  

Because we use matrices in protocols, we have to consider 
a threshold problem. For this problem, we demonstrated that 
this problem have no consideration by showing the probabil- 
ity of at least one space (we called the matrices as the key 
spaces) being broken is negligible.  

This paper is organized as follows. We present the related 
work in Section 2. We will describe about the protocols in 
Section 3. In section 4, we analyze the security of our protoc- 
ols and conclude the paper in section 5. 

 



2. RELATED WORK 
 

Password-based authenticated key exchange protocols: 
The first password-based protocol, proposed by the Lomas et 
al [7], used the additional assumption that the client (in a 
client-server application) has knowledge of the server’s 
public key in sharing the password with the server. Later, 
Bellovin and Merritt [8] introduced a class of protocols 
(called EKE) that does not require this assumption. The idea 
of EKE protocols are transmit ephemeral public keys encrypt- 
ed using the password as a shared key. Only parties that know 
the password can obtain the transmitted public key. 

After the EKE protocol, many password-based authentica- 
ted key exchange protocols were proposed [3-7,9,10]. They 
mainly used the form of Diffie-Hellman key agreement proto- 
cols or the RSA assumption.  

PAK protocol, proposed by Boyko et al [9], is another 
protocol based on the Diffie-Hellman key exchange. This pro- 
tocol has a proof of security in Shoup’s simulation model, and 
later MacKenzie[10] provided proofs in the Bellare-Rogaway 
model.  

Lucks et al [11] proposed a different protocol. Its approach 
is somewhat different from EKE. Though it uses a public key 
cryptography, the public key isn’t encrypted and sent openly 
in the clear (In one variant of EKE, public key is transmitted 
in encrypted state.) 

Three-Party Protocols is another variant. Contrary to the 
client-server protocols in password-based authenticated key 
exchange, three-party protocols have been largely neglected 
recently. This is due to the requirement for the on-line server. 
However, the protocols between two parties (both are clients) 
also have the potential efficiency. GLNS [12] protocols are 
representative three-party protocols. The majority of their 
protocols assume that users have knowledge of the server 
public key. 
Du’s key pre-distribution scheme: Blom [1] proposed a key 
pre-distribution scheme that allows any two pair in a 
networks to be able to derive a pairwise secret key. Blom’s 
scheme has one special property that as long as no more than 
h pairs are compromised, all communication links of non- 
compromised pairs remain secure.  
  Du [2] modified the scheme of Blom [1] in order to make it 
suitable for sensor networks. Key generation in Du’s scheme 
is as follows:  

First, (h+1)×N matrix G over a finite field GF(q), where N 
is the size of the networks and q>>N, is generated. This 
matrix G is public information and can be shared between 
different systems. During the key generation phase, the base 
station creates a random (h+1)×(h+1) symmetric matrix D 
over GF(q), and computes an N×(h+1) matrix A=(D·G)T , 
where (D·G)T is the transpose of D·G. Matrix D must be kept 
secret. Because D is symmetric, A·G is a symmetric matrix. It 
is easy to show. If let K=A·G then we know that Kij=Kji, 
where Kij is the element in the ith row and jth column of K. 
Fig. 1 shows how to the pairwise key is generated. In the Du’s 
protocol, Key Kij(or Kji) as the pairwise key between pairs i 
and j can be easily achieved by the key pre-distribution sche- 
me. Nodes i, j in the networks store the A(i), A(j) rows of mat- 
rix A, respectively. When they make a shared key, they exch-  

 
Fig 1. Key Generation in Du’s scheme. 

 
 

ange their columns of matrix G and then compute Kij and Kji, 
respectively, using their private rows of A. Since G is public 
information, its column can be transmitted in plaintext. 

 
 

3. PROPOSED MODELS 
 

In this section, we describe an instance of our protocols. 
For simplicity of description, we explain the following 
notations throughout the paper and show the detailed flow of 
our protocols 
 
3.1 Notations 

In this paper, we propose two protocols. One is client- 
server protocol and the other is three-party protocol. For the 
convenience, we describe several notations used in our proto- 
cols. The notations used in our protocols are listed as follows: 

 
- q : The exponential of a prime number (we may choose q 

= 2k) and q >> N where N is the size of users. 
- h : Threshold value. Proposed scheme has the property 

that as long as no more than h users are compromis- 
ed, all communication links of non-compromised 
remain secure. 

- S : Trusted Server. 
- H1, H2 : Hash functions. 
- G : (h+1)×N matrix over the GF(q). 
- Dk : (h+1)×(h+1) symmetric matrix. 
- Ak : (Dk·G)T, where  (Dk·G)T is the transpose of Dk·G. 

called key spaces 
- Ak(i) : ith row of matrix Ak
- K : Ak·G, called key matrix. 
- Kij : Element in the ith row and jth column of K  
- SAB: Secure session key between parties A and B 
- pw : Shared password between server and user 

Table 1. Notations used in the proposed protocols 
 

In both models, server first choose several (h+1)×(h+1) 
matrices Dk,(1≤k≤w) and generate secret matrices Ak= 
(Dk·G)T. Matrices Ak are stored at server but matrices Dk are 
deleted. 
 
3.2 Client-Server Protocol 

Fig. 2 shows the flow of our client-server protocol in the 
communication phase. In the registration phase, client and 
server already shared the client’s password pw and secret row 
Ak(i) which was chosen randomly by the server. So, client  
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Fig 2. Client-Server Protocol 

 
 

don’t know where his/her secret row comes from any key 
spaces. When the client wants to communicate with server, 
client sends the id to the server and receives a random column 
G(j) of matrix G and random nonce Ns.  The random nonce Ns 
has to be securely transmitted to the client. The key Kij shared 
between client and server is used to mask the server’s nonce 
Ns. Its purpose is to prevent the adversary from performing an 
impersonation attack by storing a previous nonce Ns. The key 
Kij and nonce Ns are also used to make a secret session key 
SAB between client and server by hashing with the hash funct- 
ion H1. After session key is established, client sends a random 
nonce NA with server’s random nonce Ns to confirm the 
session key. Server also sends a response message which 
contains the client’s random nonce NA. 
 
3.3 Three-Party Protocol 

In this subsection we describe our new three-party protocol. 
The protocol consists of two phases: the registration phase 
and key establishment phase. The protocol in Fig. 3 shows the 
key establishment phase. The detail description is as follows.  
 
Registration Phase: 

In the registration phase, trusted server S generates several 
key space matrices Ak where 1≤k≤w, and stores them securely. 
Key generation is the same as the client-server protocol. 
Parties who registered to the server also share their password 
pw and random secret rows Ak(i), where Ak(i) (1≤k≤w, 
1≤i≤N) are random rows of matrix Ak in key space randomly 
chosen by server S. Hence parties do not know where their 
rows are originated just as the client-server protocol. 

 
Authentication and Key establishment Phase: 

When two parties A, B (both registered to the same server 
S) want to communicate with each other. A sends a key reque- 
st message to the trusted server S and then S chooses a 
random column G(l) in matrix G and random nonces Ns, N’s  
for A, B respectively. After then S sends messages to A. Upon 
receiving the message sent from S, A makes a ephemeral key 
Kil using the column G(l) and his/her secret row Ak1(i) and get 
the hashed value H1(Kj,l, Ns’ , pwB) and nonce Ns from server’s 
message. After then, A sends a message (2) to B. B makes 
his/her ephemeral key Kjl by using the column G(l) and 
his/her secret row Ak2(j) just as A and gets the hashed value 

 

 
Fig 3. Three-Party Protocol 

 
 

H1(Ki,l, Ns, pwA) and nonce N’s
Two parties A, B make their hashed values H1(Ki,l, Ns, pwA), 
H1(Kj,l, Ns’ , pwB) by using nonce Ns, N`s and their passwords 
pwA, pwB , respectively and then make the session key SAB 
just as equation (3). After then two parties exchange a 
confirm message to know that their secret session key is 
same. 

 
Key between two party A, B is as follows: 

 
(3) 

 
 
 

4. ANALYSIS 
 
4.1 Computational Overhead 

In our protocol, user has to calculate ephemeral common 
keys with server by using the corresponding column of matrix 
G and secret row. Our model has the same basis just as the 
Blom [1] and Du [2]. Hence, any h+1 columns of matrix G 
which is used in our scheme have to be linearly independent 
in order to achieve the h–secure property (it means that if at 
least h users are compromised then attacker can knows the 
secret matrix Ai). A possible matrix can be considered as 
follows: 
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where s is a primitive over GF(q). 

If we use a Vandermonde matrix (4) as an open matrix G, 
the matrix satisfies our property and has another nice property 
that its columns can be generated by consecutive power of the 
primitive element s. The dominating computational cost is 
due to 2h-1 multiplications in the field GF(q). In our comput- 
ation cost, we didn’t consider the computation complexity of 
hash function H1, H2. The complexity of our protocol can be  

 

S  has passwords pwA, Ak1(i) for party A and pwB, 
Ak2(j) for party B and chooses random values Ns, Ns’ 
A  has password pwA, secret row Ak1(i) 
B  has password pwB, secret row Ak2(j) 
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Protocols Number of exponential
DH-EKE[4] 2 

PAK[9] 2 
PAK-R[6] 3 
SPEKE[4] 2 

Augmented EKE[5] 2 
Our protocol 0 

Table 2. The number of exponential computations on the client 
              side computation in password-based protocols 

 
 
reduced to h multiplications using Horner’s rule for polynom- 
ial evaluation. 

The number of exponentials in the protocol also increase 
the computation cost. The client side in many protocols may 
be much more limited in computational ability. We showed 
the comparison of the performance between the class of EKE 
protocols from the client side. Because many protocols are 
not explicated about the size of parameters to be used, the co- 
mputational efficiency between protocols is not easy to co- 
mpare. Furthermore, the security in protocols is based on the 
different computational problems. We showed the compari- 
son in the number of exponential in the table 2. 
 
4.2 Probability of at least one key space is broken 
In the protocols, we used several key spaces Ai (1≤i≤w). 
Each key space Ai has the h-secure. So, the probability of at 
least one key space being broken is as follows (5). This analy- 
sis is similar to the Du [2] but the difference is that users just 
have one row Aw(i). 

Let Ex be the event that x users is compromised. We can 
obtain the following upper bound: w is the number of key 
spaces. x is the number of users who are compromised.  
 

Pr(at least one space is broken|Ex) ≤ 
                 

                                               

[8] S. M. Bellovin and M. Merritt, “Encrypted Key Exchange: 
Password-based protocols secure against Dictionary Attacks”, 
IEEE Computer Society Conference on Research in Security 
and Privacy, 1992, pp. 72-84.                             (5) 

 
 
For example, when we set w to 20 and set h to 10, then 

adversary needs to capture about 125 users in order to break at 
least one key space with reasonably-high probability. So, 
there is some tradeoff among the threshold h, the number of 
key spaces w, and the probability of at least one space is 
broken. 
 
 

5. CONCLUSION 
 

Password-based key exchange protocol is widely used 
authenticating technique. In the paper, we proposed new two 
protocols. The matrix used in our model plays an important 
role. Using it, each user can get a random nonce and secret 
message transmitted from the server. The ephemeral key, 
made by the matrix computation, between user and server is 

also used to make a secure session key among the users or 
between server and user.  

We also showed that the threshold problem in the protocol 
is probabilistically negligible. Moreover, our model reduced 
the computational overhead on both sides and compared with 
other dominant protocols.  

Our protocol is easy to implement in the real server and if 
we use a smart card to share the secret row of key space 
matrix, its usage will be expanded. 
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