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Abstract. With the spread of the Internet and the development of Web technol-
ogy, web-based software such as web applications and web services has been in
the spotlight and widely used. Accordingly, ensuring web-based software reliabil-
ity is becoming important, and the efforts to develop highly reliable software in the
web environment are required. Compared with traditional software, research on the
reliability of web-based software is not enough, and the dynamic execution environ-
ment of the web makes the reliability evaluation of web-based software much more
complicated. In this paper, we deal with reliability evaluation issues in the web en-
vironment and compare with each other in terms of failure data collection methods,
reliability evaluation techniques, and validation schemes. We also evaluate them
based on hypothetical execution scenarios, analyze the strengths or weaknesses of
each technique, and identify the remaining open problems.

Keywords: Reliability, web-based software, web application, web service, SOA
system.

1 Introduction

With the changes of software development paradigms, web-based software has
gained in popularity and is now providing various services to potential worldwide
users [21]. In particular, the IT infrastructure of companies has been commonly
implemented as the web-oriented system, and recently web services and Software
as a Service (SaaS) delivering software via the web have been widely adopted
for a business project. The web environment is easy to access and use, and it
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provides immediate feedback on software modifications. Likewise, the web envi-
ronment is attractive to companies which attempt to reduce costs and has various
potentials.

In spite of such benefits of the web-based software, it still suffers from various
critical failures. The malfunctions of such software can endanger business opportu-
nities and even ruin the reputation of a company. For example, eBay, one of largest
online auctions, experienced a shutdown of the system, due to the database prob-
lem. It resulted in around $5 million loss and the damaged a relationship between
the company and its customers [24]. Thus, it has become important to develop the
web-based software with high quality. As a key attribute of software quality, soft-
ware reliability, which means the probability that software operates without a failure
for a specified time in a specified environment [11], is often concerned. It is a pre-
condition for satisfying the client needs and realizing a potential profit.

Traditionally, software reliability growth models (SRGMs) for a monolithic ap-
plication have been used to verify that software has achieved the reliability objective
before release [8]. They provide an analytical framework for describing a reliability
growth phenomenon as the residual faults of software are removed during opera-
tional testing [7]. As another major class of software reliability models, architecture
based reliability models for component based software systems have been employed
to predict the software system reliability. These models reflect the internal structure
of software and are applicable after software architecture is created [19]. Although
many studies have been performed to evaluate the reliability of traditional software,
we cannot simply apply those models designed for the traditional software into the
web-based software due to distinctions between two types of software. More specif-
ically, compared with traditional software, it is difficult to obtain failure data for
web-based software because of uncertainty in the external parties, and they are re-
markably influenced by an unpredictable network condition. These characteristics
make it much more complicated to estimate the reliability of web-based software.
Although some techniques exist today to measure and assure the web-based soft-
ware reliability, there still exist many new challenges and it requires new techniques
with consideration of the characteristics of the web environment.

In this paper, we survey existing approaches to estimating the software reliability
in the web environment, with particular emphasis on issues that are related to the
web applications and web services. We compare existing approaches and identify
strengths and weaknesses of each approach using scenario based evaluation. We also
suggest the possible reliability challenges for end user programmers. Accordingly,
this study will provide an insight into guiding the future research direction for web-
based software reliability.

The paper is structured as follows. The motivating problems of this paper are
discussed in Section 2. In Section 3, we review and discuss different reliability ap-
proaches in the web environment. Section 4 evaluates each technique using a sce-
nario based evaluation and Section 5 lists remaining open problems. Finally, Section
6 concludes this paper.
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2 Motivating Problems

Web-based software has unique characteristics such as complex network environ-
ment, huge user population, cross-platform support, and data security requirements
[5]. According to a report using information from major companies such as Google
and Microsoft [17], while reliability approaches for the traditional software concen-
trate on logical or computational errors of software systems, main causes of failures
in the web environment are network errors, configuration errors, system overload,
and resource exhaustion [20]. It means that, unlike the common belief that a soft-
ware failure rate is constant without the modification of source code, the failure rate
of web-based software may change according to network conditions or workload in-
formation. Accordingly, it is necessary for the reliability techniques for web-based
software to reflect dynamic execution environment and web workload character-
istics. Moreover, in the case of service-oriented architecture (SOA) systems, it is
expensive to test remote services, which makes it difficult to obtain failure data. In
such environments, the traditional solutions that software designers have adopted
are no longer feasible [12]. Even though some authors claim that component based
reliability techniques can be applied to SOA systems, there is no solid work [4], and
the component based reliability approaches do not consider failure types in the web
environment.

The heavy competition by the open network environment and the wider user pop-
ulation demands an immediate response to handle above difficulties in the reliability
evaluation, and requires new reliability techniques to reflect the characteristics of
the web environment. Nevertheless, relatively few reliability studies have been con-
ducted for the software in the web environment. Therefore, we compare and analyze
existing techniques in the categories of web application reliability and web service
reliability.

3 Reliability Evaluation Techniques in the Web Environment

We survey existing techniques that are recent and prominent studies on the reliability
evaluation of the web-based software, classify them according to target systems and
applicable phases, and analyze them based on criteria which reflect characteristics
of web-based software.

3.1 Web Application Reliability

3.1.1 Background

For web applications, the reliability is defined as the probability that the web op-
eration is completed without a failure [22]. Failure sources of web applications are
source contents, host, networks, browser, etc. In this circumstance, workload infor-
mation is treated as an important factor for reliability evaluation.
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3.1.2 Reliability Evaluation Techniques for Web Applications

Workload Measures from Server Logs. J. Tian et al. evaluate operational reli-
ability for web applications [22]. They suggest four types of workload measures,
such as bytes, hits, users, and sessions, to approximate an amount of time to use
the applications. The failure data and system usage information are extracted from
error logs in the servers, and these data are used to evaluate the web application
reliability. Nevertheless, this approach is not applicable to some combination of the
web workload and error codes [6]. Also, it just focuses on the web source content
failures except the network failures, browser failures, or user errors.

SRGMs. In [26], authors use use an Yamada exponential testing effort function
based model to evaluate web application reliability. Measures on an user session
workload are treated as the usage time of web applications, and the failure data are
obtained from log files of the server. [5] combines different SRGMs to evaluate re-
liability for web applications. In this approach, genetic algorithm (GA) technique is
employed to give weight on each SRGM, and three weighted combinational models
are used for reliability evaluation.

Markov Analysis. In [21], the reliability behavior of web applications is analyzed
by Markov process. In other words, web pages that are functionally independent
are regarded as the components of web applications, and their controls are shifted
based on Markov process. Various combinations of web page reliabilities using a
simulator are examined to evaluate the reliability of web applications. However, a lot
of assumptions to build the Markov model weaken the practicality of the technique.

3.2 Web Service Reliability

3.2.1 Background

SOA systems are built upon bundles of web services, and consist of steps such
as service publishing, discovery, composition, and execution. The basic working
principle of the SOA systems is explained in [27], and existing reliability evaluation
approaches for the SOA systems are simply described in [16].

The reliability evaluation techniques for SOA systems are mainly classified into
atomic level analysis and system level compositional analysis. In Fig. 1, rectangles
indicate input and output. The inputs show the ingredients needed to perform re-
liability evaluation for both level services. The ovals depict the steps of reliability
evaluation for SOA systems, and the arrows represent the transitions between the
steps and input and output information of the reliability evaluation.

The reliability value for an atomic web service (i.e., a basic web service unit that
cannot be split further), is derived from failure information according to the num-
ber of service invocations. A composite service is a new service that is composed
of multiple web services with structural relationships [10]. Most reliability evalu-
ation approaches for a composite service use information such as a compositional
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Fig. 1 The procedure for SOA system reliability evaluation

structure, usage profiles, and the reliability values of atomic services. The motiva-
tions of evaluating composite service reliability include the following:

• Figuring out how the reliability of atomic services and their structural informa-
tion affect composite service reliability

• Helping to bind an appropriate service among multiple candidate services
• Selecting a compositional structure that is most appropriate for the SOA system

3.2.2 Reliability Evaluation Techniques for Web Services

Group Testing and Majority Voting. W. T. Tsai et al. present a testing based
approach, which is called as service-oriented software reliability model (SORM)
[23]. The reliability evaluation is performed by two steps. The first step is to perform
group testing to obtain the service failure data. The services which generate the false
output are detected by a majority voting technique, and testing results are recorded
in error logs. The second step is to evaluate the atomic service reliability using error
information based on outcomes of the voting.

Collaborative Framework. Zibin Zheng et al. propose a collaborative reliability
prediction approach for atomic web services at the architecture design phase [28].
They predict the atomic service reliability using the information of other users who
have similar experiences, and the aggregated failure probability of a service flow
is derived from taking account of the compositional structures such as sequence,
branch, loop, and parallel. This mechanism requires collecting failure data from
different service users. With more accumulation of failure data, it is highly possible
to obtain more accurate reliability prediction results for the web services.

Recalibration Technique. Andrew G. Liu et al. proposes a progressive reliabil-
ity forecasting method [9]. They claim that reliability evaluation should be recali-
brated because the web service reliability changes with time. This technique focuses
on dynamic service execution circumstances such as shutdown of servers, network
congestion, invalidity of data, and too many concurrent users. Since service failure
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patterns change as time goes by, this paper addresses when to (and how to) recali-
brate the reliability to reflect the variation of the service reliability.

Multi-stage Reliability Model. In [25], authors state that the existing software
reliability models cannot describe the failure occurred during the publishing, dis-
covery, binding, and execution steps. Thus, a multistage model is proposed, which
considers the possible web service faults in every step. The proper reliability model
for each step is suggested and integrated for the service reliability evaluation.

Extended UDDI Model. B. Li et al. extend universal description, discovery, inte-
gration (UDDI) to monitor reliability-related information (e.g., the invocation, exe-
cution, and transition data) [10]. These data are consistently monitored and captured
through the servers located in the UDDI register center. By using both the invocation
and failure data, the reliability of atomic services is calculated by a Nelson model
[14]. In this approach, log information from the extended UDDI is an important
ingredient for the reliability analysis.

3.3 Comparison Criteria

One of major aims of this paper is to characterize some common practices in terms
of web-based software reliability. Therefore, it is necessary to present comparison
results among reliability approaches in the web. To do this, we review key papers,
and establish five criteria. Table 1 summarizes the criteria to analyze reliability
approaches in the web environment and their descriptions. Based on these crite-
ria, we classify reliability approaches and perform a qualitative analysis of each
approach.

Table 1 Criteria to analyze reliability approaches in the web environment

No Criteria Description

1 Target system System domain on which proposed technique is applicable (e.g.,
SOA systems, web applications, etc.)

2 Phases Applicable phases of corresponding technique
3 Failure data collec-

tion method
applied methods to obtain failure data

4 Technique Used techniques or models for reliability estimation
5 Validation scheme A criterion to check whether the proposed technique is validated

or not

3.4 Overall Comparison Results

Table 2 shows the comparison results of existing reliability evaluation techniques
for web-based software. Each technique is classified based on the target system and
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phase criteria. For web applications, failure information alone cannot characterize
the software reliability because web workload information, which actively and dy-
namically changes, affects their reliability. Both the failure data and the web work-
load information are usually collected from web servers. Since existing SRGMs
cannot describe the relationship between the workload and time, it is inappropriate
to directly apply traditional SRGMs to web applications.

For SOA systems, most approaches express the service composition in a different
way such as a Petri net model or a structure chart model, and they commonly use
a stochastic workflow reduction (SWR) algorithm with some reduction rules to get
the reliability value of a composite service [1]. This algorithm repeatedly applies
six reduction rules, such as sequential, conditional, parallel, loop, fault tolerant, and
network, to a workflow until only simple structure remains. Consequently, a major
issue of reliability approaches in SOA domain is how to gather failure data to eval-
uate the reliability for an atomic service (i.e., determining service failure rate). We
categorize existing reliability approaches according to the means of obtaining fail-
ure data which can be server logs, similar service users, or service testing in table
2. Through the comparison results, we can see that most approaches employ input
domain reliability model (IDRM) such as the Nelson model [14] for calculating
atomic service reliability. The IDRM is a model representing the probability that
one of input data leads to a software failure as follows:

R = 1− f
n
= 1− r (1)

where f is the number of failures, n is the total number of service invocations (work-
load units), and r is the failure rate. This model has a hypothesis that faults are not
immediately fixed after detecting faults. It provides a snapshot of current reliability
and is often used at the end of a testing phase. The existing SRGMs are not used
for atomic service reliability evaluation because the service focuses on the changes
of service reliability during the dynamic execution rather than observing reliability
growth during a testing phase.

In the view of a validation scheme, we classify a degree of validation into three
levels: fully validated, validated through few experiments, and no validation. Stud-
ies with full validation have experiments to apply their approaches for a real world
case; those with weak validation have results from simulation, or an illustrative ex-
amples; that with no validation does not have any experiment or case study at all
(it just gives qualitative analysis of reliability). As shown in table 2, even though
some approaches describe the techniques for web-based software reliability analy-
sis, case studies have been rarely reported for these techniques. Most of them are
performed under laboratory conditions [28, 10] or are simple examples [23, 9, 3, 20].
In addition, they usually have a small size, and consider only simple compositional
structure cases for the SOA systems. It may avoid many practical problems in real
systems. Industrial case studies for a large-scale web-based system with complex
structures are urgent to validate the each technique.
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Table 2 Comparison of reliability estimation techniques for web-based software

4 Evaluation

In this section, we evaluate the reliability techniques for web-based software us-
ing a scenario-based evaluation approach. To increase the accuracy of reliability
evaluation, it is required for the techniques to cover changing situations in the web
environment as much as possible. This evaluation approach describes how well each
technique reflects dynamic execution scenarios. In this paper, we evaluate reliability
techniques only for SOA systems because the SOA systems have the characteristics
of both a web application and a distributed system. We generate the two types of
hypothetical scenarios which influence web service reliability.

Scenario 1 a service provider tests the web service exhaustively and guarantee the
defect free software based on Service Level Agreement (SLA). How-
ever, some clients experience failures due to following circumstances:
(1) clients in an underdeveloped country have a trouble to get a
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seamless service due to the poor network facilities; (2) between 6PM
and 8PM, a lot of service requests occur; (3) the server is sometimes
down during the specific time in a day.

Scenario 2 a company wants to generate a new service. To do this, firstly, a web
service composer searches the services to use through UDDI, and then
builds the new service by composition of the selected services for a
task. From this new service, (1) the execution probability of the each
branch structure or the maximum number of repetition in a loop struc-
ture continuously changes. (2) service providers often update their ser-
vice. Although the updated service is tested extensively, it affects the
compatibility with other existing services in the composition.

The scenario 1 describes various situations to change the reliability of an atomic
service. With this scenario, we can check if each technique can reflect the dynamic
situations, such as unpredictable network condition (scenario 1-1), resource exhaus-
tion (scenario 1-2), server availability (scenario 1-3). On the other hand, the scenario
2 describes the situations for a composite service such as usage profile changes (sce-
nario 2-1) and service updates (scenario 2-2). With the scenario 2-2, we check de-
pendency problems between services in the reliability evaluation. Table 3 shows the
results of scenario based evaluation. Depending on how well each technique cov-
ers the scenarios, grades such as good, mediocre, or poor are manually appraised.
The techniques are good or poor in some scenarios, and no perfect techniques re-
flecting all circumstances exist. It means that there is no technique that covers all

Table 3 Evaluation of the surveyed reliability estimation techniques



138 J. Park, H.-J. Kim, and J. Baik

factors, which in turn affect accuracy on the reliability of entire services. Through
this evaluation, the strengths and weaknesses of each technique are also analyzed.
The recalibration and collaborative techniques are relatively proper to describe the
dynamic web environment and to measure the service reliability during system op-
eration, especially for an atomic service. We also found that no techniques afford
scenario 2-2. We summarize findings from this scenario-based evaluation and the
comparative analysis in the following section.

5 Remaining Open Problems

We list remaining open problems and give possible solutions from them.

Dynamic Execution Environment. Web services evolve quickly because service
providers try to optimize the performance of services or add new functions to meet
new user requirements [15]. Moreover, dynamic service binding, which helps to
improve the system reliability, is often adopted for the fault tolerant SOA systems.
Although such dynamic situations need to be captured and exploited for the reliabil-
ity analysis, no works consider these situations. Through the evaluation section, we
found that no approach covers all factors which affect the reliability of web-based
software. Due to the dynamic web environment, it is difficult to build the reliability
estimation reflecting all situations. Nevertheless, a general technique is required to
accommodate as many situations as possible. Hybrid reliability approaches which
combine various techniques might promise to handle most characteristics for the
web-based software.

Assumptions of a Usage Profile. To compute the composite service reliability,
structure information is used. In a branch or loop structure, the execution proba-
bility of the i-th branch, the value of maximum looping time, or the probability of
executing the loop for i times is assumed to be provided by the system designer.
However, it is difficult to identify these values before a service execution. Further-
more, if changes of the usage profile occur, the reliability value should be recali-
brated. One solution to increase the accuracy of the values is to simulate the service
flow multiple times and record the approximate values.

Dependency Problems between Services. Reduction rules of a composite web
service by the SWR algorithm assume that web services are independent of each
other. Most approaches fail to explain the dependency problems like scenario 2-2
in Section 4. These correlation problems need to be addressed in the near future.
Some papers in the architecture-based reliability approach handle error propagation
problems [18, 13, 2]. These papers can help to solve the dependency problems of
the composite web service.

Determining Reliability of a New Service. In the case of a new service, it is diffi-
cult to obtain an accurate failure rate, because available information such as web log
data or invocation information is sparse. Therefore, the reliability estimation of new
services depends on the reliability value offered by a service provider. The service
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provider analyzes the reliability of the new service through a comprehensive test
before a service publication. However, since an agile methodology based on open
source software components, which has never considered in reliability studies, is of-
ten used to develop web-based software, reliability analysis for a new service is not
an easy task, and reliability values from the viewpoint of service clients are ignored
in this case.

Reliability Issues for End-User Programs. With the emergence of Web 2.0,
web-based end-user programs such as Mash-up and Web-macro are developed by
consumer-centric, which makes the best use of the consumer creativity for new soft-
ware. In particular, Mash-up makes new services by reusing existing services, which
is similar to a SOA system, and provides an easy way for service composition in the
web environment. Although they also experience various failures such as network
failures, server failures, and data source failures, no reliability research on this area
exists. There is a plenty of room that the composite reliability estimation techniques
for SOA systems can be applied to the Mash-up applications which are also the
combination of external services.

6 Conclusion

In this paper, we analyze the representative papers in reliability research on web-
based software, and evaluate them based on the hypothetical change scenarios of
web service reliability. Through the evaluation, we identify the limitations of each
approach and suggest the remaining problems of web-based reliability research. Al-
though web-based development is in the spotlight, many challenges related to the
reliability, such as insufficient validation, assumptions of a usage profile, and depen-
dency issues, still remain. To the best of our knowledge, there has been no study on
characterizing and evaluating reliability approaches in the web environment. There-
fore, we expect that this paper will help to look through what is going on in this
research field and to understand what is left for further research.
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