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Abstract

Aggregate signatures play an important role in many
real-world applications involve signatures on many differ-
ent messages generated by many different users. How-
ever, the existing aggregate signature schemes are unsuit-
able for the environments where the computing and storage
resources are limited since it always involves in inefficient
modular exponentiation or pairing operations in aggregate
signing or verification algorithms. In this paper we intro-
duce the concept of on-line/off-line aggregate signatures in
order to improve the performance of aggregate signatures.
We also use an efficient double-trapdoor chameleon hash
Jfunction to present a concrete construction based on the so-
called “hash-sign-switch” paradigm. Moreover, we give an
application of our scheme in stock markets, where the stock-
broker can compress and batch verify the stockholders’ sig-
natures in time due to the on-line/off-line property.

1. Introduction

An aggregale signature scheme is a digital signature that
support aggregation: Given 7 signatures on n distinct mes-
sages from n distinct users, it is possible {o aggregate all
these signatures into a single short signature token. This
single signature token (and some potentially additicnal in-
formation) will convince the vesifier that the n users indeed
signed the r original messages.

Aggregate signatures are useful in many real-world ap-
plications. For example, certificate chains in a hierarchical
PKI of depth n consist of n signatures by n different CAs
on 2 different public keys; by using an aggregate signature
scheme, this chain can be compressed down to a single ag-
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gregate certificate. Another application is secure routing.
In secure BGP [2], each router successively signs its seg-
ment of a path in the network, and forwards the collection
of signatures associated with the path to the next router; for-
warding these signatures entails a high transmission over-
head that could be reduced by using aggregate signatures.
Besides the property of compactness, aggregate sighatures
have other advantages, For example, a signature that has
been aggregated cannot be separated. This is useful in sce-
narios such as database outsourcing [8] and dynamic con-
tent distribution [9] where one may want to prevent a mali-
cious party from removing a signature from a collection of
signatures without being detected.

There are several works on aggregate signatuwes. Boneh
et al [1] proposed the first flexible aggregate signature
scheme using bilinear maps. Given 7 individual signa-
tures oy, 02, - -+ , Op, ANyONE can aggregate them in any or-
der into an aggregate signature ¢. Lysyanskaya et al [7]
proposed a sequential aggregate signature scheme using
a weaker assumption, namely, certified trapdoor permuta-
tions, but the aggregation must performed in order, i.e., the
n-th signer must aggregate its own signature into the aggre-
gate signature formed by the first n — 1 signers.

In PKI settings, the total verification information V
must contain individual signer public keys, beyond the
information-theoretic minimum verification information D
of describing who signed what. Lately, Gentry and Ramzan
[5] proposed an identity-based aggregate signature scheme
in order to minimize the total verification information and
to reduce the communication complexity, f.e., eliminating
the delivering of public keys, trying to get close to the
information-theoretic lower bound. The scheme in [5] is
also very efficient, with 3 pairing operations for verifica-
tion.

The notion of on-line/off-line signatures was introduced
by Even, Goldreich and Micali [4]. It performs the signature
generating procedure in two phases. The first phase is per-
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formed gff-line (without knowing the signed message) and
the second phase is performed on-line (after knowing the
signed message). The results of the pre-computation in the
off-line phase are saved and then used in the on-line phase
when a message must be signed. Shamir and Tauman [10]
used the so-called “chameleon hash functions” to develop
a new paradigm, named “hash-sign-switch”, for designing
much more efficient on-linefoff-line signature schemes. Re-
cently, Chen et al proposed an efficient double-trapdoor
chameleon hash function [3] to reduce the computation and
storage overload in on-line/off-line signatures, by reusing
the same chameleon hash value without exposuring the
long-term trapdoor key.

In this paper, we propose an on-linefoff-line aggregate
signature scheme. To the best of our knowledge, it is the

first on-line/off-line aggregate signature scheme. Our goal

is to improve the performance of aggrepate signatures. It
is suitable for applications in the environments with lim-
ited computation resources. For example, in secure routing
protocol SBGP, though the routers have limited computa-
tion resources, they can do some pre-computation of signing
and verifying off-line. It is also suitable for aggregate ap-
plications with “bursty traffic”. In the authorizing stage of
a voting scheme, the administrator signs for valid voters in
a short period; the administrator can use an-linefoff-line ag-
gregale signatures to do some pre-computation off-line and
aggregate the signatures. Our scheme can also be used in
the stock markets. For more details, please refer to section
4.3.

The rest of the paper is organized as follows. After pro-
viding some preliminaries in Section 2, we propose a formal
definition and security model for on-line/off-line aggregate
signatures in section 3. We construct on-line/off-line ag-
gregate signature schemes based on the “hash-sign-switch”
paradigm in section 4. We give the security and efficiency
analysis in section 5. Finally, we conclude in section 6.

2. Preliminaries

In this section, we introduce the notion of chameleon
hash family and the “hash-sign-switch” paradigm [10].

Definition 1. A chameleon hash family consists of a pair
(Z,H):

o T is a probabilistic polynomial-time key generation al-
gorithm that on input 1%, outputs a hash/trapdoor pair
(HK,TK) such that the sizes of HK,TK are poly-
nomially related to k.

o H is a family of randomized hash functions. Every
hash function in 'H is associated with a hash key HK,
and is applied to a message from a space M and a
random element from a finite space R. The output of
the hash function Hrr i does not depend on TK,
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A chameleon hash family (Z,H) should have the prop-
erties of efficiency, collision resistance, and trapdoor colli-
sions.

Definition 2. Shamir and Tauman introduced the following
“hash-sign-switch” paradigm to get a generic on-line/off-
line signature scheme.

o System Parameters Generation: Ler (Z,H) be any
trapdoor hash family and (G, S8,V) be any provably
secutre signature scheme. The system parameters are

SP ={(I,H),(G.8V)}.
o Key Generation Algorithm:

~ On input 1%, run the key generation algorithm
of the original signature scheme G to obtain a
private/public key pair (SK,V K).

— On input 1%, run the key generation algorithm
of the trapdoor hash family (Z,H) to obtain a
trapdoor/hash key pair (TK, HK)}.

The signing key is (SK, TK) and the verification key
is (VK,HK).

o The Signing Algorithm:

L. Off-line phase

— Choose at random (my,7;) €p M X R,
and compute the chameleon hash value h; =
HHK (m@;, 'rz-).

~ Run the signing algorithm § with the sign-
ing key SK to sign the message h;. Let the
outpit be oy = Sz (hi).

~ Stove the pair (m, r;), and the signature ;.

2. On-line phase

— For a given message m, retrieve from the
memory ¢ random pair (m;,r;} and the sig-
nature o;.

~ Compute v € R such that Hyx(m,r) =
HHK (mi, T‘,;).

— Send (r, o;) as the signature of message m.

¢ The Verification Algorithm:

- Compute h; = Hyx(m, ).

— Verify that o; is indeed a signature of the hash
value h; with respect to the public key VK.

3 On-line/Off-line Aggregate Signatures

In this section, we present the formal definition and se-
curity model of on-line/off-line flexible aggregate signature.



3.1. Definitions

An on-line/off-line aggregate signature scheme is com-
posed of six algorithms: system parameter generation
(Sys-Par-Gen), on-line/off-line aggregate key generation
(On/Off-Agg-Key-Gen), off-line aggregate sign (Off-Agg-
Sig), off-line aggregate verify (Off-Agg-Ver), on-line ag-
gregate sign (On-Agg-Sign), and on-line aggregate verify
(On-Agg-Ver).

e Sys-Par-Gen {(Done Once): takes 1* as input and
output system parameters, such as chameleon hash
function and bilinear group.

» On/Off-Agg-Key-Gen (Done Once): takes 1* and
systermn parameters as input, the common outputs in-
clude on-line/off-line verification key (V K;, HK;) of
cach player u;; the private outputs include individual
on-line/off-line signing key (SK;, T'Kj;).

« Off-Agg-Sign (Done per Aggregation): takes the
aggregate player set L{, and private keys as input; the
common outputs include the single aggregate signature
token ¢’ for the set Z{; the private outputs include pre-
computed signature information,

o Off-Agg-Ver (Done per Aggregation): takes the ag-
gregate player set U, chameleon hash value H} of
player u;, public keys, and the aggregate signature to-
ken ¢’ as input; output 1 if the aggregate signature to-
ken is valid.

+ On-Agg-Sign (Done per Aggregation): takes the
aggregate player set I{, messages m; to be signed,
trapdoor keys, and pre-computed signature informa-
tion stored off-line as input; output the on-line/off-line
aggregate signature X,

s On-Agg-Ver (Done per Aggregation): takes the ag-
gregate player set I{, chameleon hash value H. ;, hash
keys, and the aggregate signature X as input; output
1 if the aggregate signature is valid, i.e., chameleon
commitments are valid.

3.2. Security Model

Informally, the security of on-line/off-line aggregate sig-
nature schemes is equivalent to the nonexistence of an ad-
versary capable, within the confines of a certain game, of
existentially forging an on-line/off-line aggregate signature.
Existential forgery here means that the adversary attemnpts
to forge an on-line/off-line aggregate signature, on mes-
sages of his choice, by some set of players.

Similar to {1], we also consider the “aggregate chosen-
key security model” for on-line/off-line aggregate signature

109

schemes. In this model, the adversary is given a single pub-
lic key and a single hash key and his goal is the existential
forgery of an on-line/off-line aggregate signature. We give
the adversary power to choose all public keys except the
challenge public key, and to choose all hash keys except
the challenge hash key, The adversary is also given access
to a signing oracle and to a chameleon collision oracle on
the challenge keys. His advantage, AdvAggSigg“/ OFF is de-
fined to be his probability of success in the following game.

+ Setup. The aggregate forger .4 is provided with a pub-
lic key PK; and a hash key HK;, generated at ran-
dom.

o Queries. Proceeding adaptively, A requires
chameleon hash collisions with HK; and the
corresponding signatures with PX; on messages of
his choice.

¢ Response. Finally, A outputs n. — 1 additional public
keys PKs, PK3,--- , PK,,; and n— 1 additional hash
keys HKs, HK;, - ,HK,,. Here n is at most m,
a game parameter. These keys, along with the initial
keys PK, and HK;, will be included in .A’s forged
on-line/off-line aggregate signature. .4 also outputs
TESSAZES 7711, My, + + + , 11y ; and finally, an on-line/off-
line aggregate signature 3 by the n users, each on his
corresponding message.

The forger wins if the on-linefoff-line aggregate
signature 2 is a valid aggregate on messages
™My, Ma, *+ , My, under keys PK,, PKy, - ,PK,
and HK,,HK>,--- ,HK,,; and ¥ is nontrivial, i.e.,
A did not request a chameleon collision on m; un-
der H K; and the corresponding signature under PK;.
The probability is over the coin tosses of the key-
generation algorithm and of A,

Definition 3. Anr aggregate forger Alt,qc,qs,m,€)-
breaks a m-player on-line/off-line aggregate signature
scheme in the on-line/off-line aggregate chosen-key model
ift A runs in time at most t; makes at most qc queries (o
the chameleon collision oracle and at most qg queries to
the signing oracle; AdvAggSiggn/ 911 is at least €; and
the forged on-line/off-line aggregate signature is by at most
m players. An on-line/off-line aggregate signature scheme
is (t,qc, g5, ™, €)-secure against existential forgery in the
on-line/off-line aggregate chosen-key model if no forger
{t, gc. g5, ™, €)-breaks it.

4 Efficient On-line/Off-line Aggregate Signa-
tore Schemes

In this section, we first show how to convert Boneh et
al’s aggregate signature [1] into an on-line/off-line aggre-



gate signature. We then give a new efficient construction
based on the “hash-sign-switch” paradigm,

4.1 On-line/Off-line Aggregate Signature
Based on Boneh’s Signature

We can convert Boneh et al’s aggregate signature [1] to
an on-line/off-line aggregate signature based on the “hash-
sign-switch” paradigm, using Peterson’s commitment. De-
note the aggregate player set by I/ = {u1,ug, - ,Un}
where n < m, the maximuin number of players.

» Sys-Par-Gen (Done Once):

Let ! be a prime power, and E(F;} be an elliptic
curve over finite field Fj. Let #E(F}) be the num-
ber of points of E(F}}, and P be a point of E(F})
with prime order ¢ where g|#E(F}). Denote G the
subgroup generated by P. Assume that ¢ is a Gap
Diffie-Hellman group and there exist a bilinear map e:
G x G — Gp. Given a hash key HK = Y, where
Y = yP and y €g Z, the chameleon hash function
Hyg : Zg X Zg — (@ 1s defined as follows:

HHK(m,T) =mY +rP

The system  parameters SP =

{E’la%P)G:HHK}'
« On/Ofi-Agg-Key-Gen {Done Once):

are

1. Each player u; runs the key generation algo-
rithm of the signature scheme, obtains the pri-
vate/public key pair (z;, V; = z;P).

2. Each player «; runs the key generation algorithm
of the chameleon hash, obtains the trapdoor/hash
key pair (y;,Y; = y;P).

u;’s signing key is (z;, y;), verification key is (V}, ¥;).
o Off-Agg-Sig (Done per Aggregation)

1. Each player u; chooses at random (mj,r}) €r
M x R, and computes the chameleon hash value
Hf = Hyg(mj, ;) = m;Y; -+ i P.

2. Each player u; runs the signing algorithm with
private key z;, output o = x; - Hj.

3. Compute the aggregate signature token ¢’ =
351 ). Store the pair (m}, 7]

%), and the ag-
gregate signature token g”.

+ On-Agg-Sig (Done per Aggregation)

1. Fora given message m;, player u; retrieves from
memory a random pait (m, #}), compute r; =

275
(m;- — my)y; + 7 mod q.
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2. The aggregate signature is (ry, -+ , 7y, 0').

e On-Agg-Ver (Done per Aggregation)
On input aggregate signature and verification keys,
compute HJ‘t = Hgg(mj,r;) = m;Y; + r;P and
verify the aggregate signature token o’ by checking
e(¢’, P) = H;-;l B(Hj, V).

4.2 Our Construction

We construct an efficient on-line/oft-line flexible aggre-
gate signature scheme ASO"/Of using Chen er al’s key-
exposure-free chameleon hash function [3] and BLS short
signature [2]. Our construction is composed of the follow-
ing six algorithms according to the definition in 3.1,

s Sys-Par-Gen (Done Once):

The algorithm is similar to 4.1, except for the
chameleon hash function which is defined as follows:

Hpg(m,r)=fm,K)(K+Y)+rP

Hete f : Z, x G — Z, is a cryptographic secure
hash function. The hash key is HK = (K,Y’), where
K=kP,Y=yP,and k,y cg Z;‘.

« On/Off-Agg-Key-Gen (Done Once):

Input: a set of m players U = {uy,--- , %}, a se-
curity parameter k, the generator P of bilinear group
G,

Common Qutput: the verification keys, including the
chameleon hash and the corresponding signature.

Private OQutput: the signing keys for each player u;.

1. Each player u; randomly selects z; €g Z; as his
private key, registers V; = z; P as his public key.

2. Each player u; runs the key generation algorithm
of the chameleon hash, obtains the long-term
hash/trapdoor key pair, denote by ¥; = »;.P,
TK = y;. u; randomly selects mf, v}, ki €r
Z;, computes the one-time hash key K J’ = k;P,
the chameleon hash H] = Hgx(mj, ;) =
F(mf, K})(K; +Y;) +r} P, and the correspond-
ing signature ¢ = x; - H;. Denote by 7; =
i+ f(ml, K;) (K} -+ y;). Deletes mj, v}, and &}
since they are not used anymore.

3. Player u; publishes the chameleon hash H and
the corresponding signature crf,- as the verifica-
tion keys of the scheme. Here we use the BLS
short signature and 0‘; can be verified by check-
ing whether e(o;, P) = e(H}, V;). Note that the
chameleon hash function we used here is key ex-
posure free, so the chameleon hash can be reused



and the corresponding signature has to be verified
only once.

The signing key of u; is (x;,y;,7;), and the verifica-
tion key is (V;, Y5, H}).

Off-Agg-Sig (Done per Aggregation):
Input: the set of n players & = {uy,- - ,u,} C U,
signing key y;, HY, and 0.

Common Output:
(o', H').

Private Output: one-time trapdoor/hash key pairs.

the aggregate signature token

1. Compute and publish the aggregate signature to-
keno’ =37 oiand H' =370 Hi.

2. Each player u; chooses at random k; €r Zg,
computes k;P and k; + y; mod g, as doing
some pre-computation for each signed message
m; given later on-line.

3. Each player u; stores the one-time trapdoor/hash
key pair (k; + y;, k4 P).

Off-Agg-Ver (Done per Aggregation):

Input: the set of n players I = {u1,--- ,un}, public
keys V;, and the aggregate signature token o'

Commeon Ouiput: ocutput 1 if the aggregate signature
token o is valid, 0 otherwise.

The aggregate signature token ¢ of the same player set
U need to be verified only once off-line, by checking
e(o’, P) = 1T}, e(H], V).

On-Agg-Sig (Done per Aggregation):

Input: the set of n players i = {wi,-- ,un},
messages m; to be signed, trapdoor keys, and pre-
computed signature information stored off-line.

Common Qutput: trapdoor collision of each H. ; and
finally the aggregate signature X.
1. Each player u; computes »; = 7; —
flm;,K;) - (k; + y;) modg. Note that
HHK(mj,rj,Kj) = H;

2. Compute r = .7

=173 and the aggregate signa-
ture is

Y= {K11K27 e ,Kn,’n"', H’?oj}‘

* On-Agg-Ver (Done per Aggregation):

Input: the set of n players ¢/ = {u1,--- ,u,}. the
sum of chameleon hash H’, hash keys, and the on-
line/off-line aggregate signature .

Output: output 1 if the on-line/off-line aggregate sig-
nature X is valid, 0 otherwise.

The verifier checks whether

n T
> Hur,(my,rs) =rP+Y  flmy, K;)(K+Y;) =
j=1 j=1
Remark 1. Note that r; = ¢ — f{my, K;) - (k5 + ;)
mod g, so only 1 modular multiplication f{m;, K;}- (k; +
yj) in Z, is needed in the on-line phase.

Remark 2. Note that by using the key-exposure-free
chameleon hash function, the hash values and the corre-
sponding signatures can be reused, and viewed as verifica-
tion keys.

4.3 Application in Stock Markets

There are three participants in a stock market, including
stockholders, stockbrokers, and stock exchange. One stock-
broker serves a great deal of stockholders, and one stock
exchange serves many stockbrokers. The trades of stocks
from stockholders to stockbroker must be signed.

Consider one stockbroker, who must respond quickly to
his stockholders, act as an aggregate party in our scheme;
and the stockholders act as aggregate players. The stock-
holders have much free time to do pre-computation before
the opening of the stock exchange. The stockbroker has
only one account in the stock exchange, so he aggregates
and batch verifies the signatures, then send the aggregate
signature to the stock exchange. Our on-line/off-line ag-
gregate signature can be applied to make this process more
efficient, as time is money in stock markets.

5 Analysis of the Proposed Scheme
5.1 Security

Theorem 1. In the aggregate chosen-key model, the pro-
posed on-line/off-line aggregate signature scheme is exis-
tentially unforgeable against adaptively chosen message at-
tacks, provided the Discrete Logarithm Problem in G is in-
tractable and Boneh’s aggregate signature [1] is existential
unforgeable.

Proof. The proof follows the security argument given by
Chen er al [3]. Due to the space consideration, we omit it
here. O
5.2 Efficiency

We compare the efficiency of two schemes constructed
in section 4. We denote by C(9) the computation cost of
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operation 8, and by |A} the bits of A. Also we denote by
n - BM the multiplication of n bilinear map, by M a scalar
multiplication in 7, by SM a simultaneous scalar multipli-
cation of the form AP + u@ in G, and by m the modular
multiplication in Z,. We omit other operations such as point
addition and hash in both schemes.

scheme | scheme 11
off inephrase | n-SM+n-M ||n-M+n-BM
signing
on-line phrase nm - m
verifying
on-line phrase || n-SM 4 n-BM (n+1)-M

Table 1. Comparison of the computation cost

scheme I scheme IT
storage o2n-lg[+1-0|[n-lgf+m+1)- [l
off-line phrase +1-0
communication | n-|g]+1-a || 1-[qg+ (n+1)- [
on-line phrase +1.0

Table 2. Comparison of the storage and com-
munication cost

Since a 160-bit ECC key offers more or less the same
level of security as a 1024-bit RSA key, we let |g| = 160,
and |I| = 160. Therefore, our scheme is superior to the key
exposure one in the computation cost of the on-line phrase
where the storage and communication cost is a little more.
So we argue that our scheme is very efficient in signing and
verification.

Remark 3. For the same aggregate player set I in differ-
ent aggregation rounds, even n - BM can be omitted, since
aggregate signature token ¢’ remains the same. The compu-
tation in off-line phrase is much more efficient in this case.

6¢ Conclusion

In this paper, we introduce the notion of on-line/off-line
aggregate signatures and construct a concrete scheme us-
ing Chen et al’s key-exposure-free chameleon hash function
and BLS short signature, based on the “hash-sign-switch”
paradigm. To the best of our knowledge, it scems the first
on-line/off-line aggregate signature scheme, which is suit-
able for aggregate applications with “bursty traffic”, such
as in the stock markets and voting schemes. It can also be
used for the environment where the computation and stor-
age resources are limited such as smart card. An interesting
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challenge is how to reduce the verification information, as
we add two random numbers in the chameleon hash func-
tion here. :
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