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Abstract

As the importance of verification and validation(V&V)
activities is growing, the necessity of criticality-based
assessment framework of V&V capability is increasing
in the safety-critical software organizations. Although
several maturity models for quality improvement, such
as Capability Maturity Model Integration (CMMI) and
Testing Maturity Model (TMM), were developed follow-
ing the industry’s request, they have the limitation to
support enough V&V assessment for the safety-critical
software. In this paper, we propose the framework of
V&V capability assessment in order to assist in per-
forming “safety-criticality” assessment. To provide
the essential V&V practices and the confidential capa-
bility level scheme, our framework has five V&V ca-
pability levels based on the integrity level scheme of
IEEE Std.1012 and the V&V tasks that come from IEEE
Std.1012, 7-4.3.2, 1228, RG 1.168, and CMMI.

1. Introduction

In the safety-critical systems such as Nuclear
Power Plant(NPP) systems, the very high confidence for
software quality is required because those systems have
high catastrophic potential and relatively low-cost al-
ternatives [1]. Recently, the concept of software V&V
is accepted as a way to assure the quality of the new
digitalized safety-critical system. As the importance of
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V&V activities is growing, the necessity of criticality-
based assessment framework of V&V capability is in-
creasing in the safety-critical software organizations
since they want to select the internal/external supplier
which has enough V&V capability to develop safety-
critical software. Several maturity models for quality
and productivity improvement are developed following
the industry’s request. CMMI [2] is organized with five
maturity levels and Process Area(PA)s to support pro-
cess improvement. Although CMMI provides the V&V
practices in its two PAs, which are the Verification and
Validation, it does not sufficiently address the V&V
process. Therefore, TMM [3, 13] was developed to as-
sess and improve a testing process. However, TMM
does not focus on the safety-criticality since its target
is general software V&V organization.

In this paper, we propose the framework of V&V
capability assessment focused on the safety-criticality
in order to assist in performing safety-criticality assess-
ment. The software integrity level and the minimum set
of V&V tasks of IEEE Std.10121 [4] are used as the ba-
sis of our V&V assessment model and questionnaire. In
addition, V&V tasks which are recommended by IEEE
Std.7-4.3.2 [5, 6], 1228 [7] and RG 1.168 [8] are in-
cluded to make our framework reflect the safety-critical
software domain. To complement our model, we add
some V&V tasks that are identified by the mapping re-
sults between our V&V tasks and CMMI PAs, and ISO
9001 [9].

The remainder of this paper is organized as follows.
Section 2 briefly explains CMMI, ISO 9001, TMM and

1To save the space, we abbreviate the published year which fol-
lows the standard number.
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IEEE Std.1012, 7-4.3.2, 1228, and RG 1.168 as back-
ground. The development steps, detailed information,
and analysis of our framework are described in Section
3 and 4. Finally, we conclude with future work in Sec-
tion 5.

2. Background

In this section, we illustrate the maturity mod-
els and several standards which are referred to de-
velop our framework. The representative process as-
sessment models are CMMI and ISO 9001. CMMI
was developed in 1998 by Software Engineering In-
stitute(SEI) of Carnegie Mellon University. It is de-
signed by combining SW-CMM, the Systems Engineer-
ing Capability Model(SECM), and the Integrated Prod-
uct Development(IPD) CMM to support the Software
Process Improvement(SPI) activities across the differ-
ent disciplines in an organization and reduce the cost
of performing a training, appraisals, and SPI activi-
ties [2]. ISO 9001:2000 specified requirements for a
quality management system to assure the quality in de-
sign, development, production, installation and servic-
ing. Although these two models are accepted by indus-
try, they don’t sufficiently address the software V&V
process [9]. CMMI provides the Verification and Vali-
dation PAs in level3. However, they are not enough to
provide sufficient visibility into the V&V capability. To
assist software development organizations in evaluating
and improving their testing processes, TMM was devel-
oped by Illinois Institute of Technology in 1996 [3, 13].
In TMM, “testing” is applied in its broadest sense to
encompass all software quality-related activities [3]. As
shown in Figure 1, TMM is characterized by five testing
maturity levels that can be used in conjunction with the
CMMI. However, TMM does not focus on the safety-
criticality since its target is a general software V&V or-
ganization. The limitation of TMM with the viewpoint
of assessing the criticality-based V&V capability will
be discussed in Section 4.

To develop our assessment framework, the
criticality-based assessment framework of V&V capa-
bility, the specific V&V practices related to safety-
critical software are essential components. In order
to find these specific practices, we referred to IEEE
Std.1012-1998, 7-4.3.2-1993/2003, and 1228-1994, and
NRC RG 1.168. IEEE Std.1012-1998, the international
standard for software verification and validation, is a
process standard that defines the V&V processes in
terms of specific V&V activities and related tasks [4].
It defines four software integrity levels to describe the
criticality of the software, the minimum V&V tasks to
be assigned to each integrity level, and the optional

Figure 1. TMM maturity levels and goals

V&V tasks to allow the user to tailor the V&V pro-
cess. The criticality-based software integrity levels de-
note a range of software criticality values necessary to
maintain risks within acceptable limits [4]. According
to this standard, software criticality may include safety,
security, software complexity, performance, reliability,
or other characteristics. In relation to minimum V&V
tasks and software integrity level, IEEE Std.1012 in-
troduces the intensity and rigor applied to V&V tasks.
Higher software integrity levels require the application
of greater intensity and rigor to the V&V tasks. Inten-
sity includes greater scope of analysis across all normal
and abnormal system operating conditions and rigor
includes more formal techniques and recording proce-
dures. IEEE Std.7-4.3.2-1993, the standard criteria for
digital computers in safety systems of nuclear power
generating stations, presents tasks to support the spec-
ification, design, and implementation of computers in
safety systems of nuclear power generating stations.
Annex E of this standard describes V&V tasks through-
out life cycle. IEEE Std.1228-1994, the standard for
software safety plans, recommends safety-analysis ac-
tions in its Annex. The final standard that we referred
to is RG 1.168 which developed by U.S.Nuclear Regu-
latory Commission in 1997. It describes a method of the
V&V, reviews, and audits acceptable to the NRC staff
for complying with parts of the NRC’s regulations for
promoting high functional reliability and design quality
in software used in safety system.

3. Framework for the V&V capability as-
sessment focused on the safety-criticality
and its development steps

In this section, we give an explanation on the
framework for the V&V capability assessment focused
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on the safety-criticality and the development steps of
its capability model. Figure 2 presents our overall ap-
proach.

Figure 2. The overall approach

Our framework consists of the Criticality-Based
V&V Capability Model(CB-VVCM), the question-
naire, and the mapping table with other models. The
CB-VVCM has five V&V capability levels based on the
integrity level scheme of IEEE Std.1012 and the V&V
tasks that come from IEEE Std.1012, 7-4.3.2, 1228, RG
1.168, and CMMI. The questionnaire is created using
the CB-VVCM tasks and the mapping table is the re-
sults of mapping the CB-VVCM tasks to the CMMI PAs
and the ISO 9001 clauses. The development steps of the
CB-VVCM are illustrated in Figure 3.

Figure 3. The development steps of the CB-
VVCM

3.1. Development steps of the CB-VVCM

3.1.1. Create the initial model by deciding the ca-
pability level scheme and assigning a task set. De-
ciding the capability level scheme is one of the im-
portant things in developing our framework. The
capability level should reflect well the software or-
ganization’s V&V capability with the view point of
“safety-criticality.” As we mentioned in section 2, IEEE
Std.1012 has the four criticality-based software in-
tegrity levels and the minimum V&V task sets for each
of them. Although this integrity level scheme is orig-
inally designed to perform the proper V&V tasks ac-
cording to the assigned criticality degree of software, it
can be used to assess the organization’s V&V capabil-
ity, too. Because critical, high-integrity software typi-
cally requires a larger set and more rigorous and inten-
sive application of V&V tasks, the software organiza-
tion which can observe the minimum V&V tasks of the
high integrity level has the high criticality-based V&V
capability. Therefore, the criticality-based V&V capa-
bility level of an organization is decided by assessing
whether the organization performs its defined minimum
V&V tasks or not. The relation between the software in-
tegrity levels of IEEE Std.1012 and our V&V capability
levels is presented in Figure 2. Table 1 summarizes the
objective of each criticality-based V&V capability level
of CB-VVCM. After deciding the scheme of capabil-
ity level and assigning the minimum task sets for each
level, the initial CB-VVCM is created.

3.1.2. Extend the initial CB-VVCM to reflect the
safety-critical software domain. The part of optional
V&V tasks in IEEE Std.1012 which can support the
safety-critical software V&V is not included to the
minimum V&V tasks because the application target of
IEEE Std.1012 is general software systems. Since the
initial CB-VVCM has the same minimum V&V tasks
set of IEEE Std.1012-1998, it should be strengthened
by adding particular V&V tasks for the safety-critical
software. To complement CB-VVCM, we consider the
following standards which contain the safety-critical
specific V&V tasks: IEEE Std.7-4.3.2, 1228, and RG
1.168. All V&V tasks which are recommended from
these standards are part of the minimum V&V tasks
and the optional V&V tasks of IEEE Std.1012. Except
five optional V&V tasks, V&V tasks of IEEE Std.7-
4.3.2 are covered in the minimum V&V tasks of IEEE
Std.1012. We choose these tasks as the V&V tasks of
our model. RG 1.168 mentions six tasks in the op-
tional V&V tasks of IEEE Std.1012-1986 for the safety-
critical software V&V in NPP. At the revision from the
IEEE Std.1012-1986 to the IEEE Std.1012-1998, “Con-
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Table 1. The objective of each criticality-based
V&V capability level in CB-VVCM

Level Objectives
5
Rigorous

- Prevent the critical software system failure that
. Directly affects the loss of life
. Does not permit that any mitigation strategies is im-
plemented

4
High

- Prevent the software system failure that
. Directly affects the major and permanent injury
. Affects important system performance

- Permit that workaround strategies can be im-
plemented to compensate completely for loss of
performance

3
Mediate

- Prevent the software system failure that
. Directly affects the minor injury or illness
. Affects system performance

- Permit that workaround strategies can be imple-
mented to compensate partially for loss of perfor-
mance

2
Low

- Prevent the software system failure that
. Creates inconvenience to the user if the function does
not perform in accordance with requirements
. Gives noticeable effect on system performance

1
None

figuration management” and “Installation and check-
out testing” tasks are included in the minimum V&V
tasks from the optional V&V tasks. As the result, we
take four tasks from RG 1.168 for our CB-VVCM. In
IEEE Std.1228, we find three V&V tasks related to the
safety analysis which are overlapped the optional V&V
tasks of IEEE Std.1012. Table 2 shows the result of
CB-VVCM extension by adding V&V tasks for safety-
critical software of NPP. The added V&V tasks are as-
signed to levels 4 and 5 by considering in terms of rig-
orousness, intensiveness, and fundamentalness.

After deciding the V&V tasks which reflect the
safety-critical software domain, we construct the struc-
ture of our CB-VVCM as shown in Figure 4.

Figure 4. The structure of criticality-based V&V
capability model

Table 2. The V&V tasks which are used for the
CB-VVCM extension

Level V&V tasks Sources
5 Evaluation of user doc-

ument
RG 1.168

Regression analysis and
testing

RG 1.168, IEEE
Std.1228

Test evaluation RG 1.168, IEEE
Std.1228

Sizing and timing anal-
ysis

IEEE Std.1228

Database analysis IEEE Std.7-4.3.2
4 Audits RG 1.168

Inspection IEEE Std.7-4.3.2
Algorithm analysis IEEE Std.7-4.3.2
Control flow analysis IEEE Std.7-4.3.2
Data flow analysis IEEE Std.7-4.3.2

It consists of the level, task, subtasks and other con-
stituents such as input/output artifacts and implementa-
tion time. The “Implementation time” means the spe-
cific lifecycle phase when the task is performed. The
“Related CMMI PA” presents the overlapped CMMI
PAs related to the specific V&V tasks of CB-VVCM
to support the parallel assessment effort with CMMI.

3.1.3. Analyze and extend CB-VVCM with CMMI
PAs. We have two purposes in mapping CB-VVCM
tasks to CMMI PAs. The first is the creation of the
mapping table which can be used in conjunction with
CMMI to assess both the general software process and
the V&V process. The second is the derivation of addi-
tional V&V tasks from CMMI PAs to complement our
model by analyzing the mapping result. Since CMMI
PAs and our V&V task set differ in the format and
detail-level of describing, we compare the subtasks of
each our V&V task with practices of each CMMI PA.
The mapping conditions are whether a subtask of our
model and a practice of CMMI PA have (1)the simi-
lar purpose or contents and (2)the overlapped artifacts.
To check the second condition, we compare the in-
put/output artifacts that are described in IEEE Std.1012
and the direct/indirect artifacts of Practice Implemen-
tation Indicator Descriptions(PIIDs) that were used in
SEI’s pilot sites [10]. For example, Table 3 presents the
mapping results of “3.1 Baseline change assessment”
V&V task in level 3. Most comparison results are par-
tial mapping with the CMMI PA viewpoint. In other
words, one V&V task of our model can be mapped to
no CMMI practice or partial CMMI practices of one or
more PAs. It is natural because the target of CMMI is
general software process and its scope is broader than
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that of ours.

Table 3. The example of comparison result : 3.1
Baseline change assessment

Figure 5 describes the characteristics of the whole
result using Venn diagram. In the CB-VVCM side, the
non-overlapped V&V tasks are mainly the operation
and maintenance related V&V tasks. In order to iden-
tify the complement point from this result, we should
focus on the other side, CMMI. The non-overlapped
CMMI PAs are four PAs: OID, QPM, OT, and OEI as
shown in Figure 5. These four PAs are related to orga-
nizational process management and improvement.

Figure 5. The characteristics of comparison re-
sult between CB-VVCM and CMMI

This result means that organizational and manage-
rial V&V practices should be completed to make CB-
VVCM more useful since CB-VVCM V&V tasks put
much focus on technical practices. By referring the
practices of OID, QPM, OT, and OEI, we derived four
organizational level V&V tasks and then extended CB-
VVCM like Table 4. The four tasks were assigned from
level 2 to level 4 by considering its original CMMI level
and the other V&V tasks in each capability level.

3.1.4. Map to the practices of ISO 9001:2000. In ad-
dition to CMMI, we mapped CB-VVCM to ISO 9001
to support to parallel assessment and find the comple-
ment point. However, it is too difficult to compare be-
cause the clauses of ISO 9001 are described conceptu-

Table 4. The V&V tasks which are derived from
the non-overlapped PAs of CMMI

Level V&V tasks Source
(level)

4 Evaluating and improving V&V
process

OID (5)

Quantitative management review of
V&V

QPM (4)

3 Establishing organizational policy
and committee for guaranteeing in-
dependent V&V

OEI (3)
(IEEE

Std.7-4.3.2)

2 Establishing managerial and techni-
cal V&V training program

OT (3)

ally and contain few V&V issues. Therefore, we per-
formed the initial comparison between CB-VVCM and
ISO 9001 with the mapping result between CB-VVCM
and CMMI of the previous step and the mapping re-
sult between CMMI and ISO 9001 [11]. And then
we aligned and modified the initial result by compar-
ing again the V&V tasks of CB-VVCM and their initial
mapped clauses of ISO 9001. Table 5 presents the part
of comparison result of step 3 and 4 which belongs to
level 4. The results of other levels are abbreviated be-
cause of space.

3.2. Criticality-based assessment framework of
V&V capability

CB-VVCM which is core constituent of our frame-
work and the mapping table with other models were de-
veloped according to the development steps of the pre-
vious section. CB-VVCM consists of five capability
levels and 47 tasks as shown in Figure 6. In addition
to Table 5, the mapping table contains the artifact in-
formation of CB-VVCM and CMMI to support the as-
sessment at the same time. The questionnaire for the
assessment which covers the contents of CB-VVCM is
designed as shown in Figure 7 by referring the maturity
questionnaire form of CMM [12]. Finally, the ranking
policy follows that of CMMI.

4. Analysis

In this section, we present the analysis of our
framework through the industry’s practical viewpoint
and the comparison with TMM.

4.1. Feedback from industry’s feasibility study

The CB-VVCM was reviewed by the Korea Power
Engineering Company(KOPEC) which provides the
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Table 5. The part of final mapping table among
CB-VVCM, CMMI and ISO 9001 in level 4

Level Task CMMI ISO 9001

4 Interface with
organizational
supporting
processes

OPD SP1.1, IT
SP2.1, REQM
SP1.2, VER SP1.3,
VAL SP1.3

4.1, 4.2.1, 4.2.2,
7.2.2, 7.2.3, 7.3.5,
7.3.6, 7.5.2, 8.2.4,
8.3

Management
and technical
review support

IT SP1.1, REQM
SP1.5, VER SP3.1,
VAL SP2.1

7.2.2, 7.3.5, 7.3.6,
7.5.2, 8.2.4, 8.3

Quantitative
management
review of V&V

MA SP1.3, 1.4, 2.1,
2.2, 2.3, 2.4, QPM
SP1.1, 1.4, 2.1, 2.3,
P2.4

5.4.1, 7.1, 8.1, 8.2,
8.4, 8.5.1

Evaluating
and improving
V&V process

OID SP1.2, 1.4, 2.1,
2.2, 2.3

8.5.1

Hazard analysis TS SP1.1, 2.1, 3.1,
VER SP3.1, VAL
SP2.1

7.3.1, 7.3.3, 7.4.1,
7.5.1, 7.3.5, 7.3.6,
7.5.2, 8.2.4, 8.3

Configuration
management
assessment

CM SP3.2, VAL
SP2.1, VER SP3.1

4.2.3, 4.2.4, 7.3.1,
7.3.7, 7.3.5, 7.3.6,
7.5.2, 7.5.3, 8.2.4,
8.3

Risk analysis RSKM SP2.1, 2.2,
3.1, DAR SP1.6,
VER SP3.1, VAL
SP2.1

7.3.5, 7.3.6, 7.5.2,
8.2.4

Audits VER SP3.1 7.3.5, 8.2.4, 8.3

Inspection VER SP3.1 7.3.5, 8.2.4, 8.3

Algorithm anal-
ysis

VER SP3.1 7.3.5, 8.2.4, 8.3

Abbreviated

NPP design engineering and the plant operation and
maintenance service. It mainly develops safety-critical
systems of NPP through acquisition. Although this
company’s acquisition process emphasizes on the V&V,
the assigned rate of evaluation points to the quality item
of Request For Proposals(RFP) is relatively low. To em-
phasize the importance of the quality concept and pro-
mote the efficient assessment of supplier’s V&V capa-
bility during acquisition, this company plans to apply
our framework to its acquisition process as a tool for
assessing supplier’s V&V capability. Before applying,
its internal experts reviewed our framework and prelim-
inarily applied it to two finished real projects. The one
of projects doesn’t have all of the required artifacts of
our framework except the project plan, source codes and
manuals. On the other hand, the other project provides
46 artifacts such as software verification report(of re-
quirement, design, code), software review report, test
procedure, etc. We can easily perform the V&V ca-
pability assessment of this project’s supplier through
checking whether the recommended artifacts existed in
the real artifacts. However, the assessment of the or-
ganizational V&V tasks was impossible because these
tasks required the internal information of organization

Figure 6. The five levels and tasks of CB-VVCM

Figure 7. The questionnaire example of our
framework

as evidence. Through the expert’s review and the feasi-
bility studies, we received the following feedback :

• Since the V&V tasks and subtasks consist of the
specific practices in the field, they are easy to un-
derstand during the assessment.

• Since the V&V tasks provide the specific artifacts,
the assessment is easy to perform through check-
ing whether the artifact is produced or not.

• Since an artifact contains the work products of
one or more tasks or the terms used in the real
artifacts don’t always match exactly that of our
recommended artifacts, the essential contents and
structures of the recommended artifacts should
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be provided to find proper work products as ev-
idence and to assess the specific V&V task by
checking whether the work product found contains
the recommended essential contents. For exam-
ple, in the case of the latter project, its “SOFT-
WARE REVIEW REPORT/REQUIREMENTS
REVIEW XXX PROGRAMMABLE DIGITAL
COMPARATORS” document contains the result
of some works including traceability analysis and
software requirement evaluation.

• The V&V capability level and the assigned tasks
are appropriate to apply in the real industry. How-
ever, the granularity of each V&V tasks should be
adjusted.

KOPEC developed a web-based assessment sup-
porting tool based on our framework to use in the ac-
quisition process. Figure 8 shows the screenshot of this
tool. By asking supplier candidates to answer questions
and upload documents, this company will execute the
assessment automatically. The assessor can audit using
this system and monitor the result of assessment. For
the organizational V&V tasks, this company has an in-
tention to make the policy that the assessor directly au-
dits the supplier candidate’s organizational information
within its opening boundary. We recommend that the
company which has V&V capability level 4 or more can
be accepted because the rigorous and intensive V&V
tasks are included in level 4 or more.

Figure 8. The screenshot of the V&V capability
assessment tool

4.2. Comparison with TMM

TMM is one of our related assessment models. We
compare our framework with TMM on the following

criteria: objective, application scope, structure, support-
ing parallel assessment with other model, and features.
The result is presented in Table 6.

Table 6. The comparison of our framework with
TMM

Our framework TMM
Objective Assessment of V&V

capability of organi-
zation

Assessment and im-
provement of testing
maturity of organi-
zation

Application
scope

Safety-critical soft-
ware organization
(internal, external)

General testing or-
ganization (internal)

Structure - Five capability
level

- Five maturity level

- 47 V&V tasks - 13 goals and 43
subgoals

Supporting
parallel as-
sessment

CMMI and ISO
9001

SW-CMM, CMMI
and ISO 9001

Features - Consisting of
the specific V&V
practice focusing on
safety-criticality

- Providing the spe-
cific assessment pro-
cess

- Providing the rec-
ommended artifacts
list to support the as-
sessment

- Supporting the
testing process
improvement
activities

- Compliance with
the international
standards

- Reflecting the
industry-wide
software testing
evolution

Although TMM is widely used in the assessment
of testing process, its limitations with the viewpoint of
assessing the criticality-based V&V capability are fol-
lowings:

• TMM does not provide or emphasize on the safety-
critical specific V&V practices because the target
is general software testing organization.

• When the target is the external supplier whose in-
ternal information related to the organization is
difficult to be opened, the assessment based on
TMM is hard to perform. Because the large portion
of TMM covers the organizational level tasks, the
organizational information is needed as evidence
during assessment.

• Since the structured component of TMM such as
subgoal, practices etc. does not provide the spe-
cific artifact lists which are recommended, the as-
sessment can be difficult to find proper evidences.
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• Since the meaning of “Testing” in TMM is am-
biguous, it may not proper to apply V&V ac-
tivities except testing activity. According to its
guidebook [13], some of its practices in maturity
goals mentions specific testing methods such as
black/white box test, multilevel test. However, it
does not describe any similar methods as safety
analysis or criticality analysis for requirement or
design.

Consequently, our framework is more appropriate than
TMM for assessing the the V&V capability of safety-
critical software organization.

5. Conclusion and future work

In this paper, we proposed the framework for V&V
capability assessment focused on the safety-criticality.
To provide the essential V&V practices and the con-
fidential capability level scheme for the V&V assess-
ment, the criticality-based software integrity level and
the minimum V&V tasks of IEEE Std.1012 are used
as the basis. The recommended V&V tasks of IEEE
Std.7-4.3.2, 1228 and RG 1.168 are referenced to reflect
the V&V activities which are emphasized in the safety-
critical system. Through mapping our V&V tasks to
the CMMI PAs and ISO 9001 clauses, we found the
weak point of our framework and then added the or-
ganizational level V&V tasks to complement it. This
mapping table can support to the parallel assessment
with CMMI and ISO 9001. Using our framework, the
safety-critical software organization which wants to as-
sess the external supplier’s V&V capability can perform
the assessment easily and efficiently since our question-
naire which is made of the specific V&V tasks and its
related artifacts makes the assessor easily understood
its purposes and contents. Specially, a Korean com-
pany which provides the NPP related services begins
applying our framework in the initial steps of acquisi-
tion process using the web-based assessment support-
ing tool. Our framework can be used as the criticality-
based V&V process improvement model by enforcing
the compliance of minimum V&V tasks of the target
V&V capability level. Consequently, through using our
framework as a tool for the V&V capability assess-
ment and/or V&V process improvement, the acquirers
of safety-critical software project can expect the high-
quality safety-critical software by selecting the proper
supplier and the internal/external suppliers can initi-
ate the V&V process improvement activities based on
the assessment result. Finally, we plan to improve our
framework by reflecting the feedback of the industry
such as adjusting the granularity of each V&V tasks
after performing the several feasibility studies and the

realistic analysis.
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